Bao vé mang WiFi

trweoc hacker

Cac mang truy cap Internet khéng day WiFi khéng dwoc bao mat c6 thé
dé dang bi hack vi vay bao mat cho mang WiFi ctia ban la viéc nén lam dé
tranh nhirng sw tdo mo khong can thiét. Rat dé dang dé thiét lap mot mang

WiFi an toan.

Chuang t6i str dung may tinh chay Windows XP va mot thiét bi phat séng WiFi ctia

Linksys (rat pho bién tai Viét Nam) dé thuc nghiém trong bai viét nay.

Bworc 1:

Edit System Password
Settings
Password Protection
@58 Check ERABLE to require a password to modity setlings.
To Change the System Password...
Enter Current Passworid: ssssssssssss
Enter New Password: EEREEREREEEE

Confirm New Passwold: |(ssssssssssss



Viéc dau tién ma ban phai lam d6 la thay doi ngay mat khau mac dinh sau khi
da cai dat xong bo phat séng WiFi. Chay chwong trinh thiét 1ap cau hinh phan cirng
cd san trong bo dia cai dat hodc truy cap giao dién quan tri web qua giao thic
HTTP véi dia chi http://<dia chi gateway> (ban cé thé xem dia chi gateway bang
cach click Start / Run sau d6 gdcmd va enter tiép theo nhap Iénh ipconfig /Zall roi
enter hoic click phai chudt chonproperties tai biéu twong mang phia goc duwéi
bén phai man hinh ctia ban) sau d6 chon muc thay doi mat khau, nhap mat khau

mac dinh va mat khau mé&i cia ban dé thay doi.

Bworc 2:

Configure the Wireless Network
Settings

Identify Network i--
Network Mame: ZWIREZSE

Default SSID
Select Channel
Wireless Channel: & (2437 MHz) ¥

Encryption

Thay d6i tén mac dinh ctia b phat séng WiFi caa ban bang mot cai tén khac
nhu tén hay noi & ctia ban bang cach tim muc cé tén SSID trong chwong trinh thiét

I4p cau hinh phan cirng hay giao dién quan tri web.

Bworc 3:

specily TLo-0il ENCryplion ey
An encryplion key is a 26-digit "hexadecimal® number hat
uges onty the characters 0.9 and A-F.

Ky

HEY e == Disable this feature
SSID Broadcast “———-’

m Enakies the wireless network name to be broadcast publicly to any

wirslass users within wirgless range of your nebwaork, Disabling the
SEI0 broadcast makes the network neme private and provides
enhanced securly by requiring wireless users to enter the network
reame manuairy when creating a wireless nebwork profile on their
COmpLter.

Tiép theo ban hady bé chon muc hién thi tén bd phat séng WiFi bang cach bo
chon hép kiém SSID Broadcast. Binh thwong nhirng may tinh trong pham vi pht



séng cta bo phat séng WiFi déu nhin thay tén ctia b phéat séng, bang viéc nay sé

khong ai biét tén b phat séng cua ban ngoai trir chinh ban.

Bworc 4:

Welcome to the Wireless Network
Setup Wizard

This wizard helps vou set up & security-enabled wireless network
ir which all of vour computers and devices connect thraugh a
wireless access point, (This is called a wireless infrastracture
nebwork)

| - To continue, chick Mext.

L_“ﬂaxt:- | [ Cancel J

Click vao menu Start / Control Panel / Wireless Network Setup Wizard.
Chon “Setup a new wireless network” nhip SSID ban vira thay do6i va hoan thanh

nét chwong trinh Wizard nay.

Bwoc5:

Host Mame . b USER-1
Ft‘J.l‘l-tl'; Dnz S

Y , Broadcast

Ip E-"nur1 ‘nahled Ho

WINS Proxy Enabled. . . . . . . - : Ho

DHS Suffix Search List. . . . . . : gateway.2wire.net

Ethernet adapter Local Area Connection:

Connec 1‘ ;uu -specific DNS Suffix . l-r11 l.l ay. 2uire.net
Des 1 A & ek RIL813% Fa
Physica 'l Address. . . e ﬂlﬁ H.n 87-C?-08-F8
Il}'ll. P i"rlrl!'L]F.'l'[ ___________

B iguration Enabled . . . . =}
IP Addre :
u-Llhl'ILt

Str dung bd loc dia chi MAC dé tao ra danh sach cac may tinh c6 thé truy cap
mang WiFi va cac may tinh khac trong mang cua ban. Ban ¢6 thé 1ay dia chi MAC
bang cach gd 1énh “ipconfig Zall” nhuv hwéng dan & budéc 1. “Physical Address”
chinh la dia chi MAC ctia ban.

Bworc 6:



Wirsless > MAG Filter List [7]

MAC Filter List

I+ Enable MAC Fitler List
Hote: Urspecified MAC addresses ane blocked when the MAG Filter List is

MAC Address List Alilow  Block

Nhap dia chi MAC ban vira c6 dwoc tai bwdc 5 vao muc “MAC filter list”
chwong trinh thiét 1ap cau hinh phan cirng hay giao dién quan tri web. Lvu y khong
phai b6 phat song WiFi nao ciing c6 muc nay. bay la bwéc cudi ciing dé thiét lap
mot mang WiFi an toan.



