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Bao mat mang may tinh
v Khai niém & muc dich bao mat

v Muc tiéu tan cong

v’ Céch thirc tAn cdng

v' Cbng nghé bao mat
Hé thong Firewall

v Binh nghia

v' Hoat déng

v Phéan loai

v' M6 hinh twdng Ira
. Mé6 phong Packet Filtering Firewalls
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v Khai niém
o Bao vé céac dir liéu, tai nguyén, co s& ha tang mang
= Ké xau
= Tt choi dich vy
= S dung trai phép
o D liéu: Tai liéu, cbng trinh nghién ctru,CSDL, thé...
o Tai nguyén: May tinh, server, bang théng...
o Co s& ha tang mang: Routers, switches, Cable ...
v" Muc dich bao mat
o Hiéu qua
o Tin cay

o Toan ven
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v" Muc tiéu tan céng Q
/ Internet

Server

)\/ﬁj

Softwares

!1 H
wass| Hanoi University of Technology



8/2006 | Chu dé 7. Bao mat mang may tinh Chu dé 7

v’ Céch thirc tan céng

o Dos (Denial of Service)
Tran bd dém (Over Buffer)
Do tim gai tin

Gia mao IP

O O O O

Tan cong mat khau

@)

Virus, Trojan....

v €Coéng nghé bao mat

o

Mat ma (encpytion)

Twong Ikra (firewalls )

Cong cu giam sat (monitoring tool)
Gia mao IP (fake IP)

Tan cong mat khau (password attack)

O O O O

== o Virus, Trojan....
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Firewall la gi?
v" Dinh nghia

o Firewalls Ia hé thdng ngan chan viéc truy nhap trai phép tir bén

ngoai vao mang /\
o Phan ctrng, phan mém hodc két hop ca hai

v Chtrc nang :

o Bao vé tai nguyén

o Kiém soat truy cap \/

o Nang cao hiéu suat

o Twdbéng hoda bao vé & canh bao
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v Hoat dong

%

@ &

<z

Mang ngoai Firewall Mang trong
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v Phan loai firewall

o Packet filtering firewalls
= Kiém tra dja chi IP, cong dich & ngudn hay kiéu giao thirc cla
mot goi tin, dwa vao quy luat dé cho hay ko cho phép goi do tin

di qua mang
http - tcp 80 S
http - tcp 80 telnet - tcp 23 f’ \\‘-
p - tcp elnet - tcp y \x-./
ftp - tcp 21 LA/
web server firewall Internet

- Chi cho phép http - tcp 80
- - Chén tat ca
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= Vi du: M6t quy tac chi cho phép géi IP nao dung trinh duyét
web (port 80) ma&i dwoc phép di qua

<dest. addr.><source addr.><dest.port><source port><protocol><data><checksum>
<129 142.88.27> <192.168.1.1> <443> <1431> <TCP> <34EF456CAB29> <23450A9>]]
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o Application layer firewalls
= Pwoc xem nhw mdt firewall Gy quyén, cdng trng dung
= Proxy nhw mét dai dién cho nhi¥ng ai dung proxy dé, che dau
thong tin thwe khi giao tiép bén ngoai
= Cac goi yéu cau truy nhap dwoc sé dwoc bién dich tai
firewall trwwdc khi vao mang trong

202.52.222.10: 80
i/‘*'\\
192.168.0.10: 80 ¢7_ N

e

web server firewall Internet
192.168.0.10

Dich dia chi 202.52.222.10 : 80
== thanh 192.168.0.10 : 80
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o Stateful inspection firewalls
= Kiém tra trang thai va ndi dung cuia goi
= Ghi nhé& nhirng yéu cau di ra va chi cho phép nhirng yéu cau
dé tré lai qua Firewall
= Viéc cd tinh truy cap vao mang trong sé bi tlr chdi néu bén
trong khéng yéu cau

192.168.0.10: 1025 202522210:50 L

p— i
v
\ 202.52.222.10: 80 |, .
% 192.168.0.10: 1025 L/

PC firewall Internet

Chi cho phép nhirng géi tra lai theo yéu cau dat ra
Khéa nhirng dwédng truyén chwa dang ky
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v' Cac mo hinh firewalls
o Screening Routers
= GOom mdt packet-filtering router dat gira mang ndi bd va
mang Internet
= Chuyén tiép truyén thdng gitra 2 mang va st dung cac qui
luat vé loc géi dé cho phép hay tr chéi truyén théng

Screening router 7 \

/.'”“ khong tin cay

Mang trong
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o Dual-homed firewalls
= Cac goi tin truyén di dwoc thdng qua Proxy
= Khoéng cho phép truyén thdng truc tiép gilra 2 mang gilp che
giau mang bén trong vai thé gidi bén ngoai

Dual-homed host

/./Q | £~

Mang trong \ / Mapg ngoéiA
khéng tin cay

Ngan cach 2 mang
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o Screened host
= Bao gom 1 packet-filtering router va 1 bastion host

= Bastion host dwo'c cu hinh & trong mang ndi bo

= Chi chap nhan nhirng truyén thdng ndi bd xuat phat tir

2N

gty

bastion host -~-\

\. -

Mang ngoai
khoéng tin cay

p— Screening router
- a -—-‘
%A \ .Com ter
y \\“\F ‘ Bastion host
Mang trong
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o0 M6 hinh DMZ (Delimitarized Zone) hay Screened subnet
=  Bao gdm 2 packet-filtering router va 1 bastion host
= Co6 d6 an toan cao nhat vi né cung cap ca mc bdo mat mang
(network) va mirc rng dung (application)
= \Vung DMZ ddng vai trd 1a mdt mang nhd, ¢ 1ap, nam gitra
Internet va mang trong

g
£ \ @ External Screening router (chong gia mao IP)
/ .
Mang ngoai =1
khong tin cay Bastion host
_ e,-‘ Mang trong
/
Internal Screening router % 4 \ -
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o Instruction Detection System (IDS): Hé thong phat hién xam
nhap

= |DS phan tich cac gai tin trong mang (sniffer) dé phat hién cac
dau hiéu kha nghi, thworng dat trong firewall

IDS

[ e
. Sniffing
o y— &
Data Path >
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= Churc nang
< Quan ly, phan tich hoat déng cia ngwdi dung va hé thong
% Kiém tra cau hinh va tinh toan ven ctia hé thong
< Phan tich, phat hién diu hiéu cac cudc tan céng va 16 hdng
< Phan tich thdng ké cac dau hiéu bat thuwdng
% Theo dbi cac hanh vi tir khi vao t&i khi ra khéi mang
= Han ché cua IDS
< IDS chi la hé thdéng phat hién xam nhap, nhung chwa ¢
kha nang chong lai.
< Khoéng giup dwoc co ché authentication va identification
< Khoéng giup d& duwoc sw yéu kém trong giao thirc mang
< Khoéng thé hd tro tinh toan ven va tin cay cla di liéu
< Khéng thé dap (rng yéu cau phan tich di¥ liéu trong mang
tdbc db cao
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Chu de 7. Bao mat mang may tinh

* Phan loai IDS
» Application based IDS
** Host based IDS (HIDS)
** Network based IDS (NIDS)
< Hé thdng tich hop (Intergrated IDS)
= Nguyén ly hoat déng cua IDS
< Phat hién bat thwdng
Anomaly based analysis
Heuristic based analysis
Statistical
% Phat hién sir dung sai muc dich
Pattern matching
Stateful pattern matching
Protocol decode-based analysis
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= Cau hinh mét hé thong mang cé IDS

O

Mang ngoai

- —— - ——— - ——— -
B
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Chuwong trinh mé phong qua trinh loc géi
tin cua firewall
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