Bao mat dir lieu khi dung Wi-Fi cong cong

Két noi Wi-Fi noi cong cong that tién loi nhwng ciing
tiém an nhirng nguy co khon lwomg. Mach ban mot so

bién phap bao mat dir li¢u khi dung Wi-Fi cong cong.

1. Bat twong lura

Ban c6 thé sir dung tuong lira sdn ctia Windows, hodc cai
dit phan mém tudng ltra cua hing tht ba, song nhé bat
tuong Itra trude khi truy cap mang Wi-Fi cong cOng.

Dé bat tudng ltra trong Windows 7, ban vao menu Start >
Control Panel > Windows Firewall (néu khong thay xuét
hién muc Windows Firewall trong Control Panel, ban chon
Large icons tai muc View by). Tiép dén, ban nhan Turn
Windows Firewall on or off tr cOt bén trai man hinh, danh
dau trude tiy chon Turn on Windows Firewall bén dudi

muc Public network location settings. Xong, nhan OK.



Customize settings for each type of network
You can modify the firewall settings for each type of network location that you use.
What are network locations?
Horne or work (private] network location settings
a_l i@ Turn on Windows Firewall
: [ Block all incoming connections, including those in the list of allowed programs

[¥] Matify me when Windows Firewall blocks a new program

@_I i) Turn off Windows Firewall {not recommended)

Public netwerk locaticn settings
_‘a_l | i@ Turn on Windows Firewall

[T] Bleck all inceming connections, including those in the list of allowed programs

[¥] Motify me when Windows Firewall blocks 2 new program go

. 150 |
@_I 1 Turn off Windows Firewall {not recommended) NEWS

2. Tit tat ca cc tai nguyén chia sé

Néu khong tit cac tai nguyén chia s, nhirng nguoi cing
mang ¢ thé “danh cap” dir liéu trén laptop cta ban rat dé
dang. Trong Windows 7, ban nhan biéu tuong két ndi mang
trén khay hé thdng, chon Open Network and Sharing
Center, sau d6 nhan Change advanced sharing settings tai
cot bén trai man hinh, danh dau trudce tiy chon Turn off file
and printer sharing va Turn off Public folder sharing, roi

nhan Save changes dé luu lai.



[/URL]

File and printer sharing

When file and printer sharing is on, files and printers that you have shared frem this computer can
be accessed by pecple on the network.

i) Turn on file and printer sharing
@ Turn off file and printer sharing

Public felder sharing

When Public folder sharing is on, pecple on the network, including hoemegroup members, can
access files in the Public folders. What are the Public folders?

71 Turn on sharing so anyone with network access can read and write fi

@ Turn off Public folder sharing (people logged on to this compute 'ﬁ R
folders)

3. Chon két noi Wi-Fi cong cong

Ngay sau khi két n6i thanh cong dén mot mang Wi-Fi cong
cong, ban chon Public network tu hdp thoai vira xuét hién.
Vi tiy chon ndy, cac chirc ning chia sé (g0m Network
discovery, File and printer sharing, Public folder sharing)
mic dinh sé tit, nham dam bao an toan dit liéu cho ban

trong sudt qua trinh str dung mang Wi-Fi céng cong.



Select a location for the "LakesNet WIFI' network

This computer is connected to a network. Windows will automatically apply the correct
netwaork settings based on the network's location,

Home network
L‘_' l uj] If all the computers on this network are at your home, and you recognize them,

this is a trusted home network. Don't choose this for public places such as
coffee shops or airports,

Work network

d 1| If all the computers on this network are at your workplace, and you recognize
them, this is a trusted work network. Deon't choose this for public places such as
coffee shops or airports.

F== Public network

If you don't red »gnize all the computers on the netwerk (for example, you're in
a coffee shop or airport, or you have mobile broadband), this is a public
network and is not trusted.

go
[7] Treat all future networks that I connect to as public, and don't ask @ FJEWS

Help me choose

4. Str dung giao thirc HTTPS hoac SSL thay cho giao
thirc HTTP thong thwong

Néu st dung giao thirc HTTP thong thuong, nguoi cung
mang ¢ thé dé dang “coi cop” (sniffer) thong tin ctia ban,
bao gém ca mat khau ding nhap cac webmail, tai khoan
truc tuyén,. .. Do vay, ban nén bat giao thirc HTTPS hoac
SSL khi str dung cac dich vu yéu cau ding nhap bang tai

khoan ca nhan.



Pé bat giao thic HTTPS trong Gmail, ban dang nhap hop
thu c4 nhan theo cach thong thudng, tiép d6 nhap vao lién
két Settings > General, danh dau trude tiy chon Always
use https tai muc Browser connection. Xong, nhan Save

Changes.

(6011 Labels Accounts and Import Filters Fonwardii

Language: Gmail display language: iEngligh (Us)
Maximum page size: Show | 100 [3 conversations per pag

Show EEUE} contacts per page

Heyboard shortcuts: 71 Keyboard shortcuts off
Learn more

External content:

i1 Ask before displaying external co

-1 Browser connection: .o Always use https
Learn more

= Don't always use https

Tur gid, moi khi truy cap vao Gmail hay cac dich vu khac
ctia Goole bang tai khoan da thiét 1ap giao thiee HTTPS,
ban sé& thiy phia trén thanh Address xuat hién dong dia chi
bat dau bang htps.// thay cho http.//.



Pé bat giao thirc SSL cho cac dich vu cua Google, ban tai
vé va cai dit add-on OptimizeGoogle danh cho Firefox tai
[URL="https://addons.mozilla.org/firefox/addon/52498/"]d
ay (dung luong 329 KB, twong thich v&i Firefox 3.7 trd vé
trude). Sau khi cai dat, ban kho1 dong lai Firefox, vao menu
Tools > Add-ons > OptimizeGoogle > Options > All
Services, danh dau trude tiy chon Use SSL when able, rdi

nhan OK.

OptimizeGoogle 0.78.1

All Services §  All Google Services
Web (V] Use 55L when able
I 5 - .
MEgE [] Block ads on all google services
Groups
Nisigic [} Show links to other sites when applicable
Products [¥] Always remove click tracking
Answers [¥] Ahways enable filters gc’
Books
GMail News
Calendar :

5. Tit két noi Wi-Fi khi khong sir dung
Khi khong sir dung dén két n6i Wi-Fi, ban nén tit di nham
dam bao khong ai ¢ thé truy xuat dir liéu trai phép trén

may cua minh dugc. Rat don gian, ban chi viéc nhan biéu



tuong két ndi mang trén khay hé théng, nhan chudt phai 1én

két n6i Wi-Fi dang dung va chon Disconnect.

F== Unidentified network
Mo network access

Wireless Metwork Connection ~

mysticgeek Connected ﬁ“|

Discon rr%ct
Status

Properties

Open Metwork and Sharing Center
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6. Thwong xuyén cip nhat ban va 16i Windows va dir
liéu méi nhat cho trinh anti-virus

Céc ban va 16i Windows giup ban “bit kin” nhirng 16 hong
ma hacker loi dung dé xAm nhép trai phép vao may tinh cua
ban thong qua két ndi Wi-Fi. Bén canh d6, cac trinh anti-
virus cling dong vai tro quan trong trong viéc phat hién kip

thoi nhitng nguy co tiém an trong qua trinh két noéi Wi-Fi.



Do do, ban nén thuong xuyén cap nhat cac ban va 161 va co

s& dir li€u moi nhat cho trinh anti-virus.

Trén ddy la mét s6 bién phdp nham dam bdo an toan khi
ban két néi dén mét mang Wi-Fi céng cong, tuy nhién
khéng cé gi la tuyét doi. Hacker van cé cdach dé xam nhdp
trai phép may tinh ciia ban dii ban da dp dung tdt cd bién
phdp phong vé. Do do, tot nhdt la ban nén han ché sir dung
Wi-Fi cong cong, néu sir dung thi nén han ché truy cdp
nhitng thong tin nhay cam nhw dang nhdp tai khoan ngan

hang, thu dién i, giao dich truc tuyén, ...



