Bao mat mang Wi-FI




Dung “hang rao” bao mit cho mang Wi-Fi khong nhirng gitip han ché nguoi
la chiém dung bing thong Internet ma con gilp dam bio an toan dir li¢u ciia

ban.
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Trude tién, ban can dang nhap vao bo dinh tuyén khong day (router) hay thiét bi
truy cap khong day (Access Point - AP) - goi tat 13 thiét bi Wi-Fi. Vi Router, ban
c6 thé nhan IP cap phat tir thiét bi, nhung véi AP, thong thuong ban can thiét lap
dia chi IP trén may tinh cung 16p dia chi IP ctia AP (xem tai liéu di kém AP dé biét
dia chi IP mic dinh). Sau khi biét dia chi IP, tai khoan truy cép thiét bi (username,
password), ban hdy ding nhap vao thiét bj Wi-Fi.

Thay d6i mat khiu ding nhap
Budc dau tién, ban can thay doi ngay tai khoan dang nhap mic dinh, thuong 1a

admin. Vi néu ngudi khac biét tai khoan dang nhdp, ho c6 thé dang nhap vao thiét

bi Wi-Fi va tly chinh cac thong sé ma ban d4 thiét 1ap. Cha ¥ nén dat mat khau dai



va phirc tap gdm chir hoa, thudng, s6, ky tu dic biét. Néu thiét bi Wi-Fi cta ban hd
trg mang Wi-Fi riéng biét danh cho khéch (guest), ban ciing nén dat mat khau truy
cap Wi-Fi cho mang Wi-Fi khach nay, dé khi khach truy cép, thiét bi Wi-Fi s& yéu
cau ho nhdp mat khau truy cap.
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Hinh 1: Ma hoa WPA2.

An t&n mang (SSID)

Mdi mang Wi-Fi déu c6 mot tén mang (SSID) khac biét nhau, mét s thiét bi Wi-
Fi hd tro cung lic dén 4 SSID khac nhau. Ban nén an SSID nhiam tranh nguoi la do
tim va chi y dén mang Wi-Fi cta ban. Pay 1a phuong cach bao mat mang Wi-Fi ¢
muc co ban nhat.

Bat ché d6 ma héa WPA2

Néu thiét bj Wi-Fi va céc thiét bi truy cap Wi-Fi ctia ban (may tinh xach tay, may



tinh bang, dién thoai thong minh,...) déu hd trg md héa WPA2, thi ban nén bat ché
d6 ma hoa nay I1én (WPA2 Personal). WPA2 (Wi-Fi Protected Access 2) 1a ché do
ma hoa Wi-Fi manh nhét hién nay. Néu ban sir dung Wi-Fi trong doanh nghiép,
ban nén chon ché d6 WPA2 Enterprise, két hop xac thyc truy cap véi may chu

Radius.

Bat co ché loc theo dia chi MAC

MJi thiét bi c6 thé truy cap mang déu c6 dia chi MAC (Media Access Control)
khéc nhau. Mic di hién nay c6 nhiéu cong cu cho phép ban thay d6i dia chi MAC,
tuy nhién néu ban két hop nhiéu phuong cach bao mat Wi-Fi thi nguoi la ciing kho
long truy cap trai phép vao mang Wi-Fi cta ban. Co ché loc MAC trén thiét bi Wi-
Fi giGp ban d& dang kiém soat cac thiét bi truy cap mang Wi-Fi. Ban c6 thé gan cac
dia chi MAC vao danh sach duoc phép truy cap Wi-Fi hoac khong duoc phép truy
cap mang Wi-Fi.

Pé biét dia chi MAC, trén may tinh xach tay chay Windows 7, nhan vao trinh don
Start, tai 6 Search, nhap chit cmd va nhan Enter. Sau d6 trén ctra s6 1énh (mau den)
ban nhap dong Iénh ipconfig /all, nhan Enter, ban sé& thay dia chi MAC ctia may
tinh. Néu ban dung Mac OS X, m& System Preferences, nhan Network, chon Wi-Fi
trong danh sach bén trai, nhin Advanced, hay chid y dong chir tai 6 “Airport ID” or
“WIi-Fi ID”. Cach don gian hon, dau tién ban thiét lap thiét bi Wi-Fi khéng ma hoa
(Open), sau d6 cho cac thiét bi truy cap vao mang Wi-Fi, Ilc nay trén thiét bj Wi-
Fi ban s& nhin thiy danh sach cac thiét bi truy cap bao gdm dia chi IP, dia chi
MAC.
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Hinh 2: Loc truy cap theo dia chi MAC.

Gi6i han viéc cap phat dia chi IP dong

Viéc cap phat dia chi IP dong DHCP (Dynamic Host Configuration Protocol) tir
thiét bi Wi-Fi gilp viéc két néi mang Wi-Fi dé dang hon. Tuy nhién, dé ting cuong
kha nang bao mat mang Wi-Fi, ban chi nén thiét 1ap sao cho lugng dia chi IP cép

phét ty dong vira du s thiét bi duoc phép truy cap mang Wi-Fi.

Che gidu mang véi bén ngoai

Cubi cling, ban nén thiét 1ap chirc ning chin cac yéu ciu tir bén ngoai (Block
WAN Requests) nham che gidu mang cta ban trude nguoi dung Internet khac, bén
ngoai mang ctia ban. Vi néu khong thiét 1ap chirc ning ndy, ngudi ding tir bén
ngoai mang cé thé sir dung cac cong cu do tim dia chi IP cong cong (Public IP)

trén thiét bi Wi-Fi ctia ban, tir 6 ho 6 thé tién hanh céc cudc tan cong xAm nhap.



Khi ban da 4p dung cac phuong thirc bao mat mang Wi-Fi nhu hudng dan trén, ban
van khong nén cha quan, lo 1a trong viéc phong ngira. Khoang 2 tudn/lan ban nén
truy cap vao thiét bi Wi-Fi, kiém tra xem c6 cac bat thuong trong cac thiét lap Wi-
Fi nao khong. M&i 6 thang/lan, ban nén thay d6i mat khau truy cap Wi-Fi. Ngoai
ra, hdy st dung thém céc cong cu, chang han NetStumbler

(www.netstumbler.com), dé kiém tra mang Wi-Fi.



