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Chwong Il

Ma hoa va cac dich vu xac nhan




2.1 Ky thuat ma héa truyén thong
(Classical EncryptionTechniques)

- Cac thuat ngir cor ban (Basic Terminology)

+ plaintext : théng diép gbc (original message )

+ Ciphertext : thong diép ma hoda ( coded message )

+ cipher : algorithm for transforming plaintext to ciphertext

+ key : info used in cipher known only to sender/receiver

+ encipher (encrypt) : converting plaintext to ciphertext

+ decipher (decrypt) : recovering ciphertext from plaintext

+ cryptography : study of encryption principles/methods

+ cryptanalysis (codebreaking) : the study of principles/
methods of deciphering ciphertext without knowing key

+ cryptology : [inh virc nghién ctru cua ca cryptography va
cryptanalysis




2.1 Ky thuat ma héa truyén thong
(Classical EncryptionTechniques)

- Ma hoéa khoa doi xieng (Symmetric Encryption)

+Quy woce tuc(conventional) / khda riéng / khéa don

+Ngudi gdi (sender) va nguwdi nhan dung chung mét khda phd  bién
(common key)

+Tat ca cac thuat téan ma hoa truyén thdng co khoa riéng

+Chi 1a mot kiéu ngudi ta dwa ra trwde khi cé sw phat minh ra thuat
toan ma hoa khoa cong khai vao nhirng nam 1970
-Vidu:
2 ngudi (Alice va Bob) trao ddi thédng tin mat théng qua hé thdng buwu
chinh. Alice can g&¥i mét bire thw cé ndi dung can git bi mat t&i cho Bob
va sau dé nhan lai thw tra 1 (cling can git bi mat) ttr Bob.




A sé& cho birc thw vao hop va khoa lai roi givi hdp theo dwdng
bwu chinh binh thwong téi cho B. Khi B nhan dwoc hop, anh ta
dung mot khoa gidng hét nhw khoa A da dung dé mé hop, doc
thdng tin va glri thw tra i theo cach twong tw. Van dé datra la
A va B phai co 2 khéa gidbng hét nhau bang mét cach an toan
nao dé tr trwdc (chang han nhw gap mat truc tiép).

- M6 hinh ma héa do6i xtrng (Symmetric Cipher Model)
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Yéu cau (Requirements)

s CO6 2 yéu cau dé ddm bao sir dung cho ma hda khéa dbi xirng
nay la :
= C6 mét thuat téan encryption tot
= Co mot khoa bi mat chi dwoc biét bi nguwdi g&i / nhan
9
- Do do, viéc gilr bi mat khoa la du dé dam bao dé bao mat
cho thong diép da ma hoa
- Co6 quan hé phu thubc gitra plaintext X, ciphertext Y, key K,
encryption algorithm Ek, decryption algorithm Dk.
Y = Ex(X)
| X=DgY)
- Cung cap mé6t kénh bi mat dé phan phat key




M3 héa khoa bat doi xtrng
(Non - Symmetric Encryption)

B va A c6 hai khoa khac nhau. Dau tién, A yéu cau B gli cho minh khoéa
(cong khai) theo dwong bwu chinh binh thwdng va gitr lai khda bi mat.
Khi can gt thw, A st dung khéa nhan duoc tir B dé khoa hop. Khi nhan
dwoc hdp da khoa bang khoda céng khai ctia minh, B cé thé mé khoa va
doc thong tin. Pé tra 16i A, B cling thwc hién theo qua trinh twong tw voi
khoa cua A.




M3 héa khoa bat doi xtrng
(Non - Symmetric Encryption)

-B va A khéng can phai gvi di khéa bi mat ctia minh > Diéu nay lam
giam nguy co mot ké thir 3 (chang han nhw mét nhan vién bwu chinh
bién chét) lam gid khda trong qua trinh van chuyén va doc nhirng théng
tin trao dbi gitka 2 ngwdi trong twong lai. Thém vao dé, trong truwong
hop B do so suat [am 16 khda ctia minh thi cac théng tin do A glri cho
ngwoi khac van gitr bi mat (vi str dung cac cap khoa khac).




M3a héa khéa bat doi xirng
(Non - Symmetric Encryption)

-Khdng phai tat ca cac thuat toan mat ma hoa khéa bat déi xirng déu
hoat ddng gidbng nhau nhwng phan I&n déu gém 2 khda cé quan hé toan
hoc véi nhau: mot cho ma hoa va mot dé giai ma. Dé thuat toan dam
bado an toan thi khong thé tim dwoc khoa gidi ma néu chi biét khéa da
dung ma héa. = Diéu nay con dwoc goi la ma hoa cdng khai vi khoa
dung dé ma héa cé thé cdng bd céng khai ma khdng &nh huwdng dén bi
mat cua van ban ma hoa.




Nhirng diém yéu

-Ton tai kha ndng mot ngwdi nao dé cd thé tim ra dwoc khda bi
mat. chwa c6 thuat todn ma hdéa khoa bat doi xirng nao dwoc
chirng minh 1a an toan trwdc cac tan cdng dwa trén ban chat toan
hoc cua thuat toan.

- Kha nang mot mdi quan hé nao do gitra 2 khoda hay diém yéu
cua thuat toan dan t&i cho phép gidi ma khdng can téi khéa hay
chi can khdéa ma hda van chwa duwoc loai trtr. An toan clia cac
thuat toan nay déu dua trén cac wédc lwong vé khdi lwong tinh
toan dé giai cac bai toan gan v&i ching. Cac wdc lwong nay lai
ludn thay déi tly thudc kha nang cdia may tinh va cac phat hién
toan hoc moi.




Nhirng diém yéu

-Mac du vay, dé an toan cua cac thuat toan mat ma hda khoa
cong khai ciing twong d6i ddm bao. Néu thoi gian dé pha mot ma
(bang phwong phap duyét toan bd) duwoc wéc lwong 1a 1000 ndm
thi thuat toan nay hoan toan cé thé dung dé ma héa céac théng tin
vé thé tin dung

- Rd rang la thoi gian pha ma Ién hon nhiéu 1an thdi gian ton tai
cua thé (vai nam).




Nhirng diém yéu

-Nhiéu diém yéu ciia mot s6 thuat toan mat ma hoa khéa bat doi
xtrng da dwoc tim ra trong qua khee. Thuat toan dong goi ba 16 la
mot vi du. N6 chi dwoc xem la khéng an toan khi mét dang tan
cong khéng lwong trwde bi phat hién. Gan day, mét s6 dang tan
cbng da don gian héa viéc tim khoa giai ma dwa trén viéc do dac
chinh xac thdi gian ma mét hé thdng phan cing thwe hién ma
hoa. Vi vay, viéc str dung ma hda khoa bat doi xirng khdng thé
dam bao an toan tuyét déi. Bay Ia mét linh vwe dang duwoc tich
cwe nghién ctru dé tim ra nhirng dang tan céng mai.




- M6t diém yéu tiém tang trong viéc sir dung khoa bat ddi xirng
la kha nang bi tan cdng dang ké tan céng dirng giira (man in
the middle attack): ké tan céng loi dung viéc phan phdi khoa
cong khai dé thay doi khéa cong khai. Sau khi da gid mao dwoc
khoa cdng khai, ké tan cong ding & gitra 2 bén dé nhan cac goi
tin , gidi ma roi lai ma hoa véi khda dung va givi dén noi nhan dé
tranh bi phat hién. Dang tan cdng kiéu nay cé thé phong ngtra
bang cac phwong phap trao déi khda an toan nham dam bao
nhan thwc nguwdi glri va toan ven thong tin. Mét diéu can lwu y 1a

khi cac chinh phd quan tam dén dang tan cdng nay: ho co thé
thuyét phuc (hay bat buéc) nha cung cap chirng thwc s6 xac
nhan moét khda gia mao va coé thé doc cac théng tin ma hoa.




- Ma héa (Cryptography)

Céc diém dac trwng cia ma héa :
= Kiéu cac hoat ddng ma héa dwoc st dung

= Thay thé (substitution) / Héan vi(transposition) / Tich
hop

= Nhoém cac khoa st dung :
m single-key or private / two-key or public :

= Phuong phap ma théng diép ngudn dwoc xi Iy
m block / stream




Cac hinh thirc tan cong ma héa
(Types of Cryptanalytic Attacks)

= Pé co6 thé tan cong ma héa can :
+ Hiéu biét vé plaintext , ciphertext dé tan céng
>S& dung céac kién thirc vé thuat téan dé co thé sira dbi
thong diép

= Cac hinh thirc tan céng
+ Lwa chon thong diép goc tan céng
Lwa chon plaintext va ciphertext thu dwoc dé tan cong quéa
trinh chuyén doi tw plaintext dén ciphertext

+ Lwa chon thong diép ma héa tan céng

Lwa chon ciphertext va plaintext thu duoc dé tan cong qua
trinh chuyén doi tw plaintext dén ciphertext

+ Két hop ca 2 hinh thirc tan céng trén

Lwa chon plaintext hoac ciphertext qua qua trinh en/decrypt

ry
n




Tim kiém tra tan (Brute Force Search)

Nguwdi ta c/m : V&i mbi gid tri khéa khac nhau thi déu co thé
thwe hién dwoc mot cac dé dang

Hau hét cac tan cdng méa hoa théng thuong thi thei gian xt ly
ty 1é v&i (proportional) kich thuwédc khda

Phu thudc vao s hiéu biét va tbé chirc thong diép goc

Number of Alternative Time required at 10¢
Key Size (bits) Keys Time required at 1 encryption/pis encrypions/ps

R W 30 20 s = 358 minutes 215 milliseconds

5 2% 272x 101 2 s = 1142 years 10.01 hours

18 2138 =34 x 108 237 s = 54 10 yeans 54x 10 years

168 2168 237 10¥ 267 s = 5.9 10% years 59 109 years
20 charac : : .
('i;:ll:;::l:::; 26! =4 x 1(= 2010 ps = 6.4 x 10' years 0.4 % 10 years




Nhan xét

Du c6 ngudn tai nguyén phong phu ( s lwgng may tinh, toc
dd ctia CPU, v.v..) thi cling kho ldng bé gay thuat tdan chuyén
dbi tr plaintext sang ciphertext, vi :

+ Théng tin cung cap khéng du twong tng vai plaintext

+ Thoi gian thwe hién thuat téan rat 1on




2.3 Cac phwong phap ma héa kinh dién

Y twédng :

Néu plaintext dwoc biéu dién nhw 13 :

- cac ky tw cia dwoc thay thé bang cac ky tw khac hoac bang sé
hodc bang ky hiéu

- mot chudi cac bit, thi sau dé chung dwoc thay thé bang cac mau
bit da ma hoa

Ma hoa Caesar (Caesar Cipher )

Puwoc dwa ra s&m nhat béi Julius Caesar
Pau tién n6 dwoc st dung trong quan doi

Thay thé méi ky tw trén plaintext, bang ky tw thir 3 ké ttr nod
trong bang chir cai alphabet
Vi du:

meet me after the toga party
PHHW PH DIWHU WKH WRJD SDUWB




Ma hoéa Caesar (Caesar Cipher)

- C6 thé xac dinh sw chuyén déi nhu sau :
abcdefghijklmnopgrs
DEFGHIJKLMNGO|PIQRSTUYV

- Thay thé cho mdi ky tur 1 s0 :
abcdefghijk 1 m
0123454678910 11 12
n o p 9 r s t u v w x y 2
13 14 15 16 17 18 19 20 21 22 23 24 25

Céng thirc tbng quat cho ma hoa Caesar :
C = E(p) = (p + k) mod (26)
p =D(C) = (C - k) mod (26)



Ma hoéa Caesar (Caesar Cipher)

- Su giai ma/nhan dang cua ma héa Caesar:
+Chi cé 26 ciphers c6 thé thwc hién dwoc
= Aanh xa dén AB,C,D,..X)Y,Z
+ Thé thwc hién ther don gidn lan Ilwot méi ky tw
+ Tim kiém tra tan (brute force search )
+ Cho théng diép da ma hoa cd gang thir tat ca sw luan phién cua
cac ky tw
( shifts of letters)
+ Viéc thwc hién thira nhan cho dén khi cé mét plaintext

Vi du : Hay pha ciphertext sau :
“H KNUD XNT” | LOVE YOU
"GCUA VQ DTGCM"




Ma hoéa Caesar (Caesar Cipher)

- Van dé bao mat ma héa & bang ky tw don (Monoalphabetic Cipher
Security)

+ S6 lwong khéa cé thé : 26! = 4 x 1026 keys > Co6 thé dwoc bao
mat an toan

+ Nhwng c6 thé bij I16i khi thwc hién gidi ma. Vi sao 2?7
Do dac diém riéng clia ngén ng




Ma hoéa Caesar (Caesar Cipher)

- Sy ruOm ra cua ngon nglt va gidi ma mat ma (Language Redundancy and
Cryptanalysis)
+ Ngon ng tw nhién (human languages) rat redm ra
Vidu: "th lrd s m shphrd shll nt wnt"
+Nhting ky tu khong tuong tur ngon nglt thong thuong s dung

Chang han, & ngdn neit English : e dugc sir dung nhiéu hon cac ky tr thong
dung khac, sau d6 dén T, RN, [,O,A,S. Nhing ky tu khac dung it hon la :
Z,],K,Q,X

+C6 nhitng bang clia don, d6i va bd ba ciia nhitng tan s0 ky tir (frequencies)
cho thay di€u nay.
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Use in Cryptanalysis

m Viéc chon lwa khoa trong thuat toan ma hc?a thay thé bang ky
tw don khéng lam thay dbi quanlhé tan s@ chir cai. Dieu nay
dwoc Arabian kham pha vao thé ky 9. Bang so sanh sw xuat
hién cua cac chir cai, 6ng vé lai nhirng gia tri nay, nhan thay :
+ O thuat téan Caesar tan sb xuat hién tdng nhanh & cac chi

cai : A-E-l, R-S-T; giam manh & J-K, X-Z
= V& mdi bang chi¥ cai don phai dong nhat mi ky tw
= Su trg giup cua cac bang doi/ba ky tw chung (tables of
common double/triple letters)




Vi du vé giai ma mat ma

- Cho mQt thong digp da ma hoéa nhu sau :
UZQSOVUOHXMOPVGPOZPEVSGZWSZOPFPESXUDBMETSXAIZ
VUEPHZHMDZSHZOWSFPAPPDTSVPQUZWYMXUZUHSX
EPYEPOPDZSZUFPOMBZWPFUPZDSTUDTMOHMQ

+Dém quan hé¢ tAn sO xult hién clia cac chit cai
+Du déan P& Z cothéla evat
+Ddan ZW 1a th 2 ZWP 1a : the

Tiép tuc thur nghi€ém v0i cac chir cai khac va nhan dugc két qua nhu

Sau :

1t was disclosed yesterday that several

informal but direct contacts have been

made with political representatives of the
vietnam 1n mosSCcCow




Playfair Cipher

-Mot phwong phap dé cai tién bao mat 1a khoa
ma hoa gom nhiéu chiv cai, thuat téan Playfair
Cipher |a mot vi du. N6 dwcyc dwa ra b&i
Charles Wheatstone & nam 1854

- Ma tr@n khoa Playfair (Key Matrix)
+La mOt ma tran 5X5 cua cac chlr cai dua trén moOt
tir khoa

+Dién vao cac ky tu cua tu khoa, khong trung lai
(sans duplicates)

+Di€n phan con lai cua ma trdn voi cac chtr cai khac

Vidu : St dung tr khoa MONARCHY




An toan cua ma héa Playfair Cipher

= Van dé bdo mat dwoec cai tién vwot ngoai bang chi cai don,
lén dén 26 x 26 = 676 chiy ghep (digrams )

= Co6 thé can dén mot bang tan sd 676 muc tr dé phan tich. Do
do, dwoc st dung trong nhiéu ndm (quan doéi & My va Anh )

= Co6 thé bé gay véi vai tram ky tw néu c6 nhiéu ciu tric
plaintext




Ma hoa Vigeneére

- M3 héa thay thé da bang ky tw don gidn nhat 1a thuat téan
Vigenére Cipher, con dwoc goi thuat toan Ceasar boi/phtrc

- Khoa gom nhiéu chi céi K = k, K, ... k4
- it chir cai chird it bang chir cai dwoc dung
- Dung bang chi¥ cai quay quay vong, lap lai ttr dau sau d chir cai &
thong diép
- O qua trinh decryption cung cap cach lam viéc ngwoc lai
Vidu:

Dung t khoa : deceptive dé lam khoa

key: deceptivedeceptivedeceptive

Plaintext :wearedlscoveredsaveyours
el f

CiphertextZICVTWQNGRZGVTWAVZHCQYGLM
GJ




34 2415 ...
key: eceptlvedeceptlivedeceptlve

P. wegaredlscoveredsaveyourseltf

C: ZICVTWQNGRZGVTWAVZHCQYGLMGJ
X,Y,Z




Security of Vigenere Ciphers

s Co r‘1hiéu’ chir cai ma hoa trng v&i moi chir cai trén plaintext
- tan so xuat hién chir cai dwoc che day (obscured )
= Nhwng khéng phai khong lan ra dwoc
= Bat dau v&i nhirng tan sb cta chir cai
= Néu tim thay mot bang don chir cai > tré vé thuat téan
Ceasar
. Néu khéng thi thir lai dé sé I,én ETNE] dé sau do quyét dinh
sO lwong bang chir cai va gan lai véi moi chir cai tiep theo
cua Ciphertext v.v...




M3a hoa hoan doi (Transposition Ciphers)

m Con dwoc goi la classical transposition or permutation
ciphers

= O day, an di cac théng diép bang cach sap xép lai
(rearranging) thtr tw chir cai

= Thay ddi (altering) nhirng chi cai hién tai (hién tai) dwoc
dung

= Co6 thé nhan ra chung tir tan s6 nhw nhau phan b6 trong to
chirc cua théng diép goc




Ma hoéa hang rao dwong ray (Rail Fence cipher)

m Viét mot thong diép chir cai theo dudng chéo trén tiing hang mot
m Biéu dién lai theo theo 1 hang
m Vidu:
Cho 1 thong di€p nhu sau :
mema¢trhtgpry
e tefeteoaat
Thong di€p ma hoa
MEMATRHTGPRYETEFETEOAAT




M3 héa dich chuyén hang(Row Transposition Ciphers)

= Coy dd phire tap hon
= Viét cac chi¥ cai ctia thédng diép ra ngodi & mét hang vai s
cOt xac dinh
= Sau do sap xép cac cot theo khoa truwde khi doc vao cac hang
+ Key : 3421567
+Plaintext : attack p
ostpone
duntilt
woamxyz
+ Ciphertext: TTNAAPTMTSUOAODWCOIXKNLYPETZ




34 215067

TTNAAPTMTSUOAODWCOIXKNLYPETZ




Két qua ciia ma héa (Product Ciphers)

= Puoc st dung trong viéc thay thé hoac hoan dbi va khéng an
toan do dac tinh ctia ngén ngl® > do do6 thwérng dung nhiéu
thuat téan ma hoda khac nhau lién tiép nhau dé thuc hién khé
hon, nhuwng :

= 2 su thay thé tao ra 1 thay thé phirc tap hon
= 2 sy hdan dbi tao ra 1 héan dbi phirc tap hon

= Nhwng 1 su thay thé di sau bang 1 sw hoan dbi sé tao nén
ma hoa kho khan hon

= Day 1a cau ndi tr ma hda cb dién dé di dén ma héa hién dai




Tom tat

s Chung ta da nghién ctru:
classical cipher techniques and terminology
monoalphabetic substitution ciphers
cryptanalysis using letter frequencies
Playfair ciphers
polyalphabetic ciphers
transposition ciphers
product ciphers




Ma hoa khoi (Block Ciphers)

- Ma hoéa khdi hién dai(Modern Block Ciphers)

Trong ma hoa khdi hién dai, mét trong nhirng thuat téan dwoc
s dung réng rai la cac kiéu cta thuat téan mat ma+Nham cung cap +
cac dich vu bi mat hodc xac thwc > chuan ma héa di liéu (Data
Encryption Standard -DES)

+Tién trinh ma hoa khdi truyén thong diép dén cac khdi, méi khdi sé
thwe hi@n en/decrypted sau khi nhén duwoc thong diép. Nhw ma hoa
thay thé, né sir dung mét block rat Ion : 64bits hoac hon

+Tién trinh ma hoa dong truyén théng diép thanh dong tirng bit hoac
byte & mét thdi diém khi en/decrypting

+Hién nay, co rat nhiéu thuat tdéan ma hoa khdi dwoc st dung




Block Ciphers

Quy tac ma héa khoi (Block Cipher Principles)

Hau hét thuat téan ma hoa khoi doi x(rng (symmetric block ciphers)
déu dwa trén cau truc cua thuat téan Feistel

Can c6 mot thoi gian dé gidi ma ciphertext va bao vé théng diép mot
cach co két qua(efficiently)

Thuat téan khéi tréng gidng nhw sw thay thé 1én vwot troi

Can bang 264 muc cho mét khbi 64-bit

Thay vi tao tr viéc xay dung khdi nhé, st dung y twéng clia san
pham ma hoa

Hau hét cac thudt téan khbi st dung rOng rai trén thé gidi thira G
(adopted) b&di nhém NBS vao nam1977 (NIST) nhw 1aFIPS PUB 46
Ma hoéa 64-bit dur li€u su dung 56-bit key




Block Ciphers

- Hién nay thé gi&i c6 vai cach phan tich tan cdng doi voi
DES, bao gom :

- Giai ma tich phan (differential cryptanalysis )

- Gidi ma tuyén tinh (linear cryptanalysis )




Trwéng han ché (Finite Fields)

- Céc trwdng han ché ngay cang co vai trd quan trong trong mat
ma : AES, Elliptic Curve, IDEA, Public Key

- Tao nén cac khai niém : nhém, vanh, trwedng & trong tdéan dai
sb (algebra)




M3a hoa doi xirng hién dai
(Contemporary Symmetric Ciphers)

M6t vai thuat téan ma hoa khdi déi xirng, nhw :
- Triple-DES

- Blowfish

- RC5

- briefly introduced stream ciphers

- RC4




Confidentiality using Symmetric Encryption

Theo truyén thdng sw ma hoda can doi dwoc dung dé cung cap tinh bi
mat thong diép confidentiality
xem xét kich ban tiéu biéu

= workstations on LANs access other workstations & servers on
LAN

= LANSs interconnected using switches/routers

= with external lines or radio/satellite links
xem xét nhirng sw tan céng va sw xép dat trong kich ban nay

= rinh mo tw tram lam viéc khac

= s dung dial-in dén LAN ho&c server dé rinh mod

= s dung mdi lién két chwong trinh chuyén van ngoai dé vao &

rinh mo

= theo db&i va/ hodc stra dbi giao thdng mot mdi lién két ngoai
have two major placement alternatives link encryption

end-to-end encryption




Confidentiality using Symmetric Encryption

= co hai gidi phap xép dat chinh
+sw ma hoa moi két ndi(link encryption)
+sw ma hoa dau cudi(end-to-end encryption)







