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Tang cudng Bao mat cho mang IP

B&o méat mang la mét van dé rat rong, cd thé dugc xem xét & muc dif liéu (nci ma
nhitng vdn dé vé trdm goi tin va ma hda dit liéu cd thé xay ra), d muc giao thic,
va ¢ mlc irng dung. Ngay cang cé nhiéu ngudi két ndi Internet va cac cong ty
ngay cang mdé rong mang, van dé bado mat cho mang ndi bo tré nén khd khan hon.
Cong ty phai xac dinh khu vuc nao ciia mang ndi bd can bao vé, tim cach han ché
ngudi dung truy cap tdi nhitng khu vuc d6, xac dinh loai dich vu mang nao can
sang loc d& ngan chan nhitng 16 h8ng bao mét. Cisco Systems cung cép rat nhiéu
tinh ndng & tang giao thirc (protocol hay network layer) dé

tdng cudng bado mat cho mang IP. Nhiing tinh ndng nay bao gdm diéu khién han
ché truy cap

tdi routers va servers bang console port, Telnet, Simple Network Management
Protocol (SNMP),

Terminal Access Control System (TACACS), thé chra ma ngudi dung va danh sach
truy cap

Viéc thiét 1ap ki€n tric cua mot firewal cling sé dudc ndi téi. Bai viét nay chi noi
dén nhirng van dé

bao mat & mic network-layer, nhung néu bé qua nhitng van dé bao mat ¢ muc
host-level ciing

sé€ rat nguy hiém. Vé nhitng bién phap bdo méat & host-level ban hdy xem huéng
dan vé cac Ung dung

cua ban, va danh sach liét ké & cudi bai viét nay.

Tim hi€u cach tiép cén cua Cisco v3i van dé bao mat mang

Khi ngudi ta ndi téi bao méat, ho mudn chéc chdn rang ngudi dung chi thuc hién
dugc nhitng viéc

dudc cho phép, chi nhan dugc nhitng théng tin dudc cho phép, va khdng thé gay
ra hu hai véi dir

liéu, &ng dung hay hé diéu hanh clta hé thdéng

Tu bao mat con bao ham nghia bao vé khoi nhitng tan céng ac y tu bén ngoai.
Bao mat cling lién



quan dén diéu khién hiéu (ng cla céc 16i va su cb thiét bi. Nhirng gi cé thé bao vé
chéng lai nhitng .

tan cong dudc tinh toan ky Iudng thi cling ngan chan dudgc nhirng rdi ro ngau
nhién. Bai Vi€t nay

cung cép nhitng viéc ma ban cé thé lam dé tdng cudng bao mét cho mang cua ban.
Trudc khi di

vao chi tiét, s& rat co ich néu ban hiéu nhitng khai niém co ban khdng thé thiéu
v@i bat c hé théng nao

(*) Biét rd ke thi

O day mudn ndi tdi nhitng ké t&n cdng. Hay tim hiéu xem ai muén vugt qua cac
bién phap bao

mét clia ban, xac dinh ddng Iuc thic ddy ho. Xac dinh ho mudn Iam gi va nhiing
hu hai ho cé thé gay ra

cho hé thGong cua ban.

Cac bién phap bao mét khéng thé ngan chan tuyét ddi cdc hanh déng khéng dugc
phép, ma chi khién

viéc d6 trd nén khé khan han. Muc tiéu la khi€n su bao mat cia mang vuot qua
kha nang hay dong luc

thiac déy ké tan cong.

(*) Tinh toan chi phi

Cac bién phap bao méat hau hét déu lam gidm di su tién Igi. BAo mét cd thé khién
cong viéc dinh tré va tao

thém chi phi dao tao va quan tri. N6 ¢ thé doi héi nhiéu tai nguyén quan trong
cling nhu nhirng phan ciing

chuyén dung.

Khi thiét ké cac bién phap bao mét, ban can hi€u dugc chi phi clia ching, so sdnh
v4i Igi ich cb thé cb. bé

lam dugc nhu vay ban phai hi€éu chi phi cho ban than cac bién phap va chi phi cho
nhitng 16 hdng bao mét cé

thé cé.

(*) Nhitng gia dinh cua ban

Moi hé théng bado méat déu cé nhitng giad dinh ctdia nd. Vi du, ban cé thé gia s rang
ké tan cong biét it han

ban, rdng ho dung nhitng phan mém tiéu chudn. Hay kiém tra va danh gia cén
than cac gia dinh cua ban. 3

Moi gid dinh chua dudgc xem xét s& 1a mdt 10 hdng bao mét tiém &n.

(*) Diéu khién cac thong tin bi méat

Hau hét bao mat la dua trén cac théng tin bi mat, chdng han nhu password va cac
khdéa ma hoa.

Diéu quan trong nhét 1a hiéu dugc khu vuc ban can bao vé. Nhirng kién thirc nao
sé giup ai d6 vugt qua

hé thdng cua ban ? Ban phai bao vé can than véi kién thirc d8. Cang nhiéu théng
tin bi mat, cang

khan cho viéc bao vé tat ca ching. Hé thGng bao mat chi nén thiét ké cho mot gidi
han nhat dinh thong

tin can gitr.

(*) Hay nhg dén yéu t6 con ngudi

R&t nhiéu phudng phap bao mét that bai vi nhitng ngudi thiét ké khéng dé y dén



viéc ngudi dung

nghi gi. Vi du, do ching rat khé nhd, password tao 1 cach tu dong thudng thay
dugc ghi & mat dudi

ban phim.Néu cac bién phap bao mat gay tré ngai cho viéc st dung thiét yéu cua
hé théng, nhitng bién

phap dé sé& bi bd qua. P& dat dugc y muén, ban phai chac chdn rédng ngudi dung
cé thé hoan thanh

cdng viéc cua ho, ban phai lam cho ho hiéu dudc va chdp nhan su can thiét cua
bao mat.

Ngudi dung nén cé moét su hgp tac véi hé thdng bao mat, it nhat ¢ mirc dé nao
dé.Password,

chéng han, c6 thé nhan dudgc béng cach dan gian goi dién dén ngudi dung, gia lam
ngudi quan

tri. Néu ngudi dung clia ban hiéu nhitng vdn dé bao méat va néu ho hiéu ly do
nhitng bién phap cua 3

ban, ho s& khong khién cho ké xam nhap cam thdy deé dang.

It nhat, ngudi dung nén dudc hudng dan khéng bao gid dua password hay théng
tin bi mat qua

dudng dién thoai hay email khong dugc bao vé, canh gidc vdi nhirng cau hoi qua
dién thoai. MOt vai

cong ty da lap ra nhitng chuong trinh dao tao vé bao mat thong thudng cho nhan
vién, nhan vién khong

dugc truy cap Internet khi chua hoan thanh chuang trinh nay.

(*) Biét diém yéu cla ban

Moi hé théng déu cé diém yé&u. Ban can hiéu cic diém yéu trong hé thdng cua ban
va cach khai thac

nhirng diém yé&u dé. Ban cling nén biét khu vuc cd nguy co cao nhit va ngén chan
su truy cap dén dé.

Hiéu dudc nhitng diém yéu la budc dau tién dua chiing thanh nhitng khu vuc an
toan.

(*) Gigi han pham vi truy cap

Ban nén dat nhirng gidi han thich hgp trong hé théng sao cho néu ké xam nhap co
thé truy cép dén

mot phan hé théng, ho khdng thé tu ddng c6 quyén truy cdp dén phan con lai cla
hé thdéng.

(*) Hi€u méi trudng lam viéc clia ban

Hiéu hé thdéng cua ban hoat déng ra sao, biét dugc cdi gi dudc mong ddi va cai gi
khong, quen vdi

viéc cac thiét bi thudng dugc sir dung thé nao, sé€ gilup ban phat hién nhitng van
dé bao mat. Chua y

dén nhirng su kién khéng binh thudng gilp ban phat hién ké xam nhéap trudc khi
chdng pha hoai hé

théng. Nhitng céng cu gidm sat cd thé gilip ban phat hién nhitng su kién khdng
binh thudng dé.

(*) Gidi han su tin tudng

Ban nén biét chinh xac ban phdn mém nao ban tin tudng, va hé thong bao mat
cua ban khdéng nén .

dua trén gia dinh rang tat ca cac phadn mém khéng co 10i



(*) Nh& dén physical security

Truy cap mot cach truc ti€p vao 1 may tinh ( hay mot router ), mot ngudi kinh
nghiém cé thé chiém

toan bd diéu khién trén d4.S& chang cé y nghia gi néu cai dat nhitng phan mém
bao mat khi quyén

st dung truc ti€p phan cing khéng dudc quan tam.

(*) Bao mat & khap nai

Hau hét nhitng thay déi trong hé théng ctia ban cé thé cé dnh hudng dén bao mét.
biéu nay dac biét

dung khi mot dich vu mdi dugc tao ra. Nhirng nha quan tri, 1ap trinh, va ngugi
dung phai ludn dé y dén_

vén dé bdo mat trong moi thay d6i ho tao ra. Hi€u dudc khia canh bado mét cua
moi thay ddi doi hai )

thuc hanh, khdm phd moi dich vu cé thé dugc sir dung theo nhitng cach nao.

Piéu khién truy cép tdi Cisco Routers

Viéc diéu khién truy cap tdi Cisco routers cua ban la rat quan trong. Ban cé thé
diéu khién truy cap téi

routers s dung cac phudng phap sau :

- Truy cap console

- Truy cap telnet

- Truy cap bang Simple Network Management Protocol (SNMP)

- Diéu khién truy cp tdi servers cé nhiing file cdu hinh hé théng

Ban c6 thé bao vé 3 phuong phap dau tién bang cach sir dung tinh nang cla phan
mém router. VGi moi

phuong phap, ban cé thé cho phép privileged access (truy cip vdi dac quyén ) hay
nonprivileged access B

(truy cap thong thudng) do6i véi moi ngudi dung (hay nhéom ngudi dung).
Nonprivileged access cho phép

ngudi dung theo ddi router nhung khdéng dudgc thay déi router. Privileged access
cho ngudi dung toan

quyén thay déi cdu hinhcho router. V@i truy cdp qua console port va Telnet, ban cé
thé thiét 1ap 2 loai

password. Loai th& nhat la password dang nhap, cho phép nonprivileged access.
Sau khi truy cap vao router,

ngudi dung co thé chuyén sang ché& d6 privileged bdng cach nhdp password phu
hgp. O ché do privileged

ngudi dung cé toan quyén thay doi thiét 1ap

Truy cap SNMP cho phép ban dat nhirng chuoi SNMP khac nhau cho ca
nonprivileged va privileged access.

Nonprivileged access cho phép ngugi dung & 1 host giri dén router nhitng théng
diép SNMP get-request

va SNMP get-next-request. Nhitng thdng diép nay dudc dung dé 18y thdng tin tir
router. Privileged access

cho phép ngudi dung gli nhitng théng diép SNMP set-request dé thay déi cdu
hinhva trang thai hoat déng

cua router.



Truy cap Console

Console la thiét bi dau cudi gan truc ti€p vai router qua cdng console. Viéc bao
mat dudc ap dung vdi

console bdng cach budc ngudi dung xac nhan ban than qua password. Theo mac
dinh, khong cé password

di kem vdi console access.

Password cho ché d6 nonprivileged

Ban thiét 1ap password cho ché d6 nonprivileged bang cach danh dong Iénh sau
vao file cau hinhcua router.

Password phan biét chir hoa, chit thudng. O vi du, password 1a "1forAll"

line console 0

login

password 1forAll

Khi ban dang nhap vao router, sé nhan dugc thong bao login nhu sau

User Access Verification

Password:

Ban phai nhép password "1forAll" dé cé quyén nonprivileged access dén router.
Router sé tra IGi nhu sau :

router>D&u nhdc > bdo hiéu day la ch& d6 nonprivileged. Bay gi¥ ban cé thé dung
rat nhiéu 1énh d& xem thdng tin

vé hoat ddng cla router. Khdng bao gid dung "cisco", hay nhirng bién thé khac
nhu "pancho" cho password

cua Cisco router. D6 sé la nhitng password dau tién ké xam nhap thu khi ho nhin
thdy dau dang nhap Cisco.

Password cho ché d6 privileged

Thiét 1ap password cho ché& d6 privileged béng cach dua dong 1énh sau vao file cdu
hinhcta router. Trong vi

du nay password la "san-tran".

enable-password san-fran

DE truy cép ché dé privileged, danh |énh sau:

router> enable

Password:

Gd password "san-fran" dé dugc privileged access tdi router. Router tra 18i nhu
sau :

router#

D&u nh&c # bao hiéu ché& dd privileged. O ché& dd privileged, ban c6 thé danh tat
ca cac lénh dé xem thdng

tin va cau hinhcho router.

Gidi han thai gian phién lam viéc
D3t password ddng nhap va password enable cé thé chua du an toan trong 1 s8
trudng hdp. Gidi han thai gian cho



mot console khéng dudc diéu khién ( mdc dinh 10 phdt ) cung cdp thém mot bién
phdp an toan.Ban cé thé

thay ddi gidi han nay bang Iénh exec-timeout mm ss trong d6 mm |a s8 phut, ss 1a
sO gidy. Lénh sau thay

ddi gidi han thanh 1 phut 30 gidy

line console 0

exec-timeout 1 30

Ma hoa password

T&t ca password trén router déu cé thé xem dudgc bang 1énh xem c&u hinhcla
router trong ché do privileged.

Né&u ban cdé quyén truy cdp & ché& dd privileged , ban cé thé xem t&t ca password &
dang cleartext, theo mac

dinh. Cé mot cach dé gidu cleartext password. Lénh password-encryption luu cac
password dudi dang ma

héa.Tuy nhién, néu ban quén password, dé€ 18y lai quyén truy cap, ban phai cé
guyén truy cap truc ti€p (physical access) dbi vdi router.

Truy cap bang Telnet

Ban cé thé truy cip theo ché& dd nonprivileged hodc privileged téi router théng qua
Telnet. Gi6ng nhu vdi

Console, su bao mat vdi Telnet c6 dudc khi ngudi dung xac nhan ban than bang
password. Thuc t€,

rat nhiéu khai niém tuong tu mo ta & phan "Console Access" & trén ciling ap dung
cho truy cap Telnet.

Ban phai nhép password dé chuyén tir ché dd nonprivileged sang privileged, cé thé
ma hoda password, dat

gidi han thdgi gian cho phién lam viéc.

Password cho ché& dé nonprivileged

Moi cdng Telnet cla router dugc coi nhu mét thiét bi dau cudi "ao" ( virtual
terminal ). C6 t&i da 5 céng

danh cho virtual terminal (VTY) trén router , cho phép 5 phién lam viéc Telnet
dong thdi. Trén router, cac

nay danh s tir 0 dén 4. Ban co thé dat nonprivileged password cho cac cong vdi
Iénh cdu hinh sau.Trong vi

du nay, c6ng virtual terminal tir 0 dén 4 s dung password "marin" :

line vty 0 4

login

password marin

Khi ngudi dung telnet dén IP cua router, router tra IGi tuong tu nhu sau :

% telnet router

Trying ...

Connected to router

Escape character is ']’

User Access Verification



Password:

N&u ngudi dung nhap ding nonprivileged password, ddu nhac sau sé& xuat hién:
router>

Password cho ché d6 privileged

Bay gid ngudi dung da c6 nonprivileged access va cé thé chuyén sang ché& dé
privileged bang cach go

Iénh enable gidbng nhu doi véi Console Access.

Han ché truy cdp Telnet d&i vdi nhitng dia chi IP cu thé

Né&u ban muédn chi nhitng IP nh&t dinh cé thé dung Telnet truy cdp router, ban
phai dung Iénh access-class nn in

dé xac dinh danh séach truy cap (tr 1 dén 99). L&nh c&u hinh sau cho phép truy
cap Telnet dén router tur cac host

trong mang 192.85.55.0:

access-list 12 permit 192.85.55.0 0.0.0.255

line vty 0 4

access-class 12 in

Han ché truy cdp Telnet ddi vdi cac san phdm Cisco théng qua céng TCP

C6 thé truy cép tdi 1 san phadm cua Cisco théng qua Telnet dén nhitng c6ng TCP
nhat dinh. Kiéu truy cap

Telnet thay d6i tuy theo nhirng phién ban phdn mém Cisco:

- Software Release 9.1 (11.4) va cli hon, 9.21 (3.1) va cli han

- Software Release 9.1 (11.5), 9.21 (3.2), 10.0 va mdi hon

V8i Software Release 9.1 (11.4) va cili hon, 9.21 (3.1) va cii hon, cé thé , theo
mac dinh, thiét 1ap két nGi TCP

téi sdn pham cua Cisco théng qua céac cdng TCP trong Bang 3-1

Bang 3-1 : Cdng TCP truy cap Telnet t8i cdc san pham Cisco ( cac phién ban cii)
Céng TCP Phuong thirc truy cap

7 Echo

9 Discard

23 Telnet ( t8i c6ng VTY theo ki€u quay vong)

79 Finger

1993 SNMP théng qua TCP

2001-2999 Telnet t&i cdng ho trg (auxiliary - AUX ), c6ng terminal (TTY), va céng
virtual terminal (VTY)

3001-3999 Telnet tdéi nhitng c6ng quay vong ( chi cé thé khi d& dugc cdu hinh vdi
Iénh rotary )

4001-4999 Telnet ( stream mode ) , mirror ciia cac cdng trong khoang 2000
5001-5999 Telnet ( stream mode), mirror cia khoang 3000 ( chi khi da cau hinh
rotary)

6001-6999 Telnet (binary mode), mirror cia khoang 2000

7001-7999 Telnet (binary mode), mirror cia khoang 300 ( chi khi da cau hinh
rotary)

8001-8999 Xremote ( chi v8i communication servers)

9001-9999 Reverse Xremote ( chi véi communication servers)

10001-19999 Reverse Xremote rotary (chi v8i communication servers, khi da cau



hinh rotary trudc)

Chu vy : Vi Cisco routers khong cé dudng TTY, thiét 1ap truy céap ( trén
communicaiton servers) tdi cac cdng

2002,2003,2004 va 18n han c6 thé cung cp truy cp téi VTY (trén routers) téi cac
cdng tuong ng. D€ cung

cép truy cap tdi cac cong TTY, ban co thé tao danh sach truy cép trong dé han ché
truy cap doi vai VTYs.

Khi thiét 14p nhirng nhdm quay vong, luén nhd rang cé thé truy cdp dén bat clr
céng nao trong nhédm (trir khi

c6 danh sach gidgi han truy cap). )
Sau day la vi du minh hoa mdt danh sach truy cép tir chdi truy cdp dén cdng hé
trg (AUX) va chi cho phép truy cap

telnet tu dia chi 192.32.6.7 :

access-class 51 deny 0.0.0.0 255.255.255.255

access-class 52 permit 192.32.6.7

line aux 0

access-class 51 in

line vty 0 4

Cha y : néu lénh ip alias dugc cho phép trén san phdm Cisco, moi két ndi TCP tdi
bt cf c6ng nao ciing dudc

coi la hgp 1&. C6 thé ban s& mudn vé hiéu héa 1énh nay

C6 thé ban mudn tao danh sach truy cap han ché truy cép tdi san phdm Cisco qua
céng TCP.

dén router.

V@i Software Release 9.1 (11.5), 9.21 (3.2), va bat ci phién ban nao cua Software
Release 10, nhitng cai ti€n

sau da dudc thuc hién :

- Truy cép truc tiép dén virtual terminal lines (VTYs) qua c6ng trong cac khoang
2000,4000 va 6000 da dudc vo

hiéu hda theo mac dinh

- K&t ndi téi céng echo va discard (7 va 9) cé thé dugc vo hiéu hda vdi I1énh no
service tcp-small-servers

- T4t ca san phadm Cisco cho phép két ndi tdi IP alias chi véi céng 23

Vé&i nhitng phién ban sau nay, Cisco router chdp nhén két ndi TCP qua cac cong
mac dinh trong Bang 3-2

Bang 3-2 : C8ng TCP cho truy cdp Telnet tdi cdc san phdm Cisco ( nhirng phién
ban sau )

Cdng TCP Phudng thirc truy cap
7 Echo

9 Discard

23 Telnet

79 Finger

1993 Céng ho trg (AUX)

4001 Céng AUX (stream)

6001 Céng AUX (binary)



Truy cép qua céng 23 cd thé bi han ché& bang céch tao danh sach truy cép va gan
n6 cho moét dudng virtual terminal.

Truy cdp qua céng 79 cb thé vd hiéu hdéa bang Iénh no service finger. Truy cap
qua c6ng 1993 b thé dugc kiém

sodt bang danh séch truy cdp SNMP. Truy cdp qua cdng 2001,4001 va 6001 co thé
dudc ki€m soat bang 1 danh

sach truy cép dat & 1 céng ho trg (AUX)

Terminal Access Conroller Access Control System ( TACACS)

Password ché& do nonprivileged va privileged dudgc 4p dung cho mdi ngudi dung
truy cap router tu console port hay

Telnet. Ngoai ra, Terminal Access Controller Access Control System (TACACS)
cung cap 1 cach xac nhan moi

ngudi dung dua trén tirng co sd riéng biét trude khi ho cd thé cd quyén truy cép
vao router hay communication

server. TACACS dudgc xay dung & B6 qubéc phong my va dudgc mo ta trong Request
For Comments (RFC) 1492.

TACACS dudgc Cisco sir dung dé cho phép quan ly t8t han, xem ai cé quyén truy
cap tdi router trong ché do

nonprivileged va privileged .

V3i TACACS enabled, router nhdc ngudi dung nhap username va password. Sau do,
router goi TACACS server dé

xac dinh password c6 dung khéng. M6t TACACS server thudng chay trén mot tram
lam viéc UNIX. Domain TACACS

servers c6 thé nhan dugc théng qua anonymous ftp dén ftp.cisco.com trong thu
muc /pub. S dung /pub/README

dé tim tén file. Mot server ho trg TACACS day dua cé kém trong CiscoWorks Version
3.

Lénh cau hinh tacacs-server host xac dinh UNIX host chay mét TACACS server sé
xac nhan lai yéu cau gui tu routers.

Ban co thé danh 1énh tacacs-server host nhiéu [an dé€ chi ra nhiéu TACACS server
cho mot router.

Nonprivileged Access B

Né&u tat ca server déu khdng san sang, ban cé thé bi khda ddi véi router. Lic nay,
[énh cau hinh tacacs-server

last resort [password | succeed] cho phép ban xac dinh xem cé cho ngudi dung
dang nhap khong can password

( t&r khéa succeed) hay budc ngudi dung cung cdp password chudn ( tir khoa
password)

Cac lIénh sau chi ra mot TACACS server va cho phép dang nhap néu server gap su
co:

tacacs-server host 129.140.1.1

tacacs-server last-resort succeed



Budc ngudi dung truy cap qua Telnet xac nhan ban than qua Iénh cdu hinhsau :
line vty 0 4
login tacacs

Privileged Access (truy cap véi dac quyén)

Phuong phép kiém tra password nay cling c6 thé dp dung véi ché dé privileged
dung lénh enable use-tacacs. _

Néu tat ca server déu khdng san sang ti€p nhan, 1énh ciu hinhenable last-resort
[succeed | password] cho biét

cé dé ngudi dung dang nhép khdng can password hay khéng. N&u ban dung lénh
enable use-tacacs, ban cling

phai dung Iénh tacacs-server authenticate enable. Lénh tacacs-server extended
cho phép thiét bi Cisco chay

ché d6 TACACS md rong. Hé thdng UNIX phai chay extended TACACS daemon, co
thé nhan dugc bédng anonymous

ftp téi ftp.cisco.com, tén file la xtacacsd.shar. Daemon nay cho phép
communication servers va nhitng thiét bi

khac giao ti€p véi hé thong UNIX va cap nhat thong tin ma thiét bi dé gui.

Lénh username <user> password [0 | 7] <password> cho phép ban Iltu mot danh
sach user va password trong

thiét bi Cisco thay vi trén mét TACACS server. S6 0 luu password dang cleartext
trong file cau hinh. S6 7 luu 3

8 dang ma hda. Néu ban khéng cé mot TACACS server va van mudn xac dinh tung
user ban cé thé dung nhiing

[énh cau hinhsau :

username steve password 7 steve-pass

username allan password 7 allan-pass

Token Card Access ( truy cap bang thé ) .

S« dung TACACS cho routers va communication server, cé thé ho trg cac loai key
devices , hay token card. B

M3 clia TACACS server c6 thé thay ddi dé ho trg viéc nay ma khéng cén thay déi
cau hinh cta router hay

communication server. Su thay déi nay khéng thé truc tiép tir Cisco

Hé théng token card dua trén mot t&m thé ban phai c6 dé xac nhén ban than.
Bang cach moc ndi ( hook )

v8i ma clia TACACS server, cac cdng ty th 3 ( third-party) cé thé cung cdp nhiing
dich vu nay. MGt trong

nhirng san phdm nhu vy |a Enigma Logic SafeWord, ngoai ra con cé Security
Dynamics SmartCard.

Simple Network Management Protocol (SNMP) Access

SNMP Ia mét phuong phap khac dung truy cdp router. VG SNMP, ban cé thé thu
thap thoéng tin hay cau hinh
routers. Thu thap théng tin vGi thdong diép get-request va get-next-request, cau



hinh routers véi thong diép 3

set-request. Moi thong diép SNMP c6 mot community string ( chudi cong céng ! ),
la 1 password G dang cleartext

dudc glri trong moi géi tin gilra trung tdm diéu khi€én( management station ) va
router, noi c6 chira mét SNMP agent.

Chuoi SNMP dudgc dung dé xac nhan cac théng tin gui di gilta manager va agent.
Chi khi manager gui théng diép

v3i community string dung thi agent mdi tra I8i. SNMP agent trén router cho phép
ban thiét 1ap nhitng community

string cho truy cp & ch& dd nonprivileged va privileged. Ban c6 thé thiét 1ap
community strings trén router théng qua

Iénh cdu hinh snmp-server community <string> [RO | RW ] [access-list].

Tuy nhién, SNMP community strings dudc guri 8 dang cleartext. Do d6, bat c( ai cé
kha nang I3y dugc 1 gdi tin nao

dd cb thé sé tim ra chubi nay, cé thé gia mao ngudi dung sira déi routers qua
SNMP. Vi vay st dung lIénh no snmp-server

trap-authentication c6 thé ngdn chdn nhitng ké xdm nhép bat cac thdng diép (gui
gilra SNMP managers va agents)

dé tim community strings.

Ngudi ta da cai tién bao mat cua SNMP version 2 (SNMPv2) , dugc mo ta trong
RFC 1446. SNMPv2 dung thuét

todn MD5 dé& xac nhan giao tiép gilta server va agent. MD5 xac nhén tinh tucgng
thich cda dir liéu, ngudn gbc ciing

nhu thdi gian. Hon nita SNMPv2 c6 thé dung chudn ma hoa dit liéu DES d€ m3a hoa
thong tin.

Ché d6 nonprivileged

Dung tUr khda RO cla Iénh snmp-server community dé cung cap truy cap
nonprivileged tdi routers qua SNMP.

Lénh cdu hinh sau lam agent trong router chi cho phép cac thong diép SNMP get-
request va get-next-request,

dugc gui di v8i community string "public" :

snmp-server community pubic RO 1

Ban c6 thé chi rd danh sach dia chi IP dudc phép gui thdng diép téi router bang
tuy chon access-list véi Iénh

snmp-server community. O vi du sau, chi hosts 1.1.1.1 va 2.2.2.2 dugc phép truy
cap nonprivileged téi router

qua SNMP:

access-list 1 permit 1.1.1.1

access-list 1 permit 2.2.2.2

snmp-server community public RO 1

Ché d6 privileged

S dung tir khéa RW cua Iénh snmp-server community dé€ cung cdp truy cap
privileged tGi router qua SNMP.

Lénh sau khién agent trong router chi cho phép thong diép SNMP set-request,
dudc gui v8i community string

la "private" :



snmp-server community private RW 1

Ban cé thé chi rd danh sach IP dugc phép gui théng diép tdi router bang tuy chon
access-list cua Iénh snmp-server

community. O vi du sau , chi cé hosts 5.5.5.5 va 6.6.6.6 dugc phép truy cap
privileged tGi router qua SNMP :

access-list 1 permit 5.5.5.5

access-list 1 permit 6.6.6.6

snmp-server community private RW 1

Diéu khién viéc truy cdp dén cac Servers chfa cac file cdu hinh

Néu 1 router thudng xuyén download file cau hinh tir mot server Trivial File
Transfer Protocol (TFTP) hay Maintenance

Operations Protocol (MOP), b4t c(r ai cé thé truy cap server nay cling cé thé thay
déi file c&u hinh cua router trén server do.

Communication servers c6 thé dudc cdu hinh d& chdp nhan mot két néi LAT

( Local Area Transport).Protocol translator

va cac translating router c6 thé chdp nhan két ndi X.29. Su khac biét vé kiéu truy
cap nay can dudc chu y khi tao

mot kién truc firewall.

Thiét Iap kién truc firewall cua ban

Mot ki€n truc firewall 1a 1 m6 hinh ton tai gilta ban va thé& gidi bén ngoai nham bao
vé ban khoi nhitng ké xam

nhap. Trong phan I&n tinh hudng, nhitng ké xam nhap dudc dai dién bdi mang
Internet va hang ngan mang két

ndi v8i nd. Dién hinh nhu mot firewall dua trén nhiéu bd may khac nhau trong
hinh 3-1

Hinh 3-1 : <khong cé> 5
Trong kién tric nay, mot router dugc ndi va@i Internet (exterior router), budéc moi
giao ti€p mang di vao application gateway (céng U'ng dung ).

Mot router dudc ndi v8i mang ndi bo (interior router) chi ti€p nhan nhirng goéi tin
tir cdéng ’ng dung.

Céng (ng dung thiét 1ap policies ( chinh sach ) d8i vdi tirng ngudi dung va tirng
'ng dung. Hé qua la nd diéu

khién dugc sir phan phat clia cac dich vu ca dén va di tir mang ndi bd. Vi du, chi
mot s6 ngudi dung dugc

phép giao ti€p vdi Internet, hay chi moét s6 i’'ng dung dugc phép thiét 1ap két ndi
v@i bén ngoai. Néu chi 1 Ung

dung dudc phép gui thu, chi nhitng goi thu dudc di qua router.

Diéu khién Iuu théng trong mang
Phan nay s dung tinh huéng minh hoa trong hinh 3-2 d€ md ta viéc st dung



danh sach truy cap ngan chan luu
thong dir liéu dén va di tir mot firewall router va mot firewall communication
server

Hinh 3-2 : <khong co>

Trong bai viét nay firewall router cho phép két n6i "dén" tir 1 hay nhiéu server hay
host. Mot router dudc thiét ké hoat

dong nhu 1 firewall Ia diéu ta mong mudn, vi né dinh ré muc dich cua router la
external gateway va tranh lam

phién cac router khac vdi nhiém vu nay. Trong tinh huéng mang ndi bo can dudc
co lap, firewall router sé cung

cdp diém cb 1ap ma khdng anh hudng dén phan con lai cia mang.

Cau hinh mot Firewall Router

Trong cau hinh cua firewall router dudgi day, subnet 13 cua Class B la firewall
subnet, trong khi dé subnet 14 cung

cap két ndi Internet qua mot nha cung cap dich vu :

interface ethernet 0

ip address B.B.13.1 255.255.255.0

interface serial 0

ip address B.B.14.1 255.255.255.0

router igrp

network B.B.0.0

Cau hinh dan gian nay khéng cé su bao mat va cho phép tat ca moi luu thong tur
thé gidi bén ngoai dén mang. D&

c6 su bao mat vai firewall router, stif dung danh sach truy cap va nhém truy cap
nhu mo ta dudi day.

Xac dinh danh sach truy cap

Danh sach truy cap xac dinh nhirng Iuu théng thuc té€ sé dugc cho phép hay tur
chéi, trong khi d6 1 nhdm truy

cap ap dung 1 danh sach truy cap nhat dinh cho 1 interface. Danh sach truy cap
cb thé dung dé tir chéi két néi

an chlra mé&i nguy hai v& bado mét va cho phép tat ca cac két ndi khac, hodc cho
phép nhitng két ndi chdp nhan

dugc va tu chdi tat ca két ndi con lai. B6i véi mot firewall, cach thr 2 la cach an
toan han.

Trong bai viét nay, email va news dén dudc cho phép véi 1 s6 hosts, nhung FTP,
Telnet va rlogin chi cho phép

nhitng host nam trong firewall subnet.Khoang IP md& réng (t&r 100 dén 199) va cac
s& céng TCP hay UDP dugc

dung dé loc luvu théng .Khi mdt két ndi sdp dugc hinh thanh cho email, Telnet,
FTP,... nd sé c6 md& mot dich



vu & mét cdng xac dinh. Do d4 ban ¢ thé loc nhitng k&t ndi d6 bang cach tir chéi
cac gai tin tim cach

str dung dich vu dd. Vé danh séch cua nhitng dich vu va céng thudng gdp, xem
phan "Loc cac dich vu

TCP va UDP" & phan sau.

MOt danh sach truy cap dugc goi sau quyét dinh cda router nhung trudc khi géi tin
dugc gui dén 1 interface.

Cho tét nhat dé xac dinh danh sach truy cép la tao 1 file chra cac 1énh access-list,
dat file dé trong thu muc TFTP

mac dinh va nap file dé vao router.

Server chira file d6 fai chay TFTP daemon va c6 két ndi TCP dén firewall router.
Trudc khi nap, moi xac dinh

trudc dé cua danh sach truy cap nay dudc gd bo bang Iénh no access-list 101
Lénh access-list cd thé dugc dung dé cho phép cac gdi tin tra vé tir nhitng két ndi
dugc thiét 1ap trudc dé. Vi

tUr khda established, sé cé su phu hdp néu gdi TCP chira acknowledgement (ACK)
hay reset(RST) bits set.

access-list 101 permit tcp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
established

NéEu firewall routers nao chia sé€ mang vé&i 1 nha cung cap bén ngoai, ban s&€ mudn
cho phép truy cap tur cac host

dd t8i mang cua ban. Trong bai viét nay, nha cung cdp bén ngoai c6 mdt céng ndi
ti€p s dung firewall router

Class B dia chi (B.B.14.2) la dia chi ngu6n nhu sau :

access-list 101 permit ip B.B.14.2 0.0.0.0 0.0.0.0 255.255.255.255

Vi du sau minh hoa céach tir chéi luvu théng tir 1 ngudi dung ¢ gang che gidu mot
dia chi n6i b6 cua ban vai

bén ngoai ( khéng dung danh sach truy cap "dau vao" 9.21 ) :

access-list 101 deny ip B.B.0.0 0.0.255.255 0.0.0.0 255.255.255.255

Lénh sau cho phép Domain Name System (DNS) va Network Time Protocol (NTP)
guri yéu cau va tra Idi :

access-list 101 permit udp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255 eq
53

access-list 101 permit udp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255 eq
123

Lénh sau tir chdi cdng Network File Server (NFS) User Datagram Protocol (UDP) :
access-list 101 deny udp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255 eq
2049

Lénh sau tir chdi OpenWindows & c6ng 2001 va 2002, tir chdi X11 & céng 6001 va
6002 :

access-list 101 deny tcp 0.0.0.0 255.255.255.2550.0.0.0 255.255.255.255 eq
6001

access-list 101 deny tcp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255 eq
6002

access-list 101 deny tcp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255 eq
2001

access-list 101 deny tcp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255 eq
2002



Lénh sau cho phép Telnet dén communication server (B.B.13.2) :

access-list 101 permit tcp 0.0.0.0 255.255.255.255 B.B.13.2 0.0.0.0 eq 23

Lénh sau cho phép FTP dén host & subnet 13 :

access-list 101 permit tcp 0.0.0.0 255.255.255.255 B.B.13.100 0.0.0.0 eq 21
access-list 101 permit tcp 0.0.0.0 255.255.255.255 B.B.13.100 0.0.0.0 eq 20

O nhitng vi du sau, mang B.B.1.0 nam trong mang ndi bd.Cac |Iénh sau cho phép
két nGi TCP va UDP tGi cac

céng 18n hon 1023 véi nhitng host hét sirc gidi han. Nhé dirng dé communication
servers b6 dich giao thirc

( protocol translator ) nam trong danh sach nay :

access-list 101 permit tcp 0.0.0.0 255.255.255.255 B.B.13.100 0.0.0.0 gt 1023

access-list 101 permit tcp 0.0.0.0 255.255.255.255 B.B.1.100 0.0.0.0 gt 1023

access-list 101 permit tcp 0.0.0.0 255.255.255.255 B.B.1.101 0.0.0.0 gt 1023

access-list 101 permit udp 0.0.0.0 255.255.255.255 B.B.13.100 0.0.0.0 gt 1023

access-list 101 permit udp 0.0.0.0 255.255.255.255 B.B.1.100 0.0.0.0 gt 1023

access-list 101 permit udp 0.0.0.0 255.255.255.255 B.B. 1 101 0.0.0.0 gt 1023
lié

Cha y : chudn FTP st dung céng >1023 cho két ndi di
>1023 phai dugc md. Chi tiét hon

doc phan "Céng File Transfer Protocol (FTP) " & phia dudi

Lénh sau cho phép DNS truy cap t6i DNS server(s) liét ké bdi Network Information
Center (NIC) :

access-list 101 permit tcp 0.0.0.0 255.255.255.255 B.B.13.100 0.0.0.0 eq 53
access-list 101 permit tcp 0.0.0.0 255.255.255.255 B.B.1.100 0.0.0.0 eq 53

Lénh sau cho phép SMPT email theo chiéu dén vGi 1 s6 may :

access-list 101 permit tcp 0.0.0.0 255.255.255.255 B.B.13.100 0.0.0.0 eq 25
access-list 101 permit tcp 0.0.0.0 255.255.255.255 B.B.1.100 0.0.0.0 eq 25

Lénh sau cho phép news transfer protocol (NNTP) server cia mang ndi bd nhan
két nGi NNTP tUr danh sach cho phép :

access-list 101 permit tcp 16.1.0.18 0.0.0.1 B.B.1.100 0.0.0.0 eq 119

access-list 101 permit tcp 128.102.18.32 0.0.0.0 B.B.1.100 0.0.0.0 eq 119

Lénh sau cho phép Internet control message protocole (ICMP) cho thong diép bao
10 :

access-list 101 permit icmp 0.0.0.0 255.255.255.255 0.0.0.0 255.255.255.255
Moi danh sach truy clp cé &n céu lénh "tir chéi tat ca nhitng th khac" & cudi danh
sach dé€ chic chdn cac thudc tinh

khong dugc dé cap dén sé bi tur choi.

cla nd; do do, cdng

Cdng File Transfer Protocol (FTP)

Hién nay nhiéu site chdn cac phién lam viéc TCP tUr ngoai vao nhung cho phép két
ndi ra ngoai. Van dé & cho chan két

ndi tir ngoai vao sé ngan can nhirng chuong trinh FTP client truyén théng, vi
nhitng chuong trinh nay dung I1énh "PORT"

cho server biét cho dé gui file. Mady khdch ma mot két néi "diéu khié€n" dén server,
nhung server sau dé sé md mot

két ndi "dir liéu" 8 mdt cdng nao d6 ( >1023) trén may khach.

Rat may , con cé 1 cach khac cho phép may khac m& mot socket "d{r liéu" va cho
phép ban cé ca firewall va FTP.

Mdy khach g 1 I1énh PASV dén server, nhan lai mot sé hiéu céng cho socket dif



li€u, m3 socket di liéu trén

cdng d6 va bat dau gui . )

DPé thuc hién phuong phdp nay, chuong trinh FTP client phai ho trg [énh PASV. Vé&n
dé duy nhat véi phudng phap

nay la n6é khong thuc hién dudgc néu server chan ludn két néi bat ky tir ngoai vao
M3 ngudn cho 1 chudng trinh FPT hoat déng dudc véi firewall cé thé nhan dugc
bang anonymous FTP tai ftp.cisco.com, file /pub/passive-ftp.tar.Z .Bay la phién
ban BSD 4.3 FTP c6 slfa chita dé€ ho trg PASV. )
Chu y : Can thén khi cung cdp dich vu anonymous FTP. R4t nhiéu FTP server co 16i
6 khu vuc nay.

Ap dung danh sach truy cap vdi cac Interfaces

Sau khi danh sach truy cap dudc nap vao router va luu trén NVRAM, phai gan né
cho mot interface phu hgp.

Trong bai viét nay, luu thdng dén tir bén ngoai qua cdng ndi tiép 0 dudc loc trudc
khi dugc dat vao subnet 13

(ethernet 0). Do d6 Iénh access-group , dung 1 danh sach truy cap loc cac két ndi
dén, phai dudc gan cho

Ethernet O nhu sau :

interface ethernet 0

ip access-group 101

Dé diéu khién truy cap Internet tir mang ndi bd, Iap mdt danh sach truy cdp va ap
dung no vdéi goi tin guri di trén

céng ndi tiép 0 cua router. P& lam dudgc vay, nhitng goi tin gui vé tir cac hosts sur
dung Telnet hay FTP phai

dugc cho phép truy cap dén firewall subnetwork B.B.13.0

Sang loc dich vu TCP va UDP
Vai cdng TCP va UDP thudng gdp dudc liét ké & bang 3-3

Bang 3-3 : Mot s6 cdng va dich vu TCP va UDP thudng gép
Dich vu Loai c6ng S8 cdng
FTP-Data TCP 20

FTP-Commands TCP 21

Telnet TCP 23

SMTP-Email TCP 25

TACACS UDP 49

DNS TCP va UDP 53

TFTP UDP 69

finger TCP 79

Sun Remote

Procedure Call(RPC) UDP 111
Network News

Transfer Protocol (NNTP) TCP 119
Network Time

Protocol (NTP) TCP va UDP 123
NeWS TCP 144

Simple Management



Network Protocol (SNMP) UDP 161
SNMP (traps) UDP 162

Border Gateway

Protocol (BGP) TCP 179

rlogin TCP 513

rexec TCP 514

talk TCP va UDP 517

ntalk TCP va UDP 518

Open Windows TCP va UDP 2000
Network File System (NFS) UDP 2049
X11 TCP va UDP 6000

LGi khuyén cua CERT
Computer Emergency Response Team (CERT) khuyén nén loc nhirng dich vu trong
bang 3-4

Bang 3-4 : L&i khuyén ctia CERT vdi cac dich vu TCP, UDP va céng

Dich vu Loai c8ng S& cong

DNS zone transfers TCP 53

TFTP daemon (tftpd) UDP 69

link TCP 87

Sun RPC TCP va UDP 1111

NFS UDP 2049

BSD UNIX cac Iénh

bat dau bang r- TCP tir 512 dén 514
line printer daemon (Ipd) TCP 515
UNIX-to-UNIX copy

program daemon (uucpd) TCP 540
Open Windows TCP va UDP 2000
X Windows TCP va UDP 6000+

Phan 18n dich vu RPC khéng cé s6 céng cd dinh. Ban nén tim nhitng céng cé dich
vu nay va chan lai. Cisco

khuyén nén chdn tat ca cdng UDP trir DNS néu co thé.

Cha y : Cisco khuyén ban nén loc dich vu finger & c6ng 79 d€ ngén chan ngudi
ngoai tim hi€u cdu truc thu

muc clia ngudi dung va tén cua host ma ngudi dung dang nhap

danh sach truy cap "dau vao"

Trong Software Release 9.21, Cisco gi@i thiéu kha nang gan danh sach truy cép
"dau vao" cho 1 interface. Biéu nay cho phép

ngudi quan tri cd thé loc cac géi tin trudc khi chdng di qua router. Trong nhiéu
truéng hop, danh sach truy cap "dau vao"

va danh sach truy cap "dau ra" dat dudc nhitng tinh nang nhu nhau; tuy nhién,
danh sach truy cap "dau vao" dudc ua thich hon

vGi 1 s6 ngudi va cé thé dung dé ngdn chdan mét vai ki€u che gidu dia chi trong khi



danh sach truy cap "dau ra" sé khong

cung cap du do bao mat.

Hinh 3-3 minh hoa 1 host dang bi danh Itra. Ai dé & bén ngoai dang mao nhéan
rang dén tr mang 131.108.17.0.Router interface

cho radng goi tin dén tir 131.108.17.0.D€ trénh viéc nay, 1 input access list dugc
ap dung cho router interface déi vdi bén ngoai.

N6 sé chan bat clr goi tin nao tir ngoai vao vai dia chi nguén trong mang ndi bd
ma router biét (17.0 va 18.0)

Hinh 3-3 : <khong co6>

Néu ban cé nhiéu mang ndi bd ndi véi firewall router va router dang dung bo loc
"dau ra", luu thong gilra cac mang

nodi bé sé bi anh hudng bdi bo loc. Néu bd loc "dau vao" chi dugc dung véi router
interface vGi bén ngoai, mang

ndi bd s& khdng bi anh hudng dang ké.

Chu y : Néu 1 dia chi st dung source routing, né c6 thé gui va nhén thdng qua
firewall router. Vi ly do nay, ban

nén vo hiéu hda source routing trén router vagi Iénh no ip source-route

Cau hinh mét Firewall Communication Server

Trong bai viét nay, firewall communication server c6 1 modem & line 2
interface Ethernet 0

ip address B.B.13.2 255.255.255.0
!

access-list 10 deny B.B.14.0 0.0.0.255
access-list 10 permit B.B.0.0 0.0.255.255
|

access-list 11 deny B.B.13.2 0.0.0.0
access-list 11 permit B.B.0.0 0.0.255.255
|

line 2

login tacacs

location FireWallCS#2
|

access-class 10 in
access-class 11 out

|

modem answer-timeout 60
modem InOut

telnet transparent
terminal-type dialup
flowcontrol hardware
stopbits 1

rxspeed 38400
txspeed 38400



!

tacacs-server host B.B.1.100
tacacs-server host B.B.1.101
tacacs-server extended

!

line vty 0 15

login tacacs

Xac dinh danh sach truy cap

Trong vi du nay, s8 hiéu mang dugc dung dé& cho phép hay tur chéi truy cép;do do
khoang IP chuén dudc si dung

(tUr 1 dén 99 ). VGi nhirtng két nGi tir bén ngoai dé€n modem lines, chi nhitng géi tin
tir nhirng host trong mang noi bd Class B va nhirng géi tin tir cac host trong
firewall subnetwork dugc cho phép:

access-list 10 deny B.B.14.0 0.0.0.255

access-list 10 permit B.B.0.0 0.0.255.255

Nhitng két ndi di chi dugc cho phép dén cac hosts trong mang ndi bd va
communication server

access-list 11 deny B.B.13.2 0.0.0.

access-list 11 permit B.B.0.0 0.0.255.255

ép dung danh sach truy cép v@i cac dudng két nai

Ap dung 1 danh sach truy cap vai 1 dudng két ndi bang Iénh access-class. Trong
bai viét nay, su han ché trong

danh sach truy cap 10 dudc ap dung cho cac két n6i dén vdi dudng két ndi 2, su
han ché trong danh sach truy

cap 11 dudgc ap dung cho cac két néi di vdi dudng két ndi 2

line 2.

access-class 10 in

access-class 11 out

S« dung banners dé tao mot théng bdo

Ta cb thé dung cdu hinh banner exec dé tao ra cac théng bdo, s& dudc hién trong
tat ca cac két nbi. Vi du,

trén modt communication server, ban c6 thé dua vao théng diép sau :

banner exec ~C

If you have problems with the dial-in lines, please

send mail to helpdesk@CorporationX.com.

If you get the message "% Your account is expiring", please send mail with name
and voicemail box to helpdesk@CorporationX.com, and

someone will contact you to renew your account.

Unauthorized use of these resources is prohibited.

B&o vé nhitng dich vu ngoai chuén
C6 rat nhiéu dich vu ngoai chuén tir Internet. Trong trudng hop cia 1 két néi vao

Internet, nhitng dich vu nay co
thé rat tinh vi va phic tap. Vi du cta nhitng dich vu nay la World Wide Web



(WWW), Wide Area Information

Service (WAIS), Gopher va Mosaic. Hau hét nhitng hé théng nay lién quan dén
viéc cung cap thong tin cho

ngudi dung theo nhitng cach t& chic khac nhau, cho phép tim kiém thdng tin mét
cach co cau truc.

Phan I&n nhitng hé thong nay c6 nhitng giao thlc riéng. MOt vai trudng hgp nhu
Mosaic sUf dung nhiéu

giao thic dé nhén dugc thong tin. Ban phai cén thén khi thiét ké mot danh sach
truy cap ap dung véi moi

dich vu. Trong nhiéu trudng hgp, cac danh sach truy cap cé lién quan dén nhau vi
maGi lién quan gilra cac

dich vu.

Téng két

Mac du bai viét nay minh hoa cach sif dung cac tinh nang 8 muic network-layer
clia Cisco dé tdng cudng tinh

bao mat cho mang IP, dé cé dudc su bao mat ding nghia, ban phai quan tdm dén
tat ca hé thong 4 tat ca

cac muac
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