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LOI CAM ON

Trudéc tién, ching toi xin chan thanh cam on thay Lé Birc Duy Nhan, nguoi
dahudng dan chiing toi thyc hién dé tai ndy. Nho ¢ su hudng dan, chi bao tan tinh
cuathay, ching toi ¢4 hoan thanh khoaluan ndy.

Chuing con xin kinh goi long biét on, kinh trong caa ching con dén éng ba,
chame va cac nguoi than trong giadinh da hét 1ong nudi chiing con an hoc, ludn
lubn & bén chung con, dong vién gitp d& ching con vuot qua kho khan

Chuling em xin cam on tat ca céc thay ¢ truong Pai hocKhoa Hoc Tu Nhién,
dac biét 1a cac thay cd trong khoa Cong Nghé Thong Tin déhétlong giang day,
truyén dat nhiéu kién thirc vakinh nghiém quy bau che chiing em. Chiing em ciing
xin chan thanh cam on khoa Céng Nghé Thong Tin, b ménHé Thong Thong Tin
da tao moi diéu kién thuan loi trong quatrinh thuee hién khoa luan caa chang em.

Chung t6i xin chan thanh cam on ban beé trong |6p cling nhu c&c anh chi di
trudc da gidp d&, dong gop y kién cho chiing toi.

Vi thoi gian nghién ctru.ngan, trong vong 6 thang vaniang luc caa nhiing
nguoi l1am dé tai, chac chan dé tai con eé:nhiéu thiéu sét. Chung téi rat mong nhan
duoc nhitng gop y, nhan xét dé dé tai duoc hoan thién hon.

Thanh phé HS Chi Minh
Thang 7 nam 2005
Nhitng nguoi thyuc hién:

L& Nguyén BaDuy — Tran Minh Tri.
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Chwong 1: MO DAU



1.1 Gi&i thiéu:

Thoi dai ngay nay la thoi dai bung no théng tin, Internet d& trg nén quen
thugc va khong thé thiéu dbi voi méi quéc giavaxa hoi. Lién lac qua Internet datro
nén pho bién, vaemail lamaot phuong tién lién lac co chi phi thap, nhanh chong va
hiéu qua nhat trén Internet. Hang ngay mdi nguoi stir dung email déu nhan dugc mot
lwgng 16N email, tuy nhién khong phai tat ca cac email matanhan duoc déu chira
thong tin mata quan tam. Nhitng email matakhong muén nhan y la email Spam.
Ngugc lai, nhitng email khdng phai [a spam goi lanon-spam —email hop ¢ dugc

ngudiding chap nhan.

Spam chinh lanhitng email duoc phét tan mot cach rong rai khong theo bat
clr mot y&u cau ndo ciia ngudi nhan véi so luong 1on (unsolicited bulk email
(UBE)), hay nhitng email quang céo dugc goi makhéng e yéu cau ciangudi nhan
(unsolicited commercial email (UCE)) [1].

Nhiéu nguoi trong chiing ta nghi rang.spam lamot van dé méi, nhung thuc
rand da xuat hién khalau — it nhatlatlr nam 1975. Vao Idc khai thay, nguoi ding
hau hét 1a cac chuyén giavémay tinh, ho cd thé goi hang tatham chi hang tram
email dén cac nhom tin (newsgroup) va spam hau nhu chi lién quan dén céc email
goi dén cac nhdm tin Usenet,.géy ratinh trang khéng thé kiém soét duoc céc email
nhan. Sau d6: cac bién phép trirng tri vé mat x& hoi va hanh chinh ¢ co téc dung,
thia pham dabi trieng phat , cong khai hay bi mat, nhirng nguoi nay nhanh chong
duoc duavao mot danh séch, va mot ki thuat loc spam sém nhat xuat hién do 1a

" bad sender” — loc email ciianhirng ngudi goi dugc xem laxau.

WWW(World-Wide Web) ¢& mang thé gioi Internet dén nhiéu nguoi, vahé
qua caand lanhiéu nguoi khong phai 1a chuyén giatrong thé giéi may tinh ciing
duoc tiép xuc nhiéu véi Internet, nd cho phép truy cap dén nhitng thong tin vadich
vu matrude day la khéng duoc phép. Chi trong vong 2-3 nam chuiing ta dé ching
kién sy bing nd s6 ngudi sir dung Internet vatat nhién 1a nhiing co hoi quang céo

trén day. Va spam daphét trién mot cach nhanh chong tir day, nhirng ki thuat ngan
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chan spam truéc day ¢a khoéng con thich hop. Spam thuong theo sau nhitng quang
céo thuong mai chéo kéo khach hang ( nhirng email quang céo thuong mai dugc goi
makhong cé yéu cau ) [2]. Spam dadvadang gy tac hai dén nguoi sir dung Internet
va toc do duong truyén Internet. Vi nguoi sir dung email, spam gay cho ho cam
gi&c buc boi vaphai mat thoi gian vatién bac dé x6a ching, déi khi ho co thé bi
mat nhirng email quan trong chi vi x6a nham, tc do trén mang xuong sdng cia
Internet (Internet Backbone) ciing bi spam la cho cham lai vi 6 lugng spam dugc
chuyén di trén mang la cyc 16n [3]. Theo théng ké cia ZDNet & thoi diém nam
2004, mdi ngay co khoang 4 ty email spam dugc phét tén qualnternet, trén 40%
lwong email trén mang |a spam?, gan day d& dat con sb 50%°. Cho du dugc nhan
dién 1a “keé thi cuacong ddong” (“ public enemy”) Internet, nhung spam d& vadang
mang lai lgi nhuan. Trong s 100.000 email spam phét tén, chi can mot email 6
phan hoi |ada co thé bu dap chi phi dau tu [4].

Dé ngan chan spam, nhiéu nhakhoahoc, €&c to chirc, cac canhan da nghién
ctru va phét trién nhirng ki thuat phan loai valoc email, tuy nhién cac spammer -
nhirng nguoi tao nén spam va phét tan chdng ciing tim moi cach vuot quacac bo loc
nay. Cudc chién giira cac spammer va nhirng ngudi chong spam van con dang tiép
dién va duong nhu khdng c hoi két. Thyc té cho thay, nhu cau cd mot phuong

phép vacong cu chong spam hiru hiéu larat can thiét.

X uat phét tir thuc trang d¢6, nhom chiing téi chon huéng nghién ciu” Tim
hiéu cac hwéng tiép can cho bai toan phan loai email va xay dwng phan mém
Mail Client hd tro tiéng Viét “ véi muc dich tim hiéu, thar nghiém cac phuong
phap tiép can cho bai todn phan loai email , tir d6 thuc hién phan loai email gitp

ngan chan email spam hi¢u qua.

! http://zdnet.com.com/2100-1106-955842.html
2 http://zdnet.com.com/2100-1105_2-1019528.htm
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1.2 Yéu cau bai toan:

Y éu cau ddi véi mot hé théng phan loai email vangan chan email spam

duong nhién laphén loai dugc email [a spam hay non-spam, tir 40 € ¢0 bién phap

ngan chan email spam, hiéu qua phan loai email phai kha quan, tuy nhién khong thé

danh doi hiéu qua phan loai email spam cao mabo qualdi sai cho rang email non-

spam la spam, boi vi cung vai viéc tang kha nang phan loai email spam thi kha nang

xay raldi nhan nham email non-spam thanh email spam ciing tang theo. Do d6 yéu

cau ddi véi mot hé thdng phan loai email spam laphai nhan ra dugc email spam

cang nhiéu cang tot va giam thiéu 15i nhan sai email non-spam la email spam.

1.3 Bé cuc khoa luan :

Chung toi chiakhoaluan lam 9 chuong

§
§

Chuong 1 Gidi thiéu vé dé tai, bai toan phan loai email.

Chuong 2 Tong quan : trinh bay mot sb hudng tiép can phan loai email
vachdng email spam, dong thdi-co s nhan xé danh gia céc phuong
ph&p, tir 6 b co i dé-.chon lyahudng tiép can giai quyét van de.
Chuong 3 : Gigi thiéu'vamo ta vé co so dir liéu dung dé hoc vakiém thi
Hai chuong tiép theo, chiing toi trinh bay co so ly thuyét va thuc hién
phan loai email theo phuong phdp Bayesian.

Chuong 4: Trinh bay co so |y thuyét cho huéng tiép can duatrén phuwong
phép Bayesian.

Chuong 5: Thyc hién phan loai email dua trén phuong phép Bayesian va
kiém thr.

Hai chuong tiép theo, ching tdi trinh bay co s ly thuyét vathuc hien
phan loai email theo phuong phap AdaBoost

Chuong 6: Trinh bay co so ly thuyét cho huéng tiép can duatrén thuat
toan AdaBoost.

Chuong 7: Thyc hién phan loai dua trén phuong phép AdaBoost vakiém
thir.
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Chuong 8: Xay dung phan mém email Client tiéng Viét hd trg phan loai
email
Chuong 9: Tong két, trinh bay vé nhitng van dé dathyc hién, nhitng két

qua dat duoc, dé xuat huéng mé rong, phét trién trong tuong lai.
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Chwong 2 : TONG QUAN
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2.1 Cac céach thwrec con ngwei xve ly vei spam :

Trén thé gioi d& co nhiéu t6 chirc, cong ty phét trién nhiéu céach thirc khac
nhau dé giai quyét van dé spam. C6 nhiéu hé théng duoc xay dung sin mot “danh
séch den” (Blacklist ) chira cac tén mién matir d6 spam duoc tao rava phét tan, va
di nhién 1a cac email dén tir cac tén mién ndy hoan toan bi khoa (block out). Mot sd
hé théng can cir vao header caaemail (nhirng trudng nhu noi goi (from ), tiéu dé
(subject)..) valoai bo nhitng email c6 dia chi xuat phét tir nhirng spammer (nguoi
phét tan spam). Vai hé thong khéc lai tim kiém trong noi dung ciia email, nhirng dau
vét cho thay c6 s ton tai cia spam chang han email c6 quéanhiéu dau than, sb chir

céi duoc viét hoa nhidu mot cach bat binh thuong ...

Tuy nhién c&c spammer ngay cang tinh vi, vi thé céc k¥ thuat ding dé chong
spam ciing phai duoc cai tién, va chinh nhitng cai tién ndy cang thoi thiic cac
spammer tro nén ranh mavatinh vi hon... Két qua lanhu hién nay, céc email spam
gan nhu gidng véi mot email théng thuong. Tuy nhién email spam c6 mat diéu
khdng bao gio thay doi d6 laban chat caand. Ban chat d6 chinh lamuc tiéu quang
céo san pham hay dich vu. N6 laco s& cho phuong phép loc email diatrén noi dung
(content based filtering). Theo d6, chiing tacd gang phét hién ra cac ngbn ngir quang
céo (sales-pitch language) thay vi chiy dén céc chi s thong ké cia email chang

~

han nhu ¢6 bao nhiéu 14n xuat hién chix “hOt chixxx!” ...

Mot diéu quan trong can phai can nhic dén khi loc spam lacé gia phai tra khi
loc sai. Néu mot bo loc tir chdi nhan hau hét cac email giri dén hoic danh dau mot
email that sy quan trong ndo d6 laspam thi diéu d6 con té hon ca viéc nhan tat ca
email spam duogc giri dén. Nguoc lai, néu ¢ quénhiéu email spam vuot dugc bo loc
thi rd rang bo loc hoat dong khéng hiéu qua, khéng dép tng dugc yéu cau cia ngudi

Sir dyng.
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2.2 Cac phwong phap tiép can:

2.2.1 Complaining to Spammers' ISPs :
Y twéng :

Tim cé&ch [am tang chi phi giri spam cua céc spammer bang
nhitng |oi than phién, phan anh dén céc noi cung cap dich vu mang
(Internet Service Provider - ISP). Khi ching ta biét chinh x&c nhiing
email spam thuc sy duoc gui dén tir dich vu ISP nao, ta s3 phan anh
lai véi dich vu d6 vadich vu ndy s3 tir chdi cung cap dich vy cho cac
spammer dung guri spam.

Pic diém :

Pay ciing lagiai ph&p chéng:spam dau tién. Nhirng 1oi than
phién ciing c6 tac dung cian6. Nhirng noi giri spam s3 bi vo higu hoa,
khi d6 cac spammer phai dang ky mot tai khoan mai véi nha cung cap
dich vy ISP dé c6 thé tiép tuc phét tan cac email spam caaminh. Dan
dan viéc chuyén noi cung'eap dich vy s& 1am c&c spammer ton nhiéu
chi phi vakhi chang ta phat hi¢n cang sém thi chi phi trén cia céc
spammer ¢ang tang nhiéu.

Céch nay ciing gap phai nhitng kho khan d6 1a khéng thé biét
chinh x&c nhitng email spam nay thuc sy dén tir dau do cac spammer
dakhéo |éo che giau di phan header ciia email dé an di ngudn géc. Do
d6 can phai hiéu biét vé header caa email dé hiéu rd email spam nay
that sy dén tor dau.

2.2.2 Mail Blacklists /Whitelists:
Y twéng:

Mot danh sach den (Blacklist) cac dia chi email hay cac may

cha email (mail server) chuyén duing ciia cac spammer s& duoc thiét
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lap va dwa vao do ta cd thé ngan chian nhan email spam duoc phét tan

tir nhirng noi nay.

Viéc thiét 1ap danh sach céc diachi email den hay méay chi giri
email ndy s8 do mot nhom tinh nguyén xéc nhan. Mot sd nha cung cap
dich vu mang ISP s3 diing danh sach den kiéu ndy va ty dong tir chdi
nhan email tir nhirng méy chu hay email trong danh sach d6. Nhu
vay, nhitng email spam s2 duoc phéan loai va chan ngay tai may chu
nhan email.
bic diém:

Phuong phép ndy budc dau loai dirge khoang 50% [5] email
spam.

Khuyét diém caa phuong phédp ndy 1a ching khéng thé duong
dau véi hon mot nira sd server ma spam dang sir dung hién nay. Va
néu xé&c nhan sai danh sach den ndy thi viéc dung nd dong nghia voi

viéc bo quamot lwong |on email hop 1€.

Phuong phép nay cé thé bi quamat néu nhu cac spammer g
lai email thong quamot méy chu SMTP (Simple email Transfer
Protocol). c6 ngudn goc hop phédp khong ké tén trong danh séch
“Blacklist”.

Ngoai ra, danh sach nay khéng chi tir chbi nhan email tir cac
diachi IP (Internet Protocol) tir nhitng noi chuyén dung giri spam ma
n6 con tir chdi 1udn ca nhitng email ma cd tén mién nam trong danh
sach “Blacklist” nay.

Céch nay duoc & dung tai mirc nhacung cap dich vy mang
(ISP), vathat s hiru dung véi nguoi ding néu ho sir dung mot 1SP

dang tin cay.
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Nguoc lai véi viéc thiét 1ap mot danh séch den “Blacklist” ta
con o6 thé thiét 1ap mot danh sach “Whitelist”. Vi nhitng dia chi giri
email (hozc tén mién domains) nam trong danh séch ndy s8 duoc céc
ISP ty ¢ong chap nhan email gui tir n6. Mac dinh tat ca nhirng email
khéc s2 bi tir chéi..

Néu cac spammer gii email spam véi phan “sender” cua email
c6 cling tén mién dugc chap nhan trong “Whitelist” thi email spam

van co thé dén dugc tay nguoi nhan.

2.2.3 Mail volume :
Y twéng:

Bo loc 3 sir dung thuat toén dé kiém tra sd luong email nhan
duoc tir mot may chu (host).cu thé trong céc 1an két ndi sau clng
(c&ch nay da duoc bo loc Spamshield ® cua Kai st dung. Néu sb
lrong email nhan dugc 16n hen.mot ngudng nao doé thi cac email do
s& duogc phan loai la spam.

Pic diém;

Bo loc to rahiéu qua trong viéc phan loai ding tat ca cac email
hop Ié trong diéu kién véi mot ngudng phan loai da cao.Néu bo loc
duoc sir dung cho canhan, thi n6 hoat dong rat hiéu qua. Co thé xem
day lamot vu diém caa bo loc bai vi voi email canhan thi nhitng ké
gui email quang c&o phai thiét 1ap nhiéu két ndi hon dé gui mot sb
lwgng email gidng nhau. Diéu ndy 1am cho céc email quang céo do6 dé
dang bi phat hién duatrén viéc phantich sH lwgng email.

Mit han ché cia bo loc ndy la ti 1é chiap nhan phan loai sai

FAR (false acceptance rate) cuano con kha cao. Véi:

® http://spamshield.conti.nu
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FAR = lson

Ng
Nsgn:  $6emall spam mabo loc nhan 1anon-spam.
Ng . séemil spam thuc s d¢én bo loc..

2.2.4 Signature/ Checksum schemes:
Y twéng:

béay 1a mot trong nhitng phuong phép phén loai email duatrén
noi dung. Khi mot email toi thi giatri “ Signature/ Checksum” sg dugc
tinh todn cho mdi email nay va so ‘sénh nd voi gia tri tinh duoc tur
nhirng email spam dic trung trong-tir. nhitng email spam co6 sin trén
Internet. Néu giatri “signature/ checksum” caa nhitng email téi giéng
véi bat ky giatri ndo trong co s dir liéu thi email ¢6 dugc danh giala
Spam.

Mot cach don gian dé tinh giatri ndy 1a gan mot gia tri cho mdi
ki tw, sau d6 cong tat ca ching lai. S8 1a khéng binh thuong néu 2
email khac nhau lai c6 chung mét giatri “signature/ checksum”.
bic diem:

Céch tan cdng mot bo loc kiéu ndy 1athém vao ngiu nhién mot
vai ky tu hay mot cau vd nghia trong mdi email spam dé tao ra sy
khéc biét caagiatri “signature’. Khi ban thiy nhirng thir hdn tap chén
ngau nhién trong phan tiéu dé (subject) ciaemail, do6 chinh lacach dé

tan céng bo loc dya vao “signature/ checksum”.

Céc spammer dé dang ddi phd ddi voi cac bo loc dua trén
“signature/ checksum” bang phuong phép trén. Khi ma nhitng nguoi

viét cac chuong trinh loc email tim dugc cach chdng lai  céach chén

19



ngau nhién ndy thi cac spammer lai chuyén sang cach khéc. Vi thé,
céch chdng spam diing céc bo loc “signature/checksum” chuabao gid

la mot céch tot.

Bo loc nay dugc irng dung tai muirc server, dugc cac nha cung

cap dich vy mang (ISP) sir dung.

Theo P.Graham [5], bo loc kiéu nay chi loc khoang 50-70%
spam

Uu diém ciaabd loc ndy la it khi phan loaisai email non-spam.

Brightmail* 1a phin mém chéng spam dyatrén hudng tiép can
nay. Céch hoat dong cua né latao ramot mang ludi cac dia chi email
gia. Bat ki email ndo duoc giri dén nhitng dia chi nay thi déu |a spam
vi véi nhitng email hop I¢ thi hiém khi'lai duoc giri ¢én nhitng dia chi
gia ndy. Vi vay, khi bo loc'nhan thiy nhitng email giéng nhau gui dén
mot dia chi gia d& duoc tao ra nay thi né s¢ loc ra.. Bo loc phan biét

nhitng email gidngnhau duavao “signatures’ ciia ching.

2.2.5 Genetic Algorithms:
Y twéng:

Bo loc dua trén thuat toan di truyén (Genetic Algorithms) sir
dung ¢éc bd nhan dang dic trung (“fearture detectors’) dé ghi diém
(score) cho mdi email. Thyc té, nhitng “fearture detectors’ ndy 1a mot
tap céc luat dugc x&y dung dyatrén cac kinh nghiém da co (empirica
rules) va &p dung vao mdi email dé thu vé mot giatri sd.

Thuat todn di truyén ndy duoc biéu dién |a nhitng cay (trees)
vaduoc két hop véi mot tap huan luyén ciing véi mot ham thich hop

“fitness function”.

*http://brightmail.com

20



Co ché tién hoa (Evolutionary mechanism) caathuat toan
:thuat téan thyc hién hai thao tac co ban laphép lai “crossover” va dot
bién “mutation”. Myc dich tién trinh nay latim ra dugc mot giatri
“score” nho nhat dua vao ham “fitness function”. Giatri “score” sau
d6 s& duoc sir dung dé phan loai email 1a spam hay non-spam.[6]

Pic diém:

Pay lahudng tiép can phan loai email dyatrén noi dung.

Huéng tiép can hiéu qua nhat cho bd loc tai mic ISP dugc
danh gialadyatrén thuat todn di truyén “ Genetic Algorithms” [6]

Piém khong thuan loi ciathuat todn di truyén la doi hoi kha
nang xir ly phai l6n.

Huéng tiép can nay duogc trng dung trong trinh loc spam
Spamassassin®. N6 hoat dong rat hiéu qua tai mrc ISP vadugc nhiéu
ngudi danh giala mot trong nhitng bo loc hoat dong hiéu qua nhét tai
muc | SP.

Piém yéu cuatrinh loc “ Spamassassin” 1a hoat dong véi hiéu
qua chua caotai. mirc nguoi dung canhan.

2.2.6 Rule<Based (hay la Heuristic):
Y twéng:

Dua vao luat tim kiém cac miu c6 dau hiéu laspam nhu cac tir
vangir x&c dinh, hang loat cac chir hoa va diu chim than, phan header
ciaemail sai dinh dang, ngay trong email la ¢ tuong lai hoac qua

khir.D6 1acéch hau hét phan 16n céc trinh loc spam hoat dong tir nam
2002.

Pic diém:

® http://spamassassin.org
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Hiéu suat caatrinh loc dyatrén luat (rule-based filters) khéc
nhau rat nhiéu. Céch don gian nhat 1aloai bo c&c email ma co chia
nhirng tir xau ndo d6 (vi du nhirng tir ma thuong xuat hién nhiéu hay
chi xuat hién trong spam). Nhung day ciing ladiém yéu dé céc
spammer ¢6 thé loi dung dé quamit céc bo loc kiéu ndy bang céch cd
gang tranh sir dung nhirng tir xau vathay bang nhiing tir “t6t” - duoc
sir dung nhiéu trong email non-spam. Trong khi d6 cac email non-
spam thi bi loai bo néu vé tinh chira mot vai tir “xau” dang nay. Piéu

ndy, dan dén kha nang loc sai con cao.

Mot diéu bat loi khéc 1a cac luat dang ndy déu latinh. Khi cac
spammer tim raduwoc mot phuong phdp maidé vuot qua thi nhirng
nguoi viét trinh loc lai phai viét nhirng luat méi dé loc céc spam.
Nhitng spammer chuyén nghiép thi.co thé kiém tra dugc nhitng email
trén cac hé théng loc duatrén luat trude khi gui chang di.

Néu bo loc dugc xay dung dya trén luat phirc tap thi van phét
huy téc dung loc spam hi¢u qua. Vi du nhu trinh loc Spamassassin
loc |én dén90-95% spam.

Mt diéu thuan loi 1a bd loc duatrén luat tinh thi dé cai dit.
2.2.7 Challenge-Response:
Y twong:
Khi ban nhan dugc email tir ai d6 ma chua hé gui cho ban truéc
d6 thi hé thdng loc challenge-response ® giri nguoc lai 1 email yéu cau ho

phai dén 1 trang web vadién day du théng tin vao form trugc khi email

chuyén cho nguoi ding.

Pic diém:

® http://spamarrest.com/products
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Loi thé caahé thong nay 1adé lot ludi rat it spam. Diéu bat loi cua
no6 can thiép thd bao dén nguoi gai. Bang céch sir dung hé théng nay, ta
can xéc dinh rd ai languoi giri email.

Mot diém bat loi khéc caahé théng ndy 1a co nhiéu email non-
spam bi loai bo va thoi gian tri hon quélau. Vi du nhu mot nguoi mudn
moi ban di dy tiéc nhung nguoi ban dy s chi thay email tra 16i ciaban
vao ngay hdm sau vadén lGc do thi daquéactré.

Nhiéu trueong hop nguoi giri & khong tra loi cho céc thong diép
kiéu nay va email ho goi s3 bj thét lac.

Sir dung phuong phép dang ndy chang khéc nao tadang tu ¢o |ap
chinh minh véi moi ngudi xung quanh. Hé thbng ndy s& giéng nhu birc

turong bao quanh thé giéi lubn mudn girithdng diép cho ta.

2.2.8 Machine Learning ( May hoc ):
Y twéng:

Ap dung céc phwrong. phdp méay hoc trong cac bai todn phéan loai,
dac biét laphaniloai van ban vao bai toan phan loai email, cac thuat toan
may hoc nhu Naive Bayesian [9],[17],[18] AdaBoost [13], Suppor
Vector Maching[18],.., d& dugc sir dung trong Iinh vuc phan loai van ban,
nhan dang, ...véi hiéu qua cao. Y tuang latim cach xay dung mot bo
phan loai nham phan loai cho mot mau méi bang cach huan luyén nhiing
mau d& co sin.

Pic diém
Phuong phép nay c6 thé ap dung & muc Server hay Client.

Han ché 1a can phai c6 mot kho ngit liéu (corpus) huan luyén ban
dau dé cho may hoc, viéc huan luyén mat nhiéu thoi gian. Mot han ché
nira la hiéu qua phan loai phy thugc vao kho ngir liéu ding dé huan

luyén.
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2.3 Phwong phéap lwa chon :

Trong nhitng hudng tiép can da tim hiéu, ching tdi chon hudng tiép can
phan loai email bang phuong phép méay hoc, phuong phdp nay cé hiéu qua cao,
dong thoi ciing rat khé bi cac spammer vuot qua. Ngoai ra, huéng tiép can nay
c6 thé &p dung duoc & mirc Client

Cu thé hudng tiép can manhom ching toi tim hiéu va thir nghiém 1a
phan loai email diratrén thuat toan huan luyén Naive Bayes va Adaboost, hai
phuong phép nay c6 mot s uu diém sau:

§ Hiéu qua phén loai trong cac linh phan leai van ban, nhan dang
daduoc kiém ching vakhé cao

§ Thich hop cho tirng nguoi ding'cy thé va g mirc Client

§ CO kha nang tu hoc dé phan loai ddng.

§ Huoéng tiép can con khamai,
2.4 Céc chi sé danh gia hiéu qua phan loai email :

2.4.1 Spam Recall va Spam-Precision:
Pé tién lgi choviée so sanh, nguoi taduarahai chi b danh gialaspam

recall va spam precision.

Spam recall latiléphan tram gitra sd email —duoc bo loc coi laspam - bi
chan lai vaténg sb email spam (thuc su) dén bo loc

Spam Precision lati [¢ phan tram giita s email bi chan thuc s 1a gpam
Vv6i SO email bi chan - duoc bo loc coi laspam, spam precision danh gia mirc do
an toan cuabd loc.

Cong thire tinh Spam Recall (SR) va Spam Precision(SP) nhu sau:

R=—es
nS— >S + nS— >N

Cong tharc 2-1 : Céng thikc tinh Spam Recall
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Pz

Ng.ss My ss
Cong thac 2-2 : Cong thac tinh Spam Precesion
Vi :
0 ng ¢ lasd email laspam mabg loc nhan ralaspam

0 ng ., lasd email laspam mabo loc nhan ralaemail non-spam

0 n,_.. lassemail non-spam mabo loc nhan ralaspam

2.4.2 Tilé 16i Err (Error) va tilé chinh xac Acc(Accuracy) :
Trong viéc phan loai email, hi¢u qua phan loai dyavao ti I¢ chinh xac (Acc)
hoic ti & 16i (Err). Cong thirc tinh ti I& chinh xaevatilé 16i nhu sau

nN- >N + nS->S

Ny +Ng

Acc =

Cong thirc 2-3 :cong thuc tinh.ti |€ chinh x&c

Err - nN->S + ns->N

Ny +Ng

Cong thikc2-4 : ¢ong thitc tinh ti 18 15i

N, V&N lasd email non-spam vash email spam can phan |oai
Nyosy 120 email 1anon-spam vadugc bo loc nhan ralanon- spam
n, .. lash email lanon-spam mabo loc nhan rala spam

n. . lasd email 1aspam madugc bo loc nhan ralaspam

Ng oy lasd email 1a spam maduoc bo loc nhan ralanon-spam

2.4.3 Tilé 16i gia trong WErr (Weighted Error ) va ti |1& chinh xéac
giatrong (Weighted Accuracy):
Trong phan loai email co hai loai 15i : 16i nhan spam ranon-spam (false

negative) valdi nhan non-spam ra spam(false positive) [3]. Loi tha hai [al1di
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nghiém trong hon, béi Nguai ding c6 thé chap nhan mot email spam vuot qua
bo loc nhung khé ma chap nhan mot email hop 1€ lai bi bo loc chan lai. Dé biéu
thi tdc dong caa hai loai 16i ndy ddi vai ti Ié chinh xéc vati 18 15i, ta s xem mdi
mot email hop 1€ nhu la | email hop 1€. Do d6 khi mot email hop 1€ bi phan
loai sai, thay vi xem nhu c6 mét 16i, taxem nhu la | 16i, vakhi phan loai

)

ddng taxem nhu a1 1an thanh cong. Taco hai ti

A 2

[€ : ti 1€ chinh xac gia
trong WAcc (Weighted Accuracy Rate ) vati 1 16i giatrong WErT
(Weighted Error Rate) (WErr=1 -WAcc).

WACC — I nN->N + nS- >S
| N + Ng

Coéngthec 2-5 Ti Ié chinh x&c giatrong

WErr = o5t Mooy
| N + N

Céng thirc 2-6 Ti & 16i gia trong
Vi :
U N, va Ng laso email'non-spam va so email spam can phan loai

O ny_., las6 email lanon-spam vaduoc bo loc nhan ralanon- spam
0 n, . lasd email’lanon-spam mabo loc nhan rala spam
0/ ng 2 1asd email 1a spam maduoc bd loc nhan ralaspam

U ng., |26 email 1a spam maduoc bo loc nhan ralanon-spam

2.4.4 Ti s6 chi phiténg hop TCR (Total Cost Ratio ):

Giatrj caati 18 chinh xéc vati ¢ 16i thuong co sy sai léch cao. Dé thay
rd duoc hiéu qua cia cach phan loai, nguoi tathuong so sanh ti 1€ chinh xac
hoac ti ¢ 16i gittabd phan loai véi truong hop don gian nhat vadugc xem 1a
trueong hop “ranh gigi “ (baseline).” Ranh gigi” duoc chon latruong hop khdng

sir dung mot bd loc nao, cac email hop 1€ khdng bao gio bi chan lai vacéac email
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laspam thi ludn ludn di qua. Nhu vay ti 1é chinh xéc giatrong vati 1€ 16i gia

trong caatruong hop “ranh gigi “ 1a:

I N,

WAc® =——N—
| N +Ng

Cong thirc 2-7: Ti I€ chinh xac gia trgng ciaa trwong hep " Ranh giéi "

WErrb :L
| Ny +Ng

Céngthirc 2-8: Tilé16i giatrong ciatrweng hep "“Ranh giéi"
Vi :
Ny, Ng,Ny.ons NysssNsssy Ns sy €O CUNGY Nghfanhu ¢ muc 2.4.1va
24.2
Ti sb chi phi toan by TCR (‘total costratio) cho phép ta so sanh dugc
hiéu qua caatruong hop sir dung bd loc so vai truong hop “ranh gisi”:

WErr® Ng
WETrr I n +n

TCR=

N->S S->N
Congthirc 2-9. Cong thikc tinh ti sb chi phi téng hep
Giatri TCR cang lon thi hi¢u qua phén loai cang cao, véi TCR nho hon 1

thi & rang khéng sir.dung bo loc con tét hon.
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Chwong 3 : GIO| THIEU CAC KHO NGU
LIEU DUNG KIEM THW PHAN LOAI EMAIL
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3.1 Kho ngir liéu PU (corpus PU ):

3.1.1 Vai nét vé kho ngir liéu PU:

Céc nghién ciru vé phan loai van ban c6 nhiéu thuan loi vi ¢d sin céac kho
ngit liéu cdng cong dé dung chung, tuy nhién sir dung nhitng kho ngir liéu nay
vao viéc loc spam lai gap phai rac rdi boi van dé tinh riéng tu, canhan. Nhitng
email spam thi khdng co van dé gi, tuy nhién khéng thé sir dung nhirng email
hop 1& makhéng thé khong vi pham dén sy riéng tu cianguoi goi vanguoi

nhan cia nhitng email nay.

Chuing t6i sir dung kho ngit liéu PU dé hoc vakiém tha’. PU lamot kho
ngir liéu email chuan, gom c6 bon kho ngit liéu nho hon bao gom PU1, PU2,
PU3 va PUA. M&i mot token s3 duoc thay thé twong ing bang mot con sb duy
nhat nhu minh hoatrong hinh 3-1.

Subject: unlimited cash and millions in your mail  Subject: 409 724 18 45 21
dear friend . 10131

this is one of the great money making programs 35 20 20 28 36 15 25 23 34
over the net and the only one i have sarned 31 35 27 7 36 30 20 17 16 12
money with . the advantage of this program is 25 42 2 36 528 38 33 20
that all the monsy iz directad to your mailing 356 36 25 20 11 39 45 22
address without intrusion of a third party . [...] 4431928337322 [...]
my best wishes to you , meorge 26541 3944 1 14

Hinh 3-1Email sau khi tach token va ma hod (trong kho ngir liéu pu)

Ham nhXa tir vin ban sang céc con sd khdng dugc cong bd, do d6 viéc
khdi phuc lai vanban ban dau la cyc ky kho, diéu ndy ¢dam bao dugc tinh bi mat,
riéng tu cianguoi goi vanguoi nhan. Nhitng email gidng nhau ciing dugc xem
xét. Trong kho ngir ligu PU1 vaPU2, nhitng email giéng nhau vanhan trong
cung mot ngay duoc xoa thu cong. Trong kho ngir liéu PU3 vaPUA quatrinh
nay duoc thuc hién ty dong, o hai kho ngir liéu nay, kha niém khac nhau cia
hai email duoc xem xét nhu sau :hai email duoc xem |a khéc nhau néu chiing c6

it nhat 5 dong khéc nhau. T4t ca nhirng email giéng nhau, bat ké ngay nhan, déu

" Pé l4y co so dir liéu PU, vao trang web Internet CONtent Filtering Group, http://www.iit.demokritos.gr/skel/fi-
config/
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bi x6adi, chi giit lai mot email mathdi.Co ché nay duoc o dung cho ca email
spam vaemail non-spam. Theo [18], trong quatrinh tao kho ngir liéu PU, mot
van dé phét sinh d6 1a.cé mot lugng 16n email 1a caa nhitng nguoi goi thuong
xuyén lién lac véi nguoi tao kho ngi liéu - nhitng email RC (Relative

Correspondence), nhirng email nay ciing dugc loai bo.

3.1.2 Mb ta cau trac kho ngiv liéu PU:

Nhirng email hop Ié trong PU1 lanhitng email hop |€ nguoi tao d& nhan
dugc trong vong 36 thang cho dén thang 12 nam 2003, gom.co 1182 email.
Nhitng email hop Ié khdng cé noi dung va nhitng email RC s bi loai bo, két qua
la co 618 email hop I1€. Nhitng email spam trong PU1 |a email spam nguoi tao
d&nhan duogc trong khoang thoi gian 22 thang ¢ho dén thoi diém 12-2003, bao
gom nhitng email khéng phai laemail tiéng.Anh vanhiing email giéng nhau
nhan trong mot ngay.

PU2 ciing tuong ty nhu PU1, diém khéc nhau & day |anhiing email RC

O PU3 vaPUA nhitng email hop Ié khong phai latiéng Anh van dugc
gitt lai

Ti I& non-spam :spam cia PU3 xap xi PU1, tuy nhién s lugng caa PU3
nhiéu gap 4 lan PU1, trong PU2 ti I¢ d6 xap xi 4:1, 6 PUA til¢ d6la1:1

Trong tat ca cac kho ngir liéu PU, céc tap tin dinh kém, céc the HTML,
céc trrong khéc trong header caaemail déu bi loai bo (ngoai trir trudng tiéu dé

(subject). Cac dau chim cau, cac ki tu dic biét khac (1,$) ciing duoc xem xét .
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Tén |Email |Emal |Emal |Email |Email |Tong |Ti lé non-
hop 1é|RC hop 1&|hop 1&|spam |sb spam:spam
ban dau khéc bi | con lai email

x0a gitr lai

Pul | 1182 564 618 481 1099 1.28

Pu2 | 6207 5628 579 142 721 4,01

Pu3 | 8824 6253 258 2313 1826 4139 1.27

Pua | 980 369 40 571 571 1142 1

Mdi kho ngir liéu pu lai dugc chiaralam 11 thu muc tir part 1 dén part 10, va
mét thu muc unused, mdi thu muc tir part 1 dén part 10 chira s lugng email nhu
nhau va 5 luong email spam va email hop |é trong mdi thu muc part i
(i=1,...,10) trén lanhu nhau, thu muc unused chira nhirng email khéng sir dung.
Chuing t6i sir dung tir part 1 dén part 9:dé phuc vu cho viéc hoc. Bdi véi viéc
kiém thir két qua , ching téi strdung kho ngir liéu da duoc hoc (tir part 1 dén
part 9) vakho ngit liéuchua durroc hoc dé kiém thir. Bé thuc hién viéc kiém thir
céc thuat toan duoc tién loi, chiing toi tién hanh chianhém kho ngit liéu hoc.Véi
mdi kho ngir liéu PU, chiing t6i phan loai email thanh hai thu muc, mét thu muc
chira cécemail ‘spam tir part 1 dén part 9, thu muc con lai chira email hop Ié tir

part 1.dén part 9, vai part 10 ching toi ciing tién hanh phan loai twong tu nhu

trén

Bang 3-1M ta cau tric kho ngir ligu PU

3.2 Kho ngir liéu email chir:

Pé tao kho ngir liéu email 1a chir, chiing toi Iy dit liéu tai trang : Index of

/publiccorpus http://spamassassin.apache.org/publiccorpus/. Ngit liéu gom nhiing

email duoc thu thap trong cac nam 2002 va 2003, sd luong email spam 2398 13, sd

lugng email 6951
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Chuing tdi tién hanh xir Iy va phan loai email : loai bo nhitng email ¢ tap tin
dinh kém, phén loai email html vaemail van ban tron (text/plain).
S6 email spam lavan ban tron sau khi da xir Iy khoang 600 email, email non-

spam lavan ban tron sau khi da xtr ly la khoang 2500 mail

S6 email non-spam laemail html sau khi d&xir ly 1a gan 200 mail, sb email
spam laemail html sau khi d& xt ly khoang 1000 mail. Sau d6 chung téi tao thanh

hai kho ngir liéu email van ban tron (text/plain) va email html.

Viéc tao kho ngir liéu email van ban tron (text/plain) thye hién bang céch
chon ngau nhién cac email tir kho ngit liéu sau khi daquaxt Iy, sd email spam
dung huan luyén 12517, sd lwong email spam dé kiém'thir 1298. Véi ngit liéu email
non-spam lavan ban tron (text/plain) s lwong dung huan luyén 14528, sb lwong
dung dé kiém thir 12100

Dé tao kho ngir liéu email html, chling t6i ciing xay dung twong tu nhu trén.
Véi ngit liéu email non-spam |a html, chiing t6i ding 141 email d¢é huan luyén, 50
email dung dé kiém thir. Con ngir-liéu emal spam lahtml, chiing t6i ding 205 email

dé huan luyén va 50 email dé kiém th.
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Chwong 4 : PHUONG PHAP PHAN LOAI
NAIVE BAYESIAN VA NG DUNG PHAN
LOAI EMAIL

33



4.1 Mot vai khai niém xac suét co lién quan
4.1.1 Pinh nghia bién cb, xac suit :

4.1.1.1 Khéi niém phép thir va bién cé:
Gieo mot dong tién trén mot mat phang :d6 1amot phép thir
Két qua oo thé xay ra khi gieo dong tién : “Xuat hién mat sip” hoic
“Xuat hién mat ngira”
“Xuat hién mat sip”  -Pé lamot bién cb

“Xuat hién mat ngita” -Do6 lamot bién cb
4.1.1.2 Pinh nghia xac suét:

Theo [8] 6 nhitng dinh nghia x4¢ suat sau:
Dang c¢o dién :
X&c suat cia bién co Alamét ss khong amky hiéu P(A), biéu th; kha

nang xay rabién cé A vaduoc xac dinh nhu sau :

P(A) =M =_Sé truong hop thuan lgi cho A / S5 truéng hop c6 thé co
n

khi phép thix thuc hién
(Nhirng kha nang hoic céc bién cd so cap — néu ching xay rathi suy

raA xay ra— goi lanhitng truong hop thuan loi cho A ).

Pinh nghia xac suat theo phirong phap thong ké :

Lam di 1am lai mot phép thir ndo ¢6 n 1an maco m lan bién cb A xuat
hién thi ty s m/n goi latan suat caabién ¢ A

Khi n thay d6i,tin suat m/n ciing thay d6i nhung né ludn dao dong
quanh mot sb ¢b dinh d6. S6 ¢d dinh iy duoc goi 1a xéc suat cia bién cd A
theo nghia thdng ké. Trén thuc té khi n du 16n taxap xi P(A) boi m/n



4.1.2 Xac suat co diéu kién, cdng thirc xac suat day da — cong

thirc xac suat Bayes

4.1.2.1 Xac suét co diéu kién
Theo Bang Han [8]:

X&c suat co diéu kién cia bién co A véi diéu kién bién co B da xay ra la
mgt con s6 khong am, dwroc ky hiéu P(A/B) né biéu th; kha nang xdy ra

bién cé Atrong tinh huéng bién cé B da xay ra

HN&:%%?

Cong thirc 4-1: cdng thitrc tinh xac suat co'diéu kign
Suy ra
P(A|B)” P(B)=P(B|A) “P(A)=P(AB)

Coéngthirc 4-2

4.1.2.2 Cong thirc xac suat day du:
Gia st B,B,,B,,..,B; lamot nhom day du céc bién co. Xé bién cd
A sao cho A xay ra chi khi mot trong cac biéncé B, B,,B,,..,B, xay ra.
Khi do:
P(A) =4 P(B).P(A/B)
i=1
Cong thiic 4-3 :cdng thitc X4c suit day di

Cong thirc trén duoc goi 1a cong thic xac suat day du

4.1.2.3 Cong thlrc xac suat Bayes:
Tur cac cong thirc: Cong thirc 4-1, Cong thirc 4-2 va Cong thirc 4-3, ta co:
P(AB,) _ P(B,).P(A/B,)

PR 4 PB).P(AIB)

i=1

P(B A=

Cong thirc 4-4 : cong thirc x4c suit Bayes
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4.2 Phwong phap phéan loai Naive Bayesian :

Phan |oai Bayesian 1a phuong phép phan loai sir dung tri thirc cac xéc suat
d& quahuan luyén. Phuong phdp ndy thich hop véi nhitng 16p bai toan doi hoi phai
dy doén chinh x&c 16p ciamau can kiém tra dya trén nhitng thong tin tir tap huan
luyén ban dau [16].

Theo Charles Elkan [16] cho X,,..., X, lacéc thudc tinh véi cac giatri roi rac
duoc ding dé du doan mot 16p riéng biét C cho mdt mau, tap cac 16p mamau co thé
thuoc vé 1a C={g,c,,....c,} . Cho mdt mau huan luyén véi giatri cac thuoc tinh
tuong ang l1a x,,..., x,, du dodn mau thuoc vé 16p c1 C khi x&c suét
P(C=c|X,=x UX,=xU..UX, =x,) cogiatri Ion'nhat. St dung cdng thirc xac
suit Bayestaco :

P(X,=xUX,=xU..UX, =x,|C=c)
P(X, =% UX,=%U..UX =x)

P(C=c|X,=xUX,=xU..UX, =x )= P(C=c)

X&c suit P(C =c) duoc tinh dédang tir tap dit ligu huan luyen. Xac
suatP(X, =x UX, =x, U..UX, =x,) khong thich hgp d¢ ding cho viéc quyét dinh
|6p ciia C béi vi gidtri ndy nhunhau d6i véi mdi 1op ¢. Nhu vay can ctr dé dy doan
I6p ciia C ladyavao xacsuat P(X, =x UX, =x, U..UX, =x, |C =c).Tuy nhién
viéc tinh.todn xé&c suat ndy rat phirc tap [9] . Mot phuong phép don gian vaduoc

dua ra som nhat |aphuong phap phan loai Naive Bayesian, theo do gia thiét rang
mdi X; doclapvai cae X, (it j), nhu vay tass co:

< N < Py

P(X,=xUX,=%U..UX,=x,|C=c)=QP(X, =x|C=c)
i=1

That vay, sir dung cong thirc xé&c suat Bayesta co :
P(X,=xUX,=xU..UX, =x,[C=c)
=P(X,=x|X,=%U..UX,=x,C=c)P(X,=xU..UX, =%, |C=c)
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Bang cé&ch dé qui, viét thirasd thir hai trong tich trén nhu sau
P(X,=%U..UX,=x |C=c)=
P(X,=% | X;=%U..UX, =x,C=c)P(X; =% U..UX, =x,|C=c) vacitiép tuc
nhu vay. Phuong ph&p phan loai Naive Bayesian gia thiét rang véi méi X, két qua
téc dong cuano ladoc lap véi cac X, khac, nhu vay ching ta thiranhan rang:
P(X,=%|X, =% U..UX, =x,C=c)=P(X,=x|C=c) vatuong tu nhu vay doi

véoi X, ,.., X

n-*

Nhu vy xac suat P(X, =x UX, =x, U..UX, =x, |C=¢) =
4
P(X,=x|C=c)P(X,=x|C=c)..P(X,=x1C=c)=QP(X =x]C=c)

Mdi mot thira s trong tich trén co thé duge tinh dé dang tir tap huan luyén
ban dau, nhu vay phuong phép Naive Bayesian giam sy phirc tap ciiaviéc tinh todn

giatri xac suat P(X, =x UX, =x, U...UX, =x,|C=c)

4.3 Phan loai email bang phwong phap Naive Bayesian :
O day mdi mau mata xét chinh 1amdi mot email, tap cac I6p ma mai
email co thé thugc vé |a C ={ spam, non-spam}

Khi tanhan dugc mot email, néu ta khéng biét mot thdng tin gi vé né,

do d6 khé co thé.quyét dinh chinh x&c email nay |a spam hay khong .

Néu nhu ta co thém dic diém hay thudc tinh ndo d6 caa email thi ta
co thé nang cao hiéu qua nhan duoc email laspam Mot email co nhiéu dic
diém nhu : tiéu d&, noi dung, co dinh kém tap tin hay khong,... Taco thé dua
vao céc thong tin ndy dé nang cao hiéu qua phan loai email spam. Mot vi du
don gian : néu tabiét dugc ring 95 % email html 1aemail spam, vata lai
nhan dugc mot email html, nhu vay c6 thé dya vao xac suit biét trugc 95%
email html |a email spam dé tinh duoc xéc suit email matanhan duoc 1a

spam, néu xé&c suat ndy [6n hon xé&c suat email d¢6 lanon-spam, co thé két
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luan rang email d6 la spam, tuy nhién két luan nay khong chinh xé&c lam
Nhung néu ta cd dugc nhiéu xac suat biét trudc nhu vay, thi két luan s3 tro
nén dang tin cay hon. Bé co dugc cac xac suat biét trudc ndy, sir dung
phuong phép Naive Bayesian huan luyén tap mau (email) ban dau, sau do6 sg

st dung céc xé&c suat nay tng dung vao phan loai mot mau (email) mai.

4.3.1 Phan loai email dwa trén thuat todn Naive Bayesian

Gia thiét mdi mot email duoc dai dién bai mot vector thudc tinh
dac trung X = (X, Xy X.) VO X, %,,..., X, |2 giatri caacéc thuoc tinh
X;, X, .., X, twong ung trong khéng gian vector dac trung X . Theo M
Sahami et al [9] ta s dung c&c gia tri nhi phan, X, =1 néu cac dic diém
cua X, c0 trong email, ngugc lai X, =0.

Tatinh giatri trong hd MI (X,C) (Mutual Information) ma mai

mot dai dién cua X thudc vé loai C nhuisau:

_ o - _ P(X=x,C=c)
MIXC= @ PXEXC ol g s nc=9

ci {spam,non- spam}

Céng thic 4-5 :cdng thiic tinh d¢ twong hé M
Sau d6ta chon céc thugc tinh co giatri MI cao nhat.Cac xac suat
P(X), P(C), P(X,C) duoc tinh dyatrén dix liéu hoc
Dwavao cong thirc xac suat Bayes va cong thirc xac suat day du ta

co duoe xac suat mot email véi vector dactrung x , thudc vé loai ¢ l&

P(C:C|L>1(r::(): P(C:C)-P(;:;q&:c’)
) P(C:k)P(szlC:k)
ki { spam,non- sparr}

Véi Claeemail dugc xét, ci {spam, nonspam}

Cong thuc 4-6
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Thuc té thi rit kho tinh dwoc xéc sudt P(X |C) bai vi giatri s
luong cua céc vector rat nhiéu va nhiéu vector hiém khi hay tham chi
khong xuat hién trong tap dir liéu huan luyén.Nhu d& n6i, phuong phap
Naive Bayesian gia thiét raing X,, X, ,.., X, lanhiing bién c6 doc lap, do

d6 ching ta co thé tinh duoc xac suat & trén nhu sau:

P(C:c).é P(X,=x|C=c)

P(C=c|X=X)= S
o)
a PC=k.OPX =x[|C=Kk)
K { spam,non- spam} i=1
Céng thuc 4-7

Véi P(X, |C) va P(C) dugc tinh dya trén dir lig¢u hoc, viéc tinh nay
dya vao tap huin luyén ban dau.

Tir x&c suat ndy, ta so sanh véi-mot gia tri ngudng t (trinh bay ¢
muc ) mata cho langudng dé phan loai email spam hay khdng, néu xéc
suat nay lon hon t, ta cho la email do la spam, nguoc lai ta xem email do

|& non-spam.

4.3.2 Chon ngwérng phéan loai email :
Trong phan loai email, co hai loai sai 1am : sai |am nhan mot email

la spam mac du thuc té'no 1a non-spam (false positive) va sai [am thir hai
la nhan"mot-email Ia non-spam mac du né la spam (false negative). RO
rang la sai 1am thir nhat 1a nghiém trong hon bai vi nguoi sir dung cd thé
chap nhan mot email spam vuot qua bd loc nhung khdng chap nhan mot
email hop 1€ quan trong lai bi bo loc chan lai.

Gia st N® Sva S® N tuong (tng véi hai 16i sai trén day Sir dung
luat quyét dinh Bayes dua trén chi phi [9], ta gia sir rang 16i N® S ¢6 chi
phi gap | lan 16i S® N, ching ta phan loai mot email 1a spam dya vao

tiéu chuin sau:
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P(C=spam)|Xirx) £ >
P(C =non- spam| X = X)

Coéng thwc 4-8
Ma P(C=spam|; =;<)=1— P(C =non- spam& =;<)
Nén ta co:
w 1 . I . t
P(C=spam| X =x)>t v6i t=—— val =——
( spam| ) | +1 1-t

Nhu vay ngudng phan loai duogc chon lat tuy thuoc vao giatri |



Chwong 5 : THUC HIEN VA KIEM THW
PHAN LOAI EMAIL DA TREN PHUONG
PHAP PHAN LOAI NAIVE BAYESIAN
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5.1 Cai dat chwong trinh phan loai email dwa trén phwong
phap phéan loai Naive Bayesian:

5.1.1 Khai niém “Token” :

bé xem xét ndi dung email ching t6i dung kha niém “token”

Céac “token” co thé xem nhu 1 céc tir cAn xem xét matatach ratur noi
dung cia email. V&i céc ki tu chit, ki tu $5, ki tu *$, ki tw gach ngang ‘-, ki
tu gach dudi *_, ki ty nhdy don *** lanhitng ki tu ciu tao thanh token. Con
nhitng ki tu con lai nhu khoang trang, ki tu “*’, ki tw*:, ... duoc xem laki tu
dé tach tir hay phan céch céc tir. Vai nhitng tir tach duoc magom toadn ki s
thi khdng duoc xem latoken (vi du: “12345").

Vi du ta co céc token sau:

“qvp0045”, “ indira’, “mx-05", “$7500", “3d0725”, “ platinum”.

Néu ta cd mot chudi sau: “http://www.27meg.com/foo” thi tass co

céc token teong ung l& “http”, “www”, “27meg”, “com”, “foo”.

5.1.2 Vector thudc tinh :
Nhu d&néi & muc 4.3.1, tachuyén mdi mot email sang mot

VECtor X =( X Xy4., X, ) VOI X, X, ,.., X, lagidtri cac thudc tinh
X;, X5 ,.., X, itrong khdng gian vector dac trung X . C&c thugc tinh co thé
|amot token , nhdm céc token ... Trong truong hop don gian nhat, mdi
mot thudc tinh dugc thé hién bai mot token don vatat ca céac thudc tinh
co giatri luan ly (Boolean), nhu vay X.=1 néu email chua token, truong
hop nguoc lai X, =0.

Chung tbi chon thugc tinh latoken don, nhung thay vi giatri
cua céc thuoc tinh lagiatri luan |y (boolean), chiing tdi chon la xéac suat
spam ciamdi token. X&c suat spam ciiamdi token s& ¢6 gia tri trong doan

[0, 1].X&c sut cho ta nhiéu théng tin hon so véi giatri luan ly.Vi du : xé
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token “$” xuét hién trong email, néu ta sir dung giatri luan ly, ta khong
du co s dé nghi ngy email nay 1a email spam, vanéu email ndy kha dai
thi cang kho két luan rang né la spam. Tuy nhién sir dung xac suat, ta cé
thé biét dugc kha nang email d6 |a spam labao nhiéu, diéu nay hop ly
hon lachi st dung hai giatri 0 va1.Vai khdng gian vector dac trung X ,
ching t6i chon n 1 sb cac thue tinh ciia X dé th nghiém 14n luot 12 10,
15 va 20. Chon n sao cho khdng 1én qué, néu n 1én ¢6 kha nang nhirng
thuoc tinh khdng phai la dic trung, nhu vay s& lam “nhiéu “ kha ning
phan loai ¢ing.Nguoc lai néu chon n quanho, ta sékhdng co dugc sb

can thiét céc thudc tinh.

5.1.3 Chon ngwéng phan loai :
Chuing toi tién hanh thir nghiém-vai giatri | 1an luot 121, 9 va 999,

nhu vay ngudng phan loai t x&c dinhmot email laspam lan luot 1a 0.5, 0.9,
0.999.

5.1.4 Cach thwc hién:;

Chling ta s& bat dau véi hai kho ngit liéu email : kho ngir liéu email
spam vakho ngit liéu email non-spam. S6 lugng email trong mdi kho ngir
lieu ban dau’khdng han.ché. Néu kho ngir liéu cang I6n thi hiéu qua loc
email s8 cang cao. Tu hai kho ngir liéu nay, chung toi phén tich va duyét
quatat ca cac token bao gom ca phan tiéu dé cuaemail. Di véi nhitng
email html, ehtng tdi thuc hién bdc tach cac thé html dé 1ay noi dung gitra
céac the.

Sau d6 tatinh xéc suat spam ciamdi token d& dugc phan tich, xéc
suat ndy chinh |a xé&c suat mot email chi chira token d6 vala email spam.

Nhu vay mau chét ¢ day |a ta phai tinh raduoc xac suat spam cia
mdi token. Theo Paulgraham [7], x&c suat spam caamdi token dugc tinh
dyatrén sb lan xuat hién ciamdi token trong méi kho ngit liéu hoc ban

dau. Vi dy mot token w c6 sb 1an xuat hién trong kho ngit liéu spam |as,



trong kho ngit liéu non-spam lan, sb email tong cong cua hai kho ngir liéu
spam vanon-spam lan lugt 1a Ng va N, thé thi xac suat spam cia token
w duoc tinh nhu sau:

S

P(X =w,C = spam) :%

oy
N

S NN
Coéng thwc 5-1
Tuy nhién, vi sd 1an xuét hién cia mot token trong mdi kho ngir
ligu hoc c6 kha nang vuot qua kich thuéc cia kho ngit liéu hoc d6 (tong

s6 email) do do, trong cong thirc trén, thay Ni bang Min(1, Ni) va
S S N

bing Min(1, 1)
NN

Do d6 Cong thirc 5-1viét lai nhu sau:

Min(L"s-

in(1, N

P(X =w,C =spam) = -
in(L.-s_ in(l ——
Min(1, NS)+M|n(L NN)

cong thic 5-2

Theo cach trénthi ching tadanh gia kha nang spam ciamét token
xuat hién trong mot kho ngir liéu hoc 100 1an ¢ 100 email khac nhau labang
véi kha nang spam caa mot token XUat hién trong mot kho ngir liéu hoc 100
lan nhung chi & trong mot email

Chuing t6i dé& xuat mot céch tinh xéc suat spam caatoken khac nhur
sau: thay vi dya vao sb 1an xuat hién caa token trong tirng kho ngit liéu hoc,
chiing toi dwa vao sd email chira token trong tirng kho ngir liéu hoc. Cong

thtc tinh nhu sau :



Ns
— — — NS
P(X =w,C = spam) =

S £ N
Ns Ny
cong thirc 5-3

Vi :
0 ng lasd email co chira token trong kho ngir liéu email spam

(0 n, lasb email co chita token trong kho ngir liéu email non-
spam
0 Ng latong sd email ciaakho ngir liéu ho€ spam
i N, latong so email caakho ngir liéu hoc non-spam
Tuy nhién, tanhan thiy rang cong thirc trén & danh gia kha nang
spam ciamdi token 1a nhu nhau véi token xuat hién 1 1an trong 1 email va
token xuat hién 100 lan trong 1 email,; boi Vi & ca hai truong hop, ta déu chi
tinh thém vao sb email chira token 14 1 mathoi
Chuing ta cd thé két hop hai cachtinh o trén, dé cd thé sir dung duoc
nhiéu thdng tin vé token hon. Ching t6i dé xuat thém mét cong thic nira -
duoc xem la sy két'hop.gitrahai cong thic trén
LIS

Ns

&*b_i_ r-]N *g

Ns Ny

P(X =w,C =spam) =

cong thirc 5-4
Véi
0 ng lasd email co chira token trong kho ngir liéu email spam
0 n, lasb email co chita token trong kho ngir liéu email non-
spam
(0 Ng latong sd email cua kho ngir liéu hoc spam

0 N, laténg sd email caakho ngit liéu hoc non-spam



0 b 1a s6 lan xuét hién cia token trong kho ngir liéu email
spam
(1 g lasd lan xuat hién ciatoken trong kho ngir liéu email non-
spam
Con ddi voi céc token chi xuat hién kho ngir lisgu nay ma khong
xuat hién ¢ kho ngi liéu kia thi ta khdng thé két luan rang mot token chi
xuat hién & kho ngir liéu spam thi khéng bao gio xuat hién trong mot
email non-spam, va nguoc lai. Céch thich hop ¢ day la ta s gan cho
ching mot gié tri pht hop [7] Nhu vay, véi nhitng token chi xuét hién
trong kho ngir liéu email spam thi ta s& gan kha 'nang xéc suat spam cho
no lagiatri N gan voi 1 (chang han 0.9999)vanguoc lai thi gan xac sut
spam lagiatri M gan véi 0 (chang han 0.0001).
Nhu vay ta d& xé&c dinh dugc x&c suat'spam caa mot email ¢é chué
mot token ndo d6 hay xé&c suat spam ciamét token nhu sau:
Tinh theo cdng thac 5-2, taco :

¢ o waMngs)  E
P =Max¢M ,Min¢CN, S - ++
¢ € Min@-S)+MinlL )
§ & Ns Ny 6

Cong thirc 5-5 :00ng thitc tinh x&c suét spam cia token dwa trén sb 1an xuit hign

Tinh theo cong thirc 5-3, taco :

e e ng @0
¢ ¢ Ng T
P=Max¢M,MinCN,——S =+
¢ ¢ Ns M+
& & Ns Nygg

Céng thirc 5-6 :cdng thitc tinh xac suat spam cia token duatrén sb email chiratoken

Tinh theo cong thirc 5-4
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2 *® n o0

_S*xg =

G ¢ N i

P =Max¢M,Min¢cN, ———=++
(; g &*S-pni'\‘*n%%

< & No Ny 55

Cong thirc 5-7 :ctinh xac suit spam cia token dyatrén sb 1an xuat hién va sb email chira nd
Vi :
U slaso lan xuat hién caatoken trong kho ngit li¢u hoc spam
O n la sd 1an xuat hién cua token trong kho ngit liéu hoc non-
spam

U ng lash email chiratoken trong kho ngiliéu hoc spam

O n, lasd email chiratoken trong kho ngi liéuhoc non-spam

(0 Ng latong sd email chira trong kho ngir liéu hoc spam

U N, laténg sd email chiratrong kho ngir liéu hoc non-spam

Mot van dé phuc tap ma chdng t6i gap phai trong qua trinh thuc
hién phan loai email dyatrén thuat toan Naive Bayesian la viéc tach
token vatinh xé4c suat spam-eiatoken, boi vi sd token lakhalsn, & day
ching toi str dung-céu tric dix liéu 1abang bam.Ung véi mdi kho ngit lidu
email spam vanon-spam chung tdéi xay dung mét bang bam tuong
rng.Bang bam nay sé-bao gom token va sd email chiratoken hoic so 1an
Xuat hién euatoken trong tirng kho ngir liéu twong ang, hoac cé thé dong
thoi chira ba théng tin nay — tiy theo chiing ta &p dung céch tinh xéac suat
spam nao cho mdi token. Nhu vay mdi token s& ¢ mot gia tri bam (xac
dinh bang ham bam ty dinh nghia) twong tng véi vi tri trén bang bam dé
ta co thé truy xuat nhanh dén phan tir token trén bang. Muc dich xay dung
bang bam ladé t6i wu hoatdc do truy xuét cac token trich tir email ciing nhu
t6i uu thoi gian x&c dinh mot email 1a spam hay khéng. M&i phan tir cia
bang bam luu trir token, s 1an xuat hién (hoac sb email co chiratoken d6 ),

hozc xéc suat spam ctia né, tiy theo muc dich xur ly cu thé mamai phan tir
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ctabang bam s¢ mang nhirng thdng tin khac nhau. Bang bam dugc mo ta

nhu sau:

| o A o« A ‘ oﬂ’ﬂ
1 o | A o A

| o A o« A

[ | o

[ | o

v e e e
| E | o A
R e

Hinh 5-1M6 ta cAu tric bang bam

Sau khi c6 2 bang bam tuong trng vaoi hai kho ngir li¢u email, tasé
x&y dung bang bam thir ba. Mdi phan ti.trong bang bam nady s& luu nhirng
théng tin gom: token va kha nang (xac suat) spam cua token. Tuy nhién dé
viéc thyc hién tién loi vakhong phai xét quéa nhiéu token, chiing téi chi
xem xét nhirng token ma so‘lan xuat hién caand hoic sd email chirand
trong co so dir hoc ban dau lén hon moét ngudng ndo d6, voi nhirng token
matong sd [an xuat hién hoac tong sé email chrand nhé hon ngudng nay,
chaing t6i-khéng tinh xé&c suat cho token d6. Biéu nay 1a hop Iy bai vi
nhitng token ¢o tong sb lan xuat hién ( hodc tong sé email chirand qué it
thi ciing khdng dang dé xem xét dén, do d6 s& gilp giam bét sb token can
tinh x&c suat ciing nhu dung luong luu trir cho dir liéu & bang bam thir ba
nay.O day ching tdi thir nghiém lan luot hai ngudng 3 vas, két qua thuc
hién ¢ hai ngudng ndy gan nhu |a twong dwong nhau, cubi cing ching toi
chon giatri 3.

Theo Paulgraham [7] thi chlng ta can han ché loai 16i false positive
(nhan email non-spam thanh email spam ), do d6 s6 lan xuét hién cua

céc token hoic sb email chira token trong kho ngit liéu non-spam s& duoc



nhan véi mot trong sb W, diéu nay gitp phan biét duoc giira nhirng token
thinh thoang xuét hién trong céc email hop 1¢ vai nhitng token hau nhu
khdng xuét hién, ching téi thir nghiém lan luot véi hai giatri 1 va 2.

Vi du thong tin bang bam thu 3:

Token: Kha nang spam :
madam 0.99
promotion 0.99
republic 0.99
shortest 0.047225013
mandatory 0.047225013

standardization 0.07347802

Céch tinh xéc suat spam cho mdi token dugc thuc hién theo céc
cong thac nhu da ndi ¢ trén.

Cubi cling dé xac dinh mat email méi.dén co phai |a spam khong
thi chlng t6i trich ran token ¢ trong email ¢6.Céach chon mau tap thuoc
tinh dé xét thong thuongila chon ran token mot cach ngau nhién, tuy
nhién nhan thay rang nhirng token trung tinh ( kha nang spam 12 0.4-0.6
thi khéng c6 tac dung Iam trong viéc nhan dang email spam ) nén ta chon
n token nay véi dinh huéng la chon nhitng token dac trung cho mgt email
spam vaemail non-spam, chung téi chon nhitng token c6 kha nang spam
cao nhat vathap nhat. Nhu vay ching téi chon n token c6 khoang céch
gitraxac suat spam caa chling véi gia tri trung tinh 0.5 1a cao nhat Ching
tagoi giatri nay lagiatri “dac trung”. Nhu vay ta s¢ chon dugc nhirng
token hozc 1a.co kha nang spam cao nhat (x&c suat spam cao nhat ) hoic la
nhitng token c6 kha nang non-spam cao nhat ( xac suat spam thap nhat ).
Néu co k (k 3 2) token c6 cling giatri “dac trung “, bai vi kha nang xuat
hién cia k token nay ngang nhau, do d6 hoan toan khéng mat tinh tong
quét, ching téi chon token dau tién trong k token cé cling giatri “ dac

trung “nay. Sau khi chon dugc n token nay chang t6i s¢ tratrong bang
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bam tht 3 (luu token va kha niang spam cuand) dé l1ay ra kha ning spam
riéng caa mdi token. Néu khéng tim thay kha nang spam riéng cho token
trong bang bam,cd nghia la token nay |a méi — chua co trong co so dir ligu
token cuata Mot token chua tirng xuat hién trong kho ngit liéu hoc thi kha
ning spam caano twong dbi thap [7], chiing téi lay gia tri trung tinh 0.4.
Tur d6 ching téi tinh kha nang tong hop mot email chiran token nay |a
Spam.

Céch tinh kha nang tong hop :chiing téi  dyavao Céng thirc 4-7

T P(C:c).é P(X, =x{C=c)
P(C=c|X=x)= L

8  PC=KOPX =xIC=k)

ki { spam,non- spam} i=1

Thé thi xéc suit spam tong hep cia mot email C duoc xét 1a:

P(C = pam)O) P(X, =% |C =0)

P(C:spam|L>1(r:>r<): - Sa—
: {Spmg_]_qm} P(C= k).(i:)l P(X =% |C=k)
Vi du
Token: XAc sudt (Probability):
madam 0.99
promotion 0.99
shorstest 0.047225013

Xé&c suit mot email 1a Spam 1a4:0.6
& Kha nang két hop

0.99*0.99%0.047225013*0.6
0.6*0.99*0.99*0.047225013 + (1-0.6)* (1-0.99)(1-0.99)(1-0.047225013)

Sau khi c6 kha nang tong hop, ching t6i so sanh véi céc gia tri
ngudng ( dAndi & muc 4.3.1) dé phan loai email spam hay non-spam, néu
X&c suat spam tong hop caa email 16n hon ngudng t chidng toi két luan

email do la spam, nguoc lai email d6 la non-spam.
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5.2 Thr nghiém hiéu qua phan loai

5.2.1 Thte nghiém véi kho ngir liéu pu:

Bai vi kho ngit liéu hoc vakiém thir 1asd, do d6 ching t6i thay doi vé
céch |ay token, & day ching tdi xem token & cac con s, va dau hiéu tach
token |a céc khoang trang.

5.2.1.1 Kich ban kiém thir:
Chuing t6i thir nghiém nhan trong sb non-spam W véi 1 va 2
V6i mdi W, chiing téi thir nghiém vai | 1an lugt voi céac giatri 1, 9,
va 999
Tuong tng Vi mdi giatri | va W ching toi thuc hién tinh xé&c suat
spam theo cac cong thirc :Cong thirc 5-5, Céng thire 5-6 va Cong thirc 5-7
S6 token duoc lay lan luot 1210, 15,20
Chuing t6i kiém travai cae kho ngir liéu pul, pu2, pu3 va puA
Twong tng véi mdi kho ngir liéu trén ching t6i cho hoc tir partl
dén part 9, sau d6 chang téi thir nghiém phan loai trén part10, chua

nhirng email chuaduoc hoc.

5.2.1.2 Két qua thir nghiém vé&i kho ngiv liéu pu :
Két qua thrre hién: ching toi trinh bay két qua thyc hién vai truong
hop nhén trong s6 non-spam W=2, két qua chi tiét véi W=1 xin xem

phan phu lye.

51



v Két qua kiém thir trén PU1:

Céng thrc 5-5 Coéng thrc 5-6 Cobng thic 5-7
10 15 20 10 15 20 10 15 20
1/S—S 44 45 45 45 45 44 46 46 47
S—N 4 3 3 3 3 4 2 2 1
N—N 61 61 61 61 61 61 61 61 61
N—S 0 0 0 0 0 0 0 0 0

SR 91.67%| 93.75%| 93.75%| 93.75%| 93.75%| 91.67%| 95.83%| 95.83% 97.92%
SP 100.00%| 100.00%| 100.00%| 100.00%| 100.00%| 100.00%)| 100.00%| 100.00%| 100.00%

TCR 12 16 16 16 16 12 24 24 48
9S—S 44 45 45 44 44 44 45 46 47
S—N 4 3 3 4 4 4 3 2 1
NoN 61 61 61 61 61 61 61 61 61
N-S 0 0 0 0 0 0 0 0 0

SR 91.67%| 93.75%| 93.75%| 91.67%| 91.67%| 91.67%| 93.75%| 95.83% 97.92%
SP 100.00%| 100.00%| 100.00%| 100.00%| 100.00%| 100.00%]| 100.00%]| 100.00%| 100.00%

TCR 12 16 16 12 12 12 16 24 48
999|S—S 43 43 43 43 43 43 45 45 47
S—N 5 5 5 5 5 5 3 3 1
N—N 61 61 61 61 61 61 61 61 61
N—S 0 0 0 0 0 0 0 0 0

SR 89.58%| 89.58%| 89.58%| 89.58%| 89.58%)| 89.58%| 93.75%| 93.75% 97.92%
SP 100.00%| 100.00%| 100.00%| 100.00%| 100.00%| 100.00%]| 100.00%| 100.00%| 100.00%
TCR 9.6 9.6 9.6 9.6 9.6 9.6 16 16 48

Bang 5-1 Két qua kiém thirphan leai email bing phwong phap phan leai Naive Bayesian trén
kho ngir liéu PU1
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Hinh 5-2 Lwgc dd so sanh céc chi s6 spam recall (SR) va spam precision (SP) theo sb token thir
nghiém trén kho ngir ligu PU1 véiredng thue5-7 (I =9)
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Hinh 5-3 Lugc dd chi s TCR theo sb token thir nghiém trén kho ngir liéu PU1 véi cong thirc 5-7

(1 =9)
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v Két qua kiém thir trén PU2:

Coéng thic 5-5 Coéng thic 5-6 Coéng thuc 5-7
10 15 20 10 15 20 10 15 20
1S—S 7 8 9 7 8 8 8 9 5
S—N 7 6 5 7 6 6 6 5 9
N—N 57 57 57 57 57, 57 57 57 57
N—S 0 0 0 0 0 0 0 0 0

SR | 50.00% 57.14%| 64.29% 50.00% 57.14% 57.14% 57.14%| 64.29% 35.71%
SP 1100.00%| 100.00%] 100.00%100.00% 100.00% 100.00% 100.00%] 100.00%]| 100.00%

TCR 22.333333 2.8 22.333333]2.3333332.333333 2.81.555556
9S—S 7 8 8 7 8 8 8 8 5
S—N 7 6 6 7 5 6 6 6 9
N—N 57 57 57 57 57 57 57 57 57
N—S 0 0 0 0 0 0 0 0 0

SR | 50.00% 57.14%| 57.14% 50.00% 61.54% 57.14% 57.14%| 57.14%| 35.71%
SP 1100.00%| 100.00%] 100.00%100.00% 100.00%, 100.00% 100.00%] 100.00%]| 100.00%

TCR 22.333333]2.333333 2 2.6/2.3333332.333333|2.333333|1.555556
999S—S 7 8 8 7 6 7 8 5 5
S—N 7 6 6 7 8 7 6 9 9
N—N 57 57 57 57 57 57 57 57 57
N—S 0 0 0 0 0 0 0 0 0

SR | 50.00% 57.14%| 57.14% 50.00% 42.86% 50.00% 57.14%| 35.71% 35.71%
SP  |100.00% 100.00%] 100.00%100.00% 100.00% 100.00% 100.00%] 100.00%]| 100.00%
TCR 22.333333]2.333333 2 1.75 2/2.333333|1.555556|1.555556

Bang 5-2 K ét qua kiém thir phan lgai email bing phuong phap phan leai Naive Bayesian trén kho
ngir liéu PU2
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Hinh 5-4 Lwgc dd so sanh céc chi s6 spam recall (SR) va precision (SP) theo sb token thir
nghiém trén kho ngir ligu PU2 véi cd 5( =9)

10 15 20 Sd token

Hinh 5-5 Lugc dd chi s6 TCR theo sb token thir nghiém trén kho ngir ligu PU2 véi cong thic 5-5
(I =9)
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v Két qua kiém thir trén PU3:

Cobng thirc 5-5 Coéng thic 5-6 Coéng thic 5-7
10 15 20 10 15 20 10 15 20
1S—S 169 168 168 167 169 165 165 172 170
S—N 13 14 14 15 13 17 17 10 12
N—N 228 228 227 228 228 229 226 222 224
N—S 3 3 4 3 3 2 5 9 7

SR 92.86% 92.31%| 92.31% 91.76% 92.86%| 90.66% 90.66% 94.51% 93.41%
SP 98.26%| 98.25%| 97.67% 98.24%) 98.26%| 98.80%| 97.06% 95.03% 96.05%
TCR | 11.37510.7058810.11111]10.11111] 11.3759.578947|8.272727/9.578947/9.578947

9S—-S 167 168 168 164 166 163 165 171 170

S—N 15 14 14 18 16 19 17 11 12
N—N 229 228 227 228 229 229 227 222 225
N—S 2 3 4 3 2 2 4 9 6

SR 91.76%| 92.31%| 92.31% 90.11% 91.21%| 89.56%| 90.66% 93.96% 93.41%
SP 98.82% 98.25%| 97.67% 98.20% 98.81%| 98.79%| 97.63% 95.00% 96.59%
TCR |5.5151524.439024 3.64/4.044444/5.35294114.9189193.4339621.9782612.757576

999S5—-S 163 163 165 160 156 156 163 168 169

S—N 19 19 17 22 26 26 19 14 13
N—N 229 229 229 229 229 229 227 225 225
N—S 2 2 2 2 2 2 4 6 6

SR 89.56%)| 89.56%| 90.66% 87.91%) 85.71%| 85.71% 89.56% 92.31% 92.86%
SP 98.79% 98.79%| 98.80% 98.77%| 98.73%| 98.73% 97.60% 96.55% 96.57%
TCR /0.090233|0.0902330.0903230.090099/0.089921/0.089921] 0.04533/0.030293/0.030298

Bang 5-3 Két qua kiém thir phén leai email bing phwong phap phan leai Naive Bayesian trén
kho ngir liéu PU3
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Hinh 5-7 Lugc dd chi s TCR theo sb token thir nghiém trén kho ngir liéu PU3 véi cong thirc 5-6
(I =9)
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v Két qua kiém thir trén PUA:

Céng thrc 5-5 Céng thrc 5-6 Céng thc 5-7
I 10 15 20 10 15 20 10 15 20
1/S—S 46 46 46 43 42 41 50 48 46
S—N 11 11 11 14 15 16 7 9 11
N—N 57 56 57 57 57 57 56 56 57
N—S 0 1 0 0 0 0 1 1 0

SR 80.70%) 80.70%| 80.70%| 75.44%| 73.68%| 71.93%| 87.72%| 84.21%| 80.70%
SP 100.00%| 97.87%]| 100.00%| 100.00%]|100.00%)|100.00%| 98.04% 97.96%]| 100.00%

TCR |5.181818 4.75|5.181818|4.071429 3.8] 3.5625 7.125 5.7/5.181818
9IS—-S 46 46 45 42 41 38 49 46 45
S—N 11 11 12 15 16 19 8 11 12
N—N 57 56 57 57 57 57 56 55 57
N—-S 0 1 0 0 0 0 1 2 0

SR 80.70%) 80.70%| 78.95%| 73.68%| 71.93%| 66.67%| 85.96% 80.70%| 78.95%
SP 100.00%| 97.87%]| 100.00%| 100.00%]|100.00%|100.00%| 98.00%, 95.83%]| 100.00%

TCR |5.181818 2.85 4.75 3.8 3.5625 3] 3.352941| 1.965517 4.75
999|S—S 43 43 42 41 37 35 47 45 44
S—N 14 14 15 16 20 2 10 12 13
N—N 57 57 57 57 57 57| 56 57 57
N—-S 0 0 0 0 0 0 1 0 0

SR 75.44%) 75.44%| 73.68%| 71.93%| 64.91%| 94.59%| 82.46%| 78.95%| 77.19%
SP 100.00%| 100.00%)| 100.00%| 100.00%]| 100.00%|100.00%| 97.92% 100.00%]| 100.00%
TCR |4.071429/4.071429 3.8 3.5625 2.85 18.5/0.056492 4.75/4.384615

Bang 5-4 Két qua kiém thir phan leai email bing phwong phap phan leai Naive Bayesian trén
kho ngir liéu PUA
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Hinh 5-8 Lwgc dd so sanh céc chi s6 spam recall (SR) va spam precision (SP) theo sb token thir
nghiém trén kho ngir ligu PUA véi congthiac 5-5 (1. =9)

S0 token
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Hinh 5-9 Lwgc dd chi s TCR theo sb token thir nghiém trén kho ngir ligu PUA véi cdng thirc 5-5
(I =9)
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Nhan xét :két qua kiém thir trén céc kho ngir liéu PU lakha tét, hiéu
qua phan loai gitta cac cdng thic 1a khdng qua khéc biét, vai cach chon
| =9va | =1 hiéuqua hon véi | =999, theo ching t6i thi kho ngir liéu
khong |én 1am nén sir dung | =999 thi khdng hiéu qua bang. Vé cach chon
so token, hiéu qua phan loai khi chon s token 1410, 15 hay 20 ciing khéng

khéac biét lam.

5.2.2 The nghiém vé&i kho ngirliéu email chir :

5.2.2.1 Kich ban kiém thir:

Sau khi da thir nghiém véi kho ngit liéu sH, chiing tdi chon mot bo
(1, n, W) dékiém thur véi kho ngit liéu email chit.

Chuing t8i thir nghiém véi bo dir lieutl = 9,85 token 1415, trong s
non-spam 1a 2.

Ngit liéu hoc vakiém thir &' day gom ngir liéu email 1a email van ban
tron (text/plain), vangi liéu email html. Ngir liéu email van ban tron c6 s
email ding dé huan luyén |1a:517 email non-spam, 528 email spam. Ngit
lidu dung dé kiém thir gom 98 email spam, 100 email non-spam. Ngit liéu
email html c6 s email ding dé huan luyén 12 141 email non-spam, 155
email spam; sd email dung dé kiém thar 1250 email spam, 50 email non-

spam.

5.2.2.2 Két qua kiém thir:
Ngt liéu email van ban tron:

Ngix liéu hoc :sb email spam :517, sb email non-
spam:528

Ngir liéu kiém thir :sb email spam :98, sb email non-
spam :100

Ngi liéu email html, sb email kiém thi :Spam =50, non-spam=50
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Cong thirc 5-5 [Codng thirc 5-6 |Cong thirc 5-7

TEXT S-S 96 94 96

S—N 2 4 2

N—N 99 99 99

N—S 1 1 1

SR 97.96% 95.92% 97.96%

SP 98.97% 98.95% 98.97%

TCR 32.66667 19.6 32.66667
HTML S-S 32 24 23

S—N 18 26 27

N—N 50 50 50

N—S 0 0 0

SR 64.00% 48.00% 46.00%

SP 100.00% 100.00% 100.00%

TCR 2.777778 1.923077 1.851852

Bang 5-5 Két qua kiém thir phan lgai email bing phwong phap phan leai Bayesian trén kho
ngir li¢u email chir

Két qua thuc hién voi ngir liéu email van ban (text/plain) kha tét, cac chi
sb spam recall, spam precision kha.cao, tuy nhién thuc hién vai kho ngi
ligu email html thi chi s spam recall khéng dugc cao trong khi chi s
spam precision van tot. Két qua nay.mot phan vi kho ngir liéu email html
cua ching téi khéng dugc lén lam, sb lwong email html ding dé huan
luyén tuong dbi it..Email html c6 dac diém landi dung ciand hau hét 1a
céc thé html, nhiing thé html nay khéng cung cap duoc nhiéu thong tin
trong viéc phan loai,-ndi dung chir that sy tuong déi it, diéu nay ciing anh

huong dén két qua thuc hién caathuat téan Naive Bayesian

5.3 Wu = nhwoc diém cta phwong phap phan loai Naive

Bayesian:

5.3.1 Uu diém :
Mot wu diém caabo loc Bayes 1ané cho phép hoc spam. Nghia |3, khi co
maot email spam vyot qua duoc bo loc thi ngudi ding co thé danh dau
spam cho email d6 vabo loc s€ tu phéan tich email spam do va cap nhat
thém vao kho ngtr liéu spam.

Hi¢u qua phan loai lakhé cao
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Thoi gian huan luyén nhanh, theo Charles Elkan [16] véi € mau huan
luyén vasd thugc tinn 1a f thoi gian can thiét dé huan luyén phan loai
Naive Bayesian 1a ham tuyén tinh O(ef), khdng co thuat téan may hoc ndo
co thé khao sét vai ciing dir liéu huan luyén d6 nhanh hon Naive Bayesian
Ngoai nhitng bo loc dugc xay dung sin duatrén kho ngir liéu email c6
trugc, thi véi méi nguoi ding s& ¢ bo loc riéng dugc xay dung dya trén
kho ngtt liéu hoc email caa chinh ho. Do d6, viéc dua spam vuot quaduoc
b loc x8y dung sin thi khéng chic land cd thé vuot quaduoc bd loc caa

tirng nguoi ding cu thé.

5.3.2 Khuyét diém :
Khuyét diém cia phuong phép phan loai Bayes chinh laviéc phai huin
luyén cho n6
Khuyét diém tht hai 1ahiéu qua phan loai phu thudc vao kho ngir liéu
huan luyén ban dau, néu ngix liéu khéng du 16n, két qua phan loai s3 bi
anh huong.

Dir liéu d& qua huan luyén 1akha nhiéu, 1am ting dung luong luu trir.

62



Chwong 6 : PHWONG PHAP ADABOOST
VA PNG DUNG PHAN LOAI EMAIL

63



Thuat todn Adaboost (Adaptive Boost)[15], duoc gidi thiéu lan dau vao nam
1995 boi Freund va Schapire [10],[11], lamot trong cac thuat toan theo phuong
phap Boosting. Boosting 1a mét trong c&c phuong phép méi nhat dugc dé xuat ding
dé nang cao kha nang du doén ding [12]. Boosting dugc p dung trong céc bai toan
phan loai vahoi qui. Boosting két hop cac luat “yéu * (weak rule) co do chinh xéac
du doén thap dé cho ramot luat cd d6 chinh x&c du doén cao [12]. Théng thudng
mdi mot luat yéu 1a mot luat don gian, cé thé dwavao d6 dé du doan dbi tuong duoc
xét thudc vé loai ndo, tuy nhién do chinh xé&c cia du doan 1akhéng cao. Cac luat
yéu s3 dugc huan luyén tuan tu duatrén cac mau huan luyén rat kho du doén ding
néu chi cin ¢t vao céc luat d& co trudc. Céc thuat toan boost gom AdaBoost,
Uboost, LPBoost, LPUBoost ....0 d¢éy ching toi tap trung véo AdaBoost, va
AdaBoost tng dung trong linh vyuc phan loai van ban

6.1 Thuat toan AdaBoost :

MO ta phac thao thuat toan nhu sau:

Cho mot tap huan luyén (x,,), (%, Y5+ (X Yin)
y. 1 {-1+1} lanhan ding ciamdi x trong tap X
Véi mdit, t=1,...T
0 Xay dung ham phan phéi D, (i) tuongung i=1..m
0 Chonmot luat yéu h : X ® {-1,+1 véi I5i
e, =Pry [N(x)* y]lanhs nhat bang thi tuc WeakL earner

Ra: ham ding dé du doan H

Hinh 6-1 M6 ta thuét toan AdaBoost
Thuat todn s8 tim ramat tap cac luat yéu bang céch goi thuc hién lap di lap
lai mot thii tuc WeakLearner véi o 1an T. Nhiing luat yéu ndy s& duoc két hop

. , g
tuyén tinh lai ¢é cho ramat luat phan loai manh hon : H (X)) =a h(X). Tha tuc

t=1



WeakL earner diing dé chon raluat yéu c6 16i phan loai sai nho nhét tuong ang
trong moi buéc chay t=1, ... T, két qua lataco duogc tap luat da huan luyén gom T
luat yéu. Ldi xay rakhi H(x)? vy, thuat toan AdaBoost xay dung thi tuc
WeskLearner chon lraluat yéu sao cho tuong tng véi luat yéu duoc chon 15i sai

e duoc giam t6i da. Thuat toan tim cach duy tri mot tap céc trong sd tuong ang voi
tap mau huan luyén. Muc anh huong cia trong sd véi mau hoc i ¢ lantla D, (i)
Trong quatrinh hoc, cac trong sb s& duoc cap nhat dong. Néu phan loai sai trong sd
S8 tang |én nhan manh nhitng mau huan luyén bi phan loai sai, nguoc lai, trong sb

giam xudng [15].

6.2 AdaBoost trong phan loai van ban nhiéu 1&p

Mot trong cac linh vuc (tng dung quan trong cia thuat toan AdaBoost 1a
phan loai van ban. Trong phan loai vin ban véi nhidu16p, c6 hai thuat toén
AdaBoost mgi nhat 1a AdaBoost.MH va AdaBoost.MR, trong pham vi luan van
nay chung toi tap trung nghién ciru thuat toan AdaBoost.MH.

X ét bai toan phan loai vanban nhidu 16p (nhan ), X biéu thi tap cac van ban
vayY latap co gisgi han cac nhéan hoac 16p. Pinh nghiakich thuéc ciaY la k=]Y
|. Trong truong hop phan loai nhiéu|6p, mdi mot van ban xI X dugc gan nhiéu
nhan trong Y. Mot vidu dé thiy 1a phan loai tin tic lamot dang phan loai van ban
nhiéu 16p, mdi mattin cothé pht hop véi nhiéu 16p, chang han mot tin c6 thé thuoc
vé nhiéu loai nhu tinxa hoi, kinh té, van hoa.. Nhu vay mdi mau s3 duoc gan nhan
[amot cap (X,Y) voi YI Y lamot tap cac nhdn dugc gan cho x.

Véi Yl Y, dinhnghia Y[l] choll Y la

Y[l]= +1néull Y

-1néu 1Y
Phan loai nhiéu 16p ¢ ddy latim cach xép hang cac nhan max cé thé cd.Muc dich
cuaviéc huan luyén lathu duoc mot ham f: X° Y® R sao cho véi mdi van ban x,

nhitng nhén trong Y s& dugc sip xép theo thir tu f (x,.). Nhu vay, néu
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f(x,1,)> f(x,l,) thi I, dwocxem laco thir hang uu tién xép loai cao hon 1,. Thuat

todn huan luyén duoc xem la thanh cdng néu véi mdi x co tap nhan twong ang 1aY

thi thuat toan s& xép hang c&c nhan trong Y cao hon céac nhan khong c6 trong Y

Thuat toan AdaBoost MH phan loai van ban nhiéu 1ép :

Cho Slatap mau hudn luyen ((%,Y,),(X,,Y,) - (%, Y ) V6i X T X vay i
Y. O mdi budc thuc hién t, tha tuc WeakL earner s& chon mét luat yéu h: X
" Y® R,dau caah(x, 1) cho biét nhan | duoc gén hay khdng gan cho x, con giatri |

h(x, )] dugc xem lado tin cay ciady doan

Thuat todn AdaBoost MH phan loai van ban véi nhiéu 16p [14]

Cho (%,Y,),(%,Y,),eoes (X, Yo ) o % T X VAY T Y,
. . 1
Khai tao D, (i,1) =—
ol tao D,(i,l) pory

Vi mSit;l,...,T )

Huan luyén tap hoc yeu sir dung D,

Chon mot luat yéu h: X~ Y® R bang thu tuc WeakL earner
Chona,l R

Cap nhat |
D, (i,1) = ("')exp(-«zvi[llh(x,l))

Z, duoc chon sao cho D,,, laham phan phdi
T
Ra: H(x) :sign(f (x)) f (x) =aah (x)

Hinh 6-2 M6 ta thuit todn AdaBoost MH phan loai viin ban nhidu lép

o O O O

Luat yéu h duoc chon sao cho giatri Z, :ém_ a D, (i,.)exp(-a,Y [I]h (x.1))

i=1 |

nho nhat

6.3 'ng dung AdaBoost trong phan loai email:

Ba toan ching ta dang xét |a phén loai email, & day chang ta chi phén loai
email hoac laloai spam hoac laloai non-spam. Nhu vay ba toan phan loai email |a

truong hop dic biét caa phan loai van ban nhiéu 16p, khi méi mau huan luyén chi
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nhan mot nhén don — thay vi mét tap nhan. Khi d6 phan loai email véi hai 16p spam
vanon-spam tro thanh bai téan phén loai van ban nhi phan.
6.3.1 Thuat toan AdaBoost.MH trong truéng hep phéan loai nhi
phan
Xét bai todn hai 16p, mau huan luyén latap
S:{(xl,yl),(xz,yz),...,(xm,ym)} gdmmbo (x,y) dddugc gan nhan, x, lacéc
mau huan luyén thudc vé khdng gian mau huan luyén Xva y, 1 {-1, +1} lalép
hay nhan tuong ang gan véi  x,. Muc dich ciaviéc hoc 1a€o duoc mot ham H:
X® R, sao cho véi mdi mau x, dau caa H(x) cho biétdép maxthuoc vé (-1 hay
+1), vado lon [H(X)| cho biét d6 tin cay duoc du‘dodn. Mot ham nhu thé cd thé
diing cho viéc phan loai hay xép loai cac mau chuira gap.
Magia cia AdaBoost.MH trong truong hop phén loai nhi phan nhu sau:
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Thu tuc Adaboost
Vao:S= {(x, ¥}k
# Slatap mau huan luyén
# khoi tao ham phan phoi D, (Chotatcai,1<i<m)
D, (i)= U/m
Lap:véimoit: t:=1..T
Huan luyén tap hoc yéu sir dung phan b D,
Chon mat luat yéu h,:X® R dung thu tuc WeakL earner
Chona , | R,
Cap nhat D, (chotitcai, 1<i<m)

D, (i) exp(-a,y;h (x;))

D, (1) = 5

t
#7, lahé sb chuan hod (Z, duoc chon seo cho D,,, laham
#phan phbi

Hét lap

, : )
Ra luatkéthop H(x)= signg‘é a.h (x)g
t=1

Hinh 6-3 M6 ta thuét toan AdaBoost.M H phan loai nhi phan
Ban daucactrong sb D, la nhu nhau, nhung thuat todn boost cap nhit trong

s6 & mdi 1an ttheo ham mii, luat yéu h dugc chon sao cho giatri

Z =

D, (i)(exp(-a,yih(x))) dat cuctiéu.

Qs

1
=

Gi&i han 16i huan luyén sai :

.
Pat f(x) =3 ah(x), thé thi HX)=sign(f(x)), dat §p]g=1 néup ding,
t=1

nguoclai gp]g=0
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Theo (Schapire & Singer 1998)[12] , giéi han 16 huan luyén sai caahamH 14
1 .. L
—{i:H(x* y)}HE OZ
m t=1
That vay, vi D, -1 bang qui nap theo t taco :
m

ep(- & @ayih (x))
mQ, Z

D, (1) =

_epyf)
52 (1

Néu H(x)ty (co I5i xay.ra ) thi gH(x)?! y]g=1 va
Y f(x)£0 nén exp(-y, f(x))* 1

Néu H(x) =y, thi §H(x)*y]g=0

Nhu vay luén cé duoc:

gH ) 2y ]HE exp(-y, (%)) )

Két hop (1) va(2), taco gisi han trén caaldi sai
1. 1o
Zdi:HX)! v [gE—a exp(-y; f (x
“diiHOO vl 8 Py, f (X))
=&02-b.0)
i t 7]
=0z
t
Hé qua quan trong caacong thirc trén 1a: thay vi phai cuc tiéu 16i huan luyén,

tachi can cyctiéu giéi han trén z, trong mdi lan thuc hién boost, ta co thé &p dung

gioi han nay phuc vu cho viéc chon giatri a, vachon luat yéu h & mdi budc chay't
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6.3.2 Phwong phap lwa chon luat yéu :
O mdi budc chay t, luat yéu duoc lya chon sao cho 13i sai dugc cuc

tiéu, dua vao gisi han trén cia 16i sai, thay vi chon h sao cho I8i huanluyén
lanho nhat, tachon h sao cho z 1anhé nhat

Véi mdi tir w, dinh nghiaw | X twong dwong véi w co trong vin ban
x. Binh nghia luat yéu h nhu sau:
h(x) = ¢, néuwl xvah(x)=c¢néu wi x

Theo (Schapire &Singer )[14], c6 ba phuong phédp lya chon luat yéu
véi thuat todn AdaBoost MH nhu sau:

6.3.2.1 AdaBoost.MH with discrete predictions :

Véi céch thuc hignndy , ¢, (i1 {0,1}) s&.co giatri +1 hoc -1, véi mot
luat w ta co thé cuc tiéu giatri Z, bang céch sau:
bat X, ={x:wl x} va X, ={x:wi x}

Vi giatri phan phéi hién tailla Dy, ta co nhitng giatri tuong tng Véi
mdi jT {04 vavéi mdi bl {=1,+1} nhu sau:

W =g D) &x T X, Uy, =bgl

i=1

Nhu vay W' latrong sb, ang véi phan phdi D, caa mau huan luyén
trong tap X, (ji {0.3}) thuoc vé loai b(bT {-1,+1}).

Thiétlap c, :sign(W+j - vv_J')

Pat = g W/ -W'|

ir{o3
(Schapire &Singer, 1998 )[12] chi rarang dé cuc tiéu giatri z,, ta

chon
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Dan dén z, =+/1- r?
6.3.2.2 AdaBoost.MH with real -value predictions:
Khac véi thuat toan AdaBoost vira trinh bay, & déy c; (ji {0.1}) co
giatri thuc chir khdng nhu phurong phdp virandi la ¢ (i1 {0.1})co giatri la

+1 hogc -1. Dé cuctiéu giatri Z,, giatri ¢, (jT {0,3}) véi mdi luat duoc

tinh nhu sau:
Theo (Schapire & Singer,1998) [12],Z, dat gia'tri cuc tiéu néu chon

1 a6

Cj =—|ng 7T

2 W
Thiétlap a, =1, suyra Z, =2 § JwWwi

ir{oy

Nhu vay, luat yéu b dugc chonsao cho giatri =2 § AR
it{o3

nho nhat, con a, trong truong hop nay lal

Tuy nhién, cac giatri'W,,W! c6 thé rat nho hay bang 0, diéu ndy s&
dan dén cac giatri ¢, (jT{0.1}) co giatri rat I6n hay v6 han.Trong thuc té
nhitng gié tri ndy co'thé gay ra c&c van dé phic tap trong tinh toén, gay tran
sb. Theo (Schapire & Singer)[14]dé gisi han cac giatri ¢, (j1{0,3) khong

qualsn, ¢ (1 {0.1) st dugc tinh nhu sau :

1 _aW! +ed

Cj=—|ng ] =

2 W' tegy
Véie=L
m
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6.3.2.3 AdaBoost.MH with real -value predictions and abstainings

Thuat toan AdaBoost voi giatri du doan thuc (AdaBoost. MH with
real -value predictions) gan mot giatri biéu thi do tin cay trong ca hai
treong hop luat xuat hién hay khdng. Nhu vay nd ngam cho rang mot luat
khdng thoa trong van ban ciing chira dung théng tin vé loai ciiavan ban
d6.Taco thé loai bo gia thiét ndy vaép luat yéu khong nhan giatri gi khi
luat khdng thoa van ban. Biéu ndy duoc thuc hién mot cach don gian chi
bang céch gan cho mdi luat yéu giatri do tin cay 1a 0 néu khdng thoa van
ban.

Véi mot luat h, thuat toan s& cho gid tridu dodn ¢, véi nhirng van
ban (¢ day la email ) thoa luat h, véi cac van ban con lai, gia tri du doan
¢, S8 O giatri 1a0.Do do, luat h s3 khdng coitéc dung gi dén viec phan loai
néu van ban khéng thoa.

Thiétlap a, =1

Xem W, = § D,(i) latrong'sd ciatit ca cac van ban khong thoa h
i1 X,

Theo (Schapire & Singer, 1998 )[12].thi
Zt :V\/O+2 é ANJ\N_]
it{o
Nhu vay & mdi bugc chay t, luat yéu duoc chon sao cho

Z, =W, +2 3 W)W/ nhé nhat Mot uu diém ciia phuong phap ndy so véi
i{o3

cé&ch thuc hién trude l1a cai thién tée do thuc hién, thuc té toc do thuc hién
cua phuong phdp nay nhanh hon 15% so vai phuong phép thuc hién theo
thuat toan. AdaBoost.MH with rea -value predictions.
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Chwong 7 : THUC HIEN VA KIEM THW
PHAN LOAI EMAIL DA TREN PHUONG
PHAP ADABOOST
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7.1 Cai dat bé phan loai email dwa trén phwong phap
AdaBoost:
Chuing t6i tién hanh cai dat bo phan loai email dyatrén thuat toan AdaBoost
véi ba céch
@ Cach 1 : cai dat theo thuat toan AdaBoost MH With Discrete Value
Prediction

@ Cé&ch 2: ca dat theo thuat todn AdaBoost MH With Real Vaue
Prediction

Sau khi thyc hién, ching toi luu lai T luat d& dugc chon dé phan loai cho cac
mau mai

Chuing t6i xay dyng mot cau trdc di lidu luat nhu sau

Struct rule
{
Token :chudi My token
c,:50 thuc /lgiatri cua luat khi token khdng co trong
/lemail duoc xét
c,:sH thue /I giatri cua luat khi token c6 trong email
/lduoc xét
}

7.1.1 Tap huan luyén mau va tap nhan :

Tap huan luyén mau chinh |a cac email spam vaemail non-spam dugc
dung dé huan luyén, tap nhan laY={-1,+1}, ¢ day chiing tdi qui dinh -1 la spam

va+1 lanon-spam
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7.1.2 Xay dwng tap luat yéu ban dau :

Véi mdi token® w , dinh nghfaw I x trong duong véi w c6 trong email
x.Dinh nghialuat yéu h nhu sau:

h(x) =¢ néuwl xva h(x)=c, néu wi x

Chuing t6i tién hanh cai dat thir nghiém thuat toan AdaBoost vai hai céch
khéc nhau, do d6 tuong g véi méi cach, céch lay giatri ¢, va ¢, khéc nhau,
céc giatri c,, ¢,ma h(x) co thé nhan duoc tinh nhu dAn6i ¢ cac muc 6.3.2.1 va
muc 6.3.2.2.

S6 lwong chatap luat yéu dugc ding dé huan luyén theo nguyén tic 1a
khéng han ché, nhu vay ching ta co thé |4y tat ca cac token trong tap hoc. Tuy
nhién, ching toi nhan thay dé 1ay hét tat ca cactoken thirat mat thoi gian vatéc
d6 huan luyén ciing cham di, vi thé ching t6i-¢hi chon ramot s céc token thoa
man mot tiéu chi nao d6 dé xay dung Juat yéu. Mdi luat yéu dugc chon nhu sau
:chling t6i duyét qua tat ca cac mau hoc, tinh s 1an xuét hién cia méi token,
nhitng token co sb 1an xuat hién [én hon mot gid tri ngudng ndo do (duoc qui
dinh ) s& duoc lya chon, viéc lwachon ngudng dé quyét dinh luat co duoc chon
hay khoéng tuy thugcvao kho ngir liéu hoc. Chang téi chiathanh hai tap riéng,
mot tap gom céc token xuat hién trong cac email spam, tap kiagom cac token
xuat hién trong email non-spam.Céch xay dyng tap luat yéu nhu vay lam giam
dang ké $6 luat can xét Khi huan luyén, chiing t6i s8 quyét dinh sb lwong céc
luat yéu can.chon, khi d6 chling tdi s chon tap luat yéu bang céch 1an lugt chon
mot token chura co trong tap duoc chon tir tap cac token spam, rdi lai chon mot
token chua cé trong tap duoc chon tir tp cac token non-spam cho dén khi da sb
lwong yéu cau

Pé thyc hién viéc duyét cac token vatim kiém mot token vai toc do

nhanh, twong ty nhu thyc hién thuat todn huan luyén Naive Bayesian chiing toi

8 Xem dinh nghiatoken & muc 5.1.1
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ciing xay dung bang bam tuong ty nhu bang bam d& dugc sir dung ¢ cach thuc
hi¢n theo phuong phap Naive Bayes an.

7.1.3 Tha tuc WeakLearner chon luat yéu:
Thii tuc WeakL earner dugc xay dung nham tim luat yéu h nhu sau :
chon luat yéu h & budc chay t sao cho Z, nhé nhat, cach chon Z, vaa, da

duoc dé cap ¢ cac muc 6.3.2.1va 6.3.2.2

7.1.4 Phan loai email :

Khi nhan duoc mot email x, chiing toi s tién hanh so khop cac luat tir
kho ngir liéu céc luat dugc chon sau qua trinh huanduyén , tir dé.tinh giatri f(x),
néu f(x) >0 (clng dau véi +1 ) ching t6i cho email d6 lanon-spam, nguoc lai

(cuing dau véi -1) chiing téi cho email d6 la.spam.
7.2 Thte nghiém hiéu qua phéan loai :

7.2.1 Thee nghiém véi kho ngir liéu pu:
7.2.1.1 Kich ban kiém thtv:

V6i mdi phién ban AdaBoost da cai dat, ching toi chon tap luat yéu
véi s lugngla 2500 luat, nhirng luat duoc xem laang cir vién néu sb 1an
xuat hién caatoken Ion hon hay bang 10 1an. Néu sd luat yéu ban dau
khdng da 2500, ching toi & 14y tat ca sb san ¢6.Chung toi thir nghiém véi
T lan luotlas, 10, 50, 100, 200 va 500.

Chuing t6i lan luot kiém thir véi cac pu, véi mdi pu, ching toi cho hoc
tir part 1- dén part 9. Pbi vai viéc kiém thir chiing toi kiém thir trén kho

ngit liéu chuaduoc huan luyén lapart 10 caiamdi pu

7.2.1.2 Két qua kiém thir:
Chuing t6i trinh bay két qua kiém thir véi T=500, vé chi tiét két qua

kiém thir, xem phan phu luc
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v Két qua thyc hién kiém thir véi thuat toan ADaBoost with red value

predictions
Ngir lieu[Sé email hoc  |S6 email kiém thiiS->S|S->NN->NN->S|SR SP
SpamNon-spam|Spam [Non-spam
PU1 432 549 48 61 48/ 0 58  3100.00%| 94.12%)
432 549 432 0 549  0[100.00%]100.00%
PU2 126 513 14 571 12 2 56 1| 85.71%| 92.31%)
126 513 126| 0 513  0[100.00%]100.00%
PU3 1638 2079 182 231 176 6| 216 15| 96.70%| 92.15%
1638 207911638 0/2079  0/100.00%]100.00%
PUA 513 513 57 57| 56 1 38 19 98.25%| 74.67%
513 513 513] 0 513 0{100.00%]100.00%

Bang 7-1 Két qua thir nghiém phan loai email véi ngir liéu s6.PU bang thuit toan AdaBoost
with real -value predictions

v Két qua thyc hién kiém tha véi thuat toan ADaBoost with discrete

predictions
Ngi liéu/Sé email hoc  |S6 email kiém thiiS->S|S->NIN->NIN->S|SR SP
SpamNon-spam|Spam [Non-spam
PU1 432 549 48 61 46 2| 57 4{ 95.83%| 92.00%
432 549 432 0| 549 0[100.00%]100.00%
PU2 126 513 14 57| 13 1 57 0| 92.86%|100.00%
126 513 126 0 513 0{100.00%]100.00%
PUA 513 513 57 57| 53 4 45 12| 92.98%| 81.54%
513 513 513 513 513 0 513 0{100.00%]100.00%
PU3 1638 2079 182 231 173 9 216/ 15 95.05%| 92.02%
1638 20791624 142074 5 99.15%| 99.69%

Bang 72 Két qua thir nghiém phan loai email véi ngir liéu s6 PU bing thuit toan AdaBoost
with discrete predictions

Nhan xét : theo Schapire & Singer [14], hi¢u qua phén loai cua thuat
todn AdaBoost with real value predictions cao hon ciathuat toan AdaBoost
with discrete predictions, tuy nhién ¢ day tathay diéu ¢6 khéng ro rét.
Hiéu qua phan loai cia ca hai thuat toan trén cac kho ngir liéu la kha cao.
Véi thuat toan AdaBoost, 16i phan loai sai trén céc kho ngir liéu & huan

luyén s3 ngay cang giam khi T ngdy cang tang, tuong ang voi c&c chi sb
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spam recall va spam precision ngay cang ting, dudi day [abiéu do thé hién
diéu do6

120.00%

100.00%

80.00%

60.00%

40.00%

20.00%

0.00%

1 33 65 97 129 161 193 225 257 289 321 353 385 417 449 481

———

Hinh 7-1 Do thi biéu dién sir bién thién caa spam (SR) va spam precision (SP) theo T
(thuat téan AdaBoost.MH with discrete predictions)

120.000%)

100.00%
80.00%
60.00%
40.00%

20.00%

0.00%
1 31 61 91 121 151181 211 241 271 301 331 361 391 421 451 481

Hinh 7-2 Do thi biéu dién s bién thién ciia spam recall (SR) va spam precision (SP) theo T
(thuat téan AdaBoost MH with real value predictions)
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7.2.2 Thir nghiém vé&i kho ngtir liéu email chir:
7.2.2.1 Kich ban kiém thi:
Chung t6i thur nghiém hai thuat toan AdaBoost décai dat voi T dugc chon
lan luot 145, 10, 50, 100, 200, va 500.

7.2.2.2 Két qua kiém thir:
Ngit liéu email van ban tron, sb email kiém thir : Spam =98, non-
spam=100
Ngi liéu email html, sb email kiém thir :Spam =50, non-spam=50
v Két qua thuc hién kiém thtr véi thuat toan ADaBoost with real value

predictions

Ng@ liéu T=5 T=10 T=50, . T=100] © T=200,  T=500

HTML  |sas 48 48 49 49 49 49
san 2 2 1 1 1 1
NaN 49 49 49 49 49 49
Nas 1 1 1 1 1 1
SR 96.00%|  96.00%]| . 98.00%| 98.00%| 98.00%| 98.00%
sP 97.96%| 97.96%| 98.00%| 98.00%| 98.00%| 98.00%

TEXT  |sas 84 93 08 08 08 08
san 14 5 0 0 0 0
NaN 98 97 08 99 99 99
Nas 2 3 2 1 1 1
SR 85.71%| 94.90%| 100.00%| 100.00%| 100.00%| 100.00%
sP 97.67%| 96.88%| 98.00%| 98.99%| 98.99%| 98.99%

Bing 7-3 két qua thir nghiém phan loai email véi ngir li¢u email chir bing thuat toan
AdaBoost with real-value predictions

v Két qua thuc hién kiém thir véi thuat toan ADaBoost with discrete

predictions

Ng@ liéu T=5 T=10 T=50  T=100]  T=200  T=500

HTML  [sas 48 49 50 50 50 50
san 2 1 0 0 0 0
NaN 49 49 49 49 49 49
Nas 1 1 1 1 1 1
SR 96.00%| 98.00%| 100.00%| 100.00%| 100.00%| 100.00%
SsP 97.96%| 98.00%| 98.04%| 98.04%| 98.04%| 98.04%
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TEXT Sas 91 91 95 97| 96 97|
SaN 7 7 3 1 2 1
NaN 98 98 98 98 99 99
Nas 2 2 2 2 1 1
SR 92.86%| 92.86%| 96.94%| 98.98%| 97.96%| 98.98%
SP 97.85%| 97.85%| 97.94%| 97.98%| 98.97%| 98.98%

Bang 7-4 Két qua thir nghiém phan loai email véi ngir li¢u email chir bing thuat toan
AdaBoost with discrete predictions

Nhan xét : hiéu qua phan loai trén ngir liéu email |a chir cia thuat
toan AdaBoost kha tot, so véi phuong phédp phan loai Naive Bayesian thi
ADaBoost phan loai email html tot hon, hiéu qua phén loai trén email 1a

van ban tron ciing twong duong voi Naive Bayesian.

7.3 Wu — nhwoc diém cha phwong phéap phan loai AdaBoost:

7.3.1 Wu diém :

Mot wu diém caa AdaBoost giong véi phuong phép phan loai Naive
Bayes la n6 cho phép hoc cap nhat, nghiala khi mot email spam vuot qua
duoc bo loc thi nguodi dung €6.thé danh dau email d6 1a spam va huan
luyén lai bd loc

Hiéu qua phan loai la khé cao

Viéc luu trir tap luat da qua huan luyén kha gon nhe, trong khi d6 voi
phuong ph&p phan loai Naive Bayes thi dir liéu sau khi hoc lakhalén n.
Véi phuong phép phan loai Naive Bayesian, dit liéu huan luyén s& phinh
to saumdi lan huan luyén cap nhat thém, diéu nay vai céch thuc hién theo

phuong phap AdaBoost 1a khéng dang ké.

7.3.2 Khuyét diém :

Ciing giéng nhu céc phuong phap méay hoc cia phuong phép phan loai
duatrén thuat todn AdaBoost chinh la viéc phai huan luyén cho no, viéc
huan luyén hiéu qua hay khéng con phai phu thugc vao kho ngir liéu

huan luyén ban dau
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Khuyét diém thi hai 1a thoi gian huan luyén, so véi Naive Bayesian, dé
huan luyén ciing mot kho ngir liéu thi phuong phép AdaBoost can thoi
gian 1au hon rat nhiéu, theo chiing toi nhan thay thi sy chénh léch ay kha

l6n.
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Chwong 8 : XAY DUNG CHWONG TRINH
MAIL CLIENT TIENG VIET HO TROQ' PHAN
LOAI EMAIL
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8.1 Churc nang:

Chuing t6i xay dyng phan mém Mail Client véi céc chic nang chinh nhu sau:
@ Chucnang goi nhan email

@ Luu trir email teong ing vaéi tirng muc

@ Soan email

@ Xay dung s diachi

@ Locemail spam

@ Quan ly email nhu sao chép, chuyén, xda ... email

@ Vamot s cong cu hd trg khéac khéc : ...
Pé hd trg cho viéc kiém thir Mail Client ching toi xay dung chuong trinh Flood

Mail goi mail hang loat dén mot dia chi nhan n&o do.

8.2 Xay dwng bé loc email.spam :

Chung toi sir dung bo loc duatrén thuat toan hoc Naive Bayes va AdaBoost,
véi Naivé Bayes ching toi sir dung céach cai dt theo céch tinh xéc suat spam cho
mdi token dua trén so lan xuat hién trong tap huan luyén ban dau, chon sb token dé
duyét mot email 1a 15, chon | =9 do d6 ngubng phan loai email spam 1at=0.9. Vi
bo loc duatrén/AdaBoost ching tdi chon cach cai dat theo AdaBoost.MH with real
value predictions. Chung t6i xay dung thanh cac component tich hop vao chuong

trinh dudi dang cac dlil.

Chuing t6i ciing xay dung chirc nang loc email theo phuong phap BlackList
valua do nguoi ding tu dinh nghia, phuong phdp nay s& ho tro cho bo loc email

ngan chan email spam.
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8.3 T6 chirc dir liéu cho chwong trinh :

Dit liéu chuong trinh :gém noi dung cac email, cac luat do nguoi dung thiét

A

lap.

Luu trir ndi dung cac email goi vanhan : duoc luu dudi dang cac tap tin van
ban, véi mdi thu muc tuong ang nhu hop thu dén, hop thu di,.. s c6 mot tap tin luu
noi dung c&c email trong cac thu muc nay, luu trir dudi dang xml, cau tric tap tin
nhu sau :
<?ml verson=1.07
<Messagel.ist NumberUnReadMail="1">

<Message Messagel D=" ">

<From>...</From>

<To>...</To>

<Cc> ...</Cc>

<BCC>...</BCC>

<Subject>... </Subject>

<Body>...</Body>

<Date>...</Date>

<Attach>...</Attach>

<Priority>...</Priority>

<Read>...</Read>

</M essage>

</Messagel ist>

Céc thong tin lién quan dén mat email ma chdng toi luu trir gom ¢ : thuoc
tinh dinh danh email (truong Messagel D ), tiéu dé email (Subject ), dia chi nguoi
goi ( truong from ), diachi dong goi ( truong Cc), diachi ddng goi an ( truong Bee
), noi dung email ( trueong body),cd dinh kém tap tin ( truong Attach ), mirc d6 quan
trong ( Prority), ngay thang ( Date)

Céc luat do nguoi ding thiét 1ap ciing dugc luu trir dusi dang xm



Ut diém caacéch té chire dit ligu xml:

Xml lacéch luu tri dir liéu duoc to chirc véi cu tric cdy, xml dugc céc

ngdn ngix 14p trinh hién dai hd tro kha tét, nhu vay viéc thao tac vai dit liéu chuong

trinh rat thuan loi.

Xml lachuan giao tiép giita cac hé thong vai céc cach luu trir dir lidu khéc

nhau, sir dung xml tién loi cho viéc giao tiép véi hé thong bén ngodi nhu chuyén

d6i hay thu nhan théng tin.

Khuyét diém :Dir liéu duoc luu dudi dang van ban, khéng bao mat

8.4 Giao dién ngwei dung .

8.4.1 Sor d6 man hinh :

M hinth chinh

. ‘ . Min Maa
Ciic miin M Man Min Miin Winh Tith Hioh

! ! Min
Finh quin Min hinh hinh J hirth quin Iy tii gidii = Tinh
! . an v P & huin :
1§ [l"r. hinh doc gua ”'h N kbwodin ngecidi thicu figiy ¢lic
mie I'-'hllfil 1 11 Mail -"-“1_'“ eMail ding chutidng B Inc qui
emai i chi : ol dinh
email trinh spm =
Min Min - . . . Man )
Min Min - tiah Hinh M-l n Man Min Miin Min || Min ik Min
L hinh an - hue Tinh ; Tinh hink hinh hinh 4 hinh
hinh o hiak thém pAge s hinh 3 - - danh :
thém dii tén link roge i e sita dq_n tinh thf:m hiéu tao qui hlf:.‘u sichdia fip
fhat tht I‘U”_ i dia chi mét vl1.!'-‘I Kb tai chinh dinh d“".ll el b dung .
me e el ién lién lge | | chilién pin Vhod tii chia i chancll | | £ qui
lye bi xia lac n khoan email dinh uckLien) dinh

Hinh 8-1:So' @ man hinh ciia chuwong trinh

8.4.2 Mét s6 man hinh chinh :
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8 Chuangdinhiailclientditng

Taptin  Higuchinh  Hem Cdngcoy  Thu  Tr gilg

o n " i ,, e .
w 4 Kvg ‘3:-’“ Hﬂumm Hem: |T§tcé v ~ - |
Nhan thi f': the Shdiachl | Traldithe  Xoathw : Tirn kigrn
o ﬁ Hiptho Ti | Bén | Tidu g8 | Mgdy thang | Bl
& % Hép thur nhéni3) [ & duy@yahoo... <baduyki@... Happy birthday 5/15/2005 11:26:13 AM  C
=g Hip thir chura g = = .
=9 Hép thr d8 gl O duy@yahoo... <baduykt@... Happy birthday
g] Hép thur Spam | minhtrii .| baduykt@c... 5
= Hepthern [] duy@yahoo... <baduyki@e... Chuc mung sinh nhat 5/12/2005 11:50:36 AM
@l haduykt <haduykt@... Chao ban 5/12/2005 11:35:55 AM
minhtriis@ya... <baduykt@e..  Tham hoi 5/12/2005 11:50:36 A
minhtriis@ya... <baduykti@ec... [TSPAM™ Score/Req: 05.8... 51172005 11:26:12 AM L
{z} duy@yahoo....  <baduykt@@c.. Happy bithday 5/10/2005 11:26:13 AM 3
gl | 2]
Tik: minhtriisi@yahoo com
Pén: =haduykt@company. mail>
Tiéu dé: Tham hai
Suc khoe han the nao?
ol 2l
Hinh 8-2 Man hinh chinh ciaa chwong trinh Mail Client
Bang chu thich cho man hinh chinh:
Dién giai
1 Ludi hién thi danh séch cac email giri cho nguoi ding. Céc su kién
di kem:
§ Nhdp don chugt trén dong: Poc email nhanh.
§ Nhdp d@6i chudt trén dong: Poc email chi tiét.
8 Panh ddu chen trén dong: Panh dau email can xoa.
§ ¢ :Thongbdo thu c6 dinh kem.
§ : Thong bao email chuadoc.
2 Khung hién thi cay thu myc leu trir cac hop thu cianguoi dung:
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w W

§
§

Hop thee nhdn: Luu thu giri dén cho nguoi dung.

Elﬁ Hop thu chuera geri: Luu thu d& soan nhung chua guri
Hop ther da gui: Luu thu da dugc gui di.

g Hop the spam: Luu thu spam (ty dong)

B Hop thee x6a: Luu thu bi x6a bsi nguoi dung.

Khung hién thi nhanh noi dung email khi nguoi dung click chon

mot email trén ludi hién thi danh sach email.

Thanh cdng cu.

§

w w W W W W

Nhan thu: Nhan thu tir email server.

Soan thu: Soan thu méi.

S6 dia chi: Tracau sb diachi lién lac.

Tra loi thu: Soan thu tra loi.

X6athu: X6éa cac thu dugc danh diu chon.

Xem: Hién thi danh sach email trén ludi theo tiéu chi xem.
Tim kiém:=Tim kiém email theo tiéu dé /ndi dung /nguoi

goi.

Thuc don chinh.
Tap tin:

§
§

§

Tao mai thu: Soan thu mai.

Tao madi thu muc: Tao thu muc méi (hop thu mai) trén cay
thu muc.

Poi tén thu muc: Poi tén thu muc (hop thu) trén cay thu
muc.

Xo6athu muc: Xéa thu muc (hop thu) trén céy thu muc (Xoa
[ubn noi dung bén trong thu muc).

Mo thu da luu: Mo thu da leu dang tap tin (.eml)

Hiéu chinh:

§

Chon tat ca: Chon tat ca thu trén luéi hién thi thu gai cho
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nguoi dung.

§ Tim kiém: Tim kiém email theo tiéu dé& /noi dung /ngudi
goi.
§ Chuyén dén thu muc: Chuyén thu ¢én thu muc duoc chon
§ Sao chép dén thu muyc: Tao ban sao thu dén thu muc dugc
chon.
§ Xoathu: Xoathu dugc chon.
§ Xoathu trong thu muc xéa: Xoatat ca thu co trong hop thu
X0a
Cong cu:
§ S diachi: Tractu danh sachdiachi lién lac.
§ Thém lién lac: Thém lién lac maoi(tén lién lac, dia chi
email...)
§ Qui dinh (Rules): Qui dinh loc thu téi vao thu muc dinh
truac (hoac x6a).
Thu:
§ Soan thu mai: Soan thu dé gui di.
§ Tra loi thu: Tra 1oi thu dén nguoi gui thu téi.
§ . Thém qui dinh: Thém qui dinh nhan thu gui téi.
§ Chan nguoi gui: Khong nhan thu caa nguoi gui co trong
danh sach.
Tro giup:
§ Gigi thiéu: Nguoi thuc hién.
§ Huong dan: Huéng dan sir dung chuong trinh.
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Taptin - Higuchinh Xerm Cdngcu  Thu  Tro gi

3. % B 20 @6 DO P
Thietrwdc  Thur ke Spam

Nhén thi Soanthw  S6 diachi | Traldithe  Xoathw Lipu thuy
Tir: minhtriis @yahoo.com
Bén: =haduykt@eompany.mail=
Bling giti :

Tiéudd:  Tham ho

Moay A12/2006 11:50:36 A
Binh kérn:

I5uc khoe ban the nao?

2k

Hinh 8-3 Man hinh " Poc email”

Vs Bang chu thich cho man hinh “Pgc email”:

Ma Dién giai

1 Hién thi théng tin vé email.

2 Khung hién thi noi dung email.
3 Thanh cbng cu.

§ Nhan thu: Nhan thu tir email server.
Soan thu: Soan thu mai.

S6 diachi: Tra ciu sd dia chi lién lac.
Tra loi thu: Soan thu tra loi.

Xoathu: Xo6acéc thu duoc danh diu chon.

w w W W W

Luu thu: Luu thu xudng 6 ciing dang tap tin(.eml).
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Thu truge: Poc thu lién trudc.
Thu ké:Poc thu lién sau.
Spam: Pénh dau spam vuot qua bd loc (Yéu ciu hoc

spam).

Thuc don chinh.
Tap tin:

§
§
§
§

Tao méi thu:
Tao mdéi lién lac:
M¢ thu da luu:

Luu thu:

Hiéu chinh:

§
§
§
§

Tim kiém thu:
Chuyén dén thu myc:
Sao chép dén thu myc:

Xbathu: Xdathu duoc chon.

Cong cu:

§
§
§

Thu:

w w W W W

S6 dia chi;
Thém lién lac:
Qui dinh (Rules):

Soan thu mai

Tra loi thu:

Thu truoc:

Thu ké:

Luu tap tin dinh kém: Luu tap tin dinh kém trong thu
xubng dia cang.

Xoa tap tin dinh kém: Xoéa tap tin dinh kém duoc chon

trong danh sach dinh kém.
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™ Gai il

Taptin  Higuchinh Xern Cdngcu  Thu  Trg gi
\ = . ——1
(L GO thur ”a,g S6 dja chi % Binh kém w Luu thee {‘:;4}
Binh kém
& CADocuments and Settin
Tix: rinhtriis@yahoo. comm & C:ADocuments and Settin
Bén - LJ baduyktiE@@yahoo.com JJ\A/\—L
Ce: D de_tho@yahao. com;duchien@yahoo. com é 1 é
BCC: o BN
® Text O Html SMTP Server |Iocalhost |
Tiéu dé: |

| [ Kigu chi

2 !

Hinh 8:4 Man hinh géi email

v Bang chd giai cho man hinh “ Géi email”:

Ma Dién giai
1 Khung nhap théng tin vé email: gui tir dau, gui dén dau, giri cho
nhiéu nguoi (CC), giri nhiéu nguoi nhung an dia chi giri (BCC).
Chutrc nang di kem:
§ Chon diachi giri dén tir danh séch.
§ Chon danh sé&ch dja chi giri cung ldc.
§ Chon danh séch dia chi gui cung lGc (an dia chi nguoi
guri).
2 Khung soan thao email.
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Thanh cong cu.
§ Gui thu: Thyc hién gai thu ¢én nguoi nhan.
§ S diachi: Tracau sd diachi lién lac.
§ Luu thu: Luu thu xudng 6 cing dang tap tin(.eml).

§ Dinh kém: Mo vathém tap tin dinh kém.

Thuc don chinh.
Tap tin:
8 Tao thu méi:
§ Mo thu daluu:
§ Luu thu:
§ Luuméi thu: Luu lai thu xuéng dia cang véi tén maéi.
Hiéu chinh:
§ Chon tat ca: Chon tat ca ni dungvin ban (text).
Tim kiém thu:
Chuyén dén thu muc:

Sao chépdén thu muc:

w W W wWw

Kiéu chir: Chon kiéu chit cho vin ban soan.

Xem:

§ . Hieén thi'thanh cong cu: Chon hién thi hay an thanh cong

cu.
Cong cu:
§ SO djachi:
§ Thémliénlac:
Thu:
Soan thu mai:
Luu thu:

Goi thu: Giri thu dén nguoi nhan.

w w W W

thu giri di.
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Thém tap tin dinh kem: Thém tap tin dinh kem vao trong




§ Xoatap tin dinh kem:
Tro giup:

8 Gidi thiéu:

§ Huong dan:

Danh s&ch tap tin dinh kem s€ gui.
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Chwong 9: TONG KET VA HUONG PHAT
TRIEN



9.1 Cac viéc da thwc hién dworc :

Trong khoa luan nay ching t6i da trinh bay c&c huéng nghién ciru, tiép can
trong phan loai email va chong spam. Chlng t6i ciing da tap trung di sau vao
huuong tiép can phan loai email dua trén noi dung.O day ching téi trinh bay hai
phuong phép phan loai email kha mai va hiéu qua la phén loai email dya trén thuat
todn huan luyén Naive Bayes va dya trén thuat toan AdaBoost.Két qua thir nghiém
véi dir liu sb vadir liéu van ban tron lakhé hiéu qua, tuy nhién déi véi email html
thi van chua duoc nhu mong mudn, diéu ndy l1a do kho ngir liéu email html chua da
lén, mat khéc email html ¢d nhitng dic diém caariéng né maching téi chua khac

phuc dugc nhu ndi dung cha yéu la céc hinh anh.

Chling t6i ciing d& xay dung thir nghiém phan mém Mail Client hd trg loc
email. Bo loc email duoc tinh hop vao chuong trinh dugc xay dung theo nhirng
hudng da tiép can.Chuong trinh hd tro mét sd chuc nang chinh cia mét phan mém

Mail Client théng thuong nhu géi, nhan email, tim kiém, quan ly email.....

9.2 Hwéng cai tién;mé réng :

Vi thoi gian:co han, do d6 van con nhiing diéu ching téi mudn thuc hién
nhung chua thé thuc hién duoc.Dua trén nhitng két qua da dat duoc, ching toi dé

xuat nhitng huéng eai tién, mo rong cho chuong trinh
9.2.1 Vé phan loai va loc email spam:

a) Vé céch rat trich cac token :
Co thé cai tién cach lay token, thay vi cach chon token don, cd thé
chon token nhu 1amot ngir (. gom nhiéu tir) — token gom hai hay nhiéu token

don tao thanh, diéu ndy gidp viéc nhan biét chinh x&c hon.
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b) Mo rong véi email latiéng Viét thay vi chi thuc hién voi email tiéng
Anh , tuy nhién van dé phan loai email tiéng Viét c6 mot sb diém kho khan
la khéng co6 sin mot kho ngir liéu email tiéng Viét phuc vu cho viéc hoc
Thém niratiéng Viét lamot twong dbi ngdn ngir phirc tap vadadang, do do
viéc phan loai email tiéng Viét lai lién quan dén van dé tach tir (téch token ),
day laba toan phuec tap.

c)  COthé xay dung bd loc thanh cac phan mém riéng ré vatich hop
(plug in ) vao c&c phan mém email Client hién c6 nhu Outlook Express,
Mozzila ThunderBird.

d) Ap dung bd loc email tai mic Server, ngan.chan email spam ngay tai
céc Server emall.

€)  COthé sir dung két hop hai bo loc theothai phuong phap Naive
Bayesian va AdaBoost, khi d6 viéc xay dungtap luat yéu dung dé chon loc
ban dau co thé dya vao nhirng token cd x4c suat spam cao va xac suit non-

spam thap tir dir liéu huan luyén cia Naive Bayesian.

9.2.2 Vé chwong trinh Mail Client:
Chuong trinhrhién chi méi dugc xa@y dung vai mot vai chirc nang

chinh, van con nhiéu han ché. Vi mong muén xay dung hoan thién mot
phan mém Mail Client-hd tro tiéng Viét thi bén canh viéc hoan thién nhitng
cé daco ,ehling toi du dinh xay dung thém mot s chic nang:

@ HO6 trg bao mat : dir liéu cia chuong trinh duoc luu dang tap tin
van ban, diéu d6 khdng bao mat. CO thé cai tién dicu nay bang
cach ma hoatap tin, luu dudi dang nhi phan

@ H0 tro nhiéu tai khoan (Account) trén MailClient, hién tai

chuong trinh chi hd tro mot tai khoan .
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Phu luc
Phu luc 1 : Két qua thir nghiém phan loai email bang
phwong phap Bayesian v&i kho ngir liéu hoc va kiém
thar pu

z
A

K é qua thir nghiém nhan trong sé non-spam W=1:

K é qua thir nghiém véi PU1:

Coéng thic 5-5 Cong thc 5-6 Coéng thic 5-7
I 10 15 20 10 15 20 10 15 20
1|S—S 47 47 48 47 48 48 48 48 48
S—N 1 1 0 1 0 0 0 0 0
N—N 60 60 60 60 60 59 59 59 59
N—S 1 1 1 1 1 2 2 2 2

SR | 97.92%| 97.92%| 100.00%| 97.92%|100.00%| 100.00%]| 100.00%| 100.00%| 100.00%
SP 97.92%| 97.92%| 97.96%)| 97.92%| 97.96%| 96.00%| 96.00%)| 96.00%| 96.00%

TCR 24 24 48 24 48 48 24 24 24
9|S—S 47 47 48 47 48 48 48 48 48
S—N 1 1 0 1 0 0 0 0 0
N—N 61 61 60 60 61 60 59 59 59
N—S 0 0 1 1 0 1 2 2 2

SR | 97.92%| 97.92%| 100.00%| 97:92%|100.00%| 100.00%]| 100.00%| 100.00%| 100.00%
SP |100.00%|100.00%| 97.96%| 97.92%|100.00%| 97.96%| 96.00%| 96.00%| 96.00%

TCR 48 48|5.333333 4.8| #DIV/0! |5.333333|2.666667|2.666667|2.666667
999/S—S 47 47 48 46 47 48 48 48 48
S—N 1 1 0 2 1 0 0 0 0
N—N 61 61 60 61 61 60 59 59 60
N—S 0 0 1 0 0 1 2 2 1

SR | 97.92%| 97.92%| 100.00%| 95.83%| 97.92%| 100.00%]| 100.00%| 100.00%| 100.00%
SP }100.00%|100.00%| 97.96%|100.00%|100.00%| 97.96%| 96.00%| 96.00%| 97.96%
TCR 48 48|0.048048 24 48|0.048048|0.024024/0.024024/|0.048048
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K é qua thir nghiém véi PU2:

Coéng thuc 5-5 Céng thuc 5-6 Céng thac 5-7
I 10 15 20 10 15 20 10 15 20
1S—-S 9 10 11 10 10 13 11 11 11
S—N 5 4 3 4 4 1 3 3 3
N—N 56 57 57 57 57 57 56 56 56
N—S 1 0 0 0 0 0 1 1 1

SR 64.29%| 71.43%| 78.57%| 71.43%| 71.43%| 92.86%| 78.57%| 78.57%| 78.57%
SP 90.00%|100.00%] 100.00%]| 100.00%|100.00%|100.00%| 91.67%| 91.67%| 91.67%

TCR |2.333333 3.5|4.666667 35 3.5 14 3.5 3.5 3.5
9S—S 9 9 11 10 10 12 11 11 11
S—N 5 5 3 4 4 2 3 3 3
N—N 56 57 57 57 57 57 56 56 56
N—-S 1 0 0 0 0 0 1 1 1

SR 64.29%)| 64.29%| 78.57%| 71.43%| 71.43%)| 85.71%| 78.57%| 78.57%| 78.57%
SP 90.00%]|100.00%] 100.00%]| 100.00%|100.00%|100:00%| 91.67%| 91.67%| 91.67%

TCR 1 2.8|4.666667 35 3.5 7|11.166667|1.166667|1.166667
999/S—S 9 9 10 8 10 10 11 11 11
S—N 5 5 4 6 4 4 3 3 3
N—N 56 57 57 57 57 57 56 56 56
N—S 1 0 0 0 0 0 1 1 1

SR 64.29%)| 64.29%| 71.43%| 57.14%| 71.43%| 71.43%| 78.57%| 78.57%| 78.57%
SP 90.00%]100.00%] 100.00%]| 100.00%|100.00%|100.00%| 91.67%| 91.67%| 91.67%
TCR ]0.013944 2.8 3.5|2.333333 3.5 3.5/0.013972|0.013972|0.013972
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K é qua thir nghiém véi PU3:

Cobng thirc 5-5

Cobng thuc 5-6

Céng thac 5-7

I 10 20 10 15 20 10 20
1/S—S 177 178 178 179 178 174 178
SN 5 4 4 3 4 8 4
NN 215 206 214 206 207 215 208
N-S 16 25 17 25 24 16 23
SR | 97.25% 97.80%| 97.80%)| 98.35%| 97.80%| 95.60% 97.80%
SP 91.71% 87.68%| 91.28%)| 87.75%| 88.12%| 91.58% 88.56%
TCR |8.666667 6.275862/8.666667 6.5 6.5/7.583333 6.740741
9SS 175 178 178 178 178 173 178
SN 7 4 4 4 4 9 4
NN 218 211 218 212 209 216 208
N-S 13 20 13 19 22 15 23
SR | 96.15% 97.80%| 97.80%| 97.80%| 97.80%| 95.05% 97.80%
SP 93.09% 89.90%| 93.19%| 90.36%| 89.00%| 92.02% 88.56%
TCR (1.467742 0.98913|1.504132 1.04/-.0.90099|1.263889 0.862559
999S—S 173 177 175 175 177 172 177
SN 9 5 7 7 5 10 5
N—N 222 216 222 218 215 219 215
N-S 9 15 9 13 16 12 16
SR | 95.05% 97.25%| 96.15%)| 96.15%| 97.25%| 94.51% 97.25%
SP 95.05% 92.19%| 95.11%| 93.09%| 91.71%| 93.48% 91.71%
TCR |0.020222 0.012141{0.020227|0.014006|0.011383(0.015169 0.011383
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K & qua thir nghiém véi PUA:

Coéng thec 5-5

Coéng thrc 5-6

Céng thrc 5-7

| 10 15 20 10 15 20 10 15 20
1S—S 57 56 56 56 56 55 56 56 56
S—N 0 1 1 1 1 2 1 2 1
N—N 55 53 54 56 55 55 54 54 53
N—-S 2 4 3 1 2 2 3 3 4
SR [100.00%| 98.25%)| 98.25%| 98.25%| 98.25%| 96.49%| 98.25%| 96.55%| 98.25%
SP 96.61%)| 93.33%| 94.92%| 98.25%| 96.55%| 96.49%) 94.92%| 94.92%| 93.33%
TCR 28.5 11.4 14.25 28.5 19 14.25 14.25 11.6 11.4
9S—-S 56 56 56 54 55 55 55 55 55
S—N 1 1 1 3 2 2 2 2 2
N—N 56 53 54 56 55 55 54 54 53
N—-S 1 4 3 1 2 2 3 3 4
SR 98.25%)| 98.25%| 98.25%| 94.74%| 96.49%| 96.49%)| 96.49%| 96.49%| 96.49%
SP 98.25%| 93.33%| 94.92%| 98.18%| 96.49%| 96.49%) 94.83%| 94.83%| 93.22%
TCR 5.7|1.540541/2.035714 4.75 2.85 2.85/1.965517|1.965517 1.5
999S—S 52 54 54 52 51 54 55 55 55
S—N 5 3 3 5 6 3 2 2 2
N—N 56 54 54 56 55 56 55 54 53
N—-S 1 3 3 1 2 1 2 3 4
SR 91.23%| 94.74%| 94.74%| 91.23%| 89.47%| 94.74% 96.49%| 96.49%| 96.49%
SP 98.11%| 94.74%| 94.74%|.98.11%| 96.23%| 98.18% 96.49%| 94.83%| 93.22%
TCR |0.056773] 0.019] 0.019|0.0567730.028443|0.056886, 0.0285|0.019006|0.014257
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Phu luc 2 : Két qua thir nghiém phan loai email bang
phwong phap AdaBoost v&i kho ngiv liéu hoc va kiém
thar pu

1. Két qua thwc hién véi thuat toan AdaBoost with

real value predictions:

a) T=500
Ngir liéu[Sé email hoc  |S6 email kiém thiiS->S|S->NN->NN->S|SR SP
SpamNon-spam|Spam [Non-spam

PU1 432 549 48 61 48 0 58  3100.00%| 94.12%
432 549 432 0549 . 0100.00%/100.00%

PU2 126 513 14 57 12| 2} 56 1.85.71%]| 92.31%
126 513 126] 0] 513 0]100.00%/100.00%

PU3 1638 2079 182 231 176| 6] 216 = 15 96.70%| 92.15%
1638 20791638 02079  0100.00%100.00%

PUA 513 513 57 57| 56 1 38 19 98.25%| 74.67%
513 513 513 0] 513 0/100.00%/100.00%

b) T=200
Ngi liéu|S6 email hgc  |S6 email kiém thir |[S->S|S->N|N->N|N->S|SR SP
Spam|Non-spam|{Spam [Non-spam

PU1 432 549 48 61 48 0 58 3|100.00%| 94.12%
432 549 432 0 549 0/100.00%]100.00%,

PU2 126 513 14 57| 12 2| 57 0] 85.71%]100.00%,
126 513 126 0 513 0/100.00%]100.00%,

PU3 1638 2079 182 231 178 4 217| 14| 97.80%| 92.71%
1638 20791634  4{2079 0] 99.76%]100.00%,

PUA 513 513 57 57| 56 1 40, 17| 98.25% 76.71%
513 513 513 0 513 0/100.00%]100.00%,

103



) T=100

Ngir liéu[Sé email hoc  |S6 email kiém thiiS->S|S->NN->NN->S|SR SP
SpamNon-spam|Spam [Non-spam
PU1 432 549 48 61 48 0 59 2 97.96%| 96.00%
432 549 432] 0] 549  0]100.00%/100.00%
PU2 126 513 14 57 12| 2| 56 1 85.71%]| 92.31%
126 513 126/ 0O 513  0/100.00%/100.00%
PU3 1638 2079 182 231 174 8 215 16| 95.60%]| 91.58%
1638 20791618 2012067 12| 98.78%)| 99.26%
PUA 513 513 57 57| 56 1 38 19 98.25%| 74.67%
513 513 513] 0] 513 0]100.00%/100.00%
d) T=50
Ngir lieu[Sé email hoc  [S6 email kiém thiiS->S|S->NN->NN->S|SR SP
SpamNon-spam|Spam [Non-spam
PU1 432 549 48 61 47 1. 57 4 97.92%| 92.16%
432 549 431 1 547 2] 99.77%]| 99.54%
PU2 126 513 14 57/ 11 38} 57| 0] 78.57%[100.00%
126 513 126| 0] 513  0/100.00%/100.00%
PU3 1638 2079 182 231 174| 8 214 17| 95.60%| 91.10%
1638 20791592 46/2046| 33| 97.19%| 97.97%
PUA 513 513 57 57/ 57| 0 37 20/100.00%| 74.03%
513 513 512 1] 510 3 99.81%] 99.42%
e) T=10
Ngi lieu/Sé email hoc  [S6 email kiém th(iS->S|S->NN->NN->SISR SP
SpamNon-spam|Spam |[Non-spam
PU1 432 549 48 61 45 3 56/ 593.75%| 90.00%
432 549 395 37| 515 3491.44%| 92.07%
PU2 126 513 14 57 100 4 57| 071.43%]100.00%
126 513 102 24| 502 11|80.95%| 90.27%
PU3 1638 2079 182 231 157] 25 218 1386.26%| 92.35%
1638 20791419 2192018 6186.63%| 95.88%
PUA 513 513 57 57 56 1] 29 2898.25%| 66.67%
513 513 510 3| 437 7699.42%| 87.03%
f) T=5

Ngir liéu[Sé email hoc  [Sb email kiém thi{S->S|S->NN->NN->S|SR SP
SpamNon-spam{Spam |[Non-spam
PU1 432 549 48 61 44 4 53 891.67%| 84.62%
432 549 388 44| 493 5689.81%| 87.39%
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PU2 126 513 14 57 9 5 57| 064.29%]100.00%
126 513 74 52 497 1658.73%| 82.22%
PU3 1638 2079 182 231 143 39 214 1778.57%| 89.38%
1638 207911352 286/1994] 8582.54%| 94.08%
PUA 513 513 57 57| 55 2| 38 1996.49%)| 74.32%
513 513 495 18 412 10196.49%| 83.05%

2. Két qua thwc hién vé&i thuat toan AdaBoost with

discrete predictions

a) T=500
Ngir liéu[Sé email hoc  |S6 email kiém thiS->S|S->NN->NN->S|SR SP
SpamNon-spam|Spam [Non-spam
PU1 432 549 48 61 46 2| 57 4] 95.83%| 92.00%
432 549 432 0 549 0/100.00%]100.00%
PU2 126 513 14 57 13 1 57 0]'92.86%]100.00%
126 513 126 0 513 0/100.00%]100.00%
PUA 513 513 57 57| 53 4 45 12 92.98%| 81.54%
513 513 513 513 513 0 513 0/100.00%]100.00%
PU3 1638 2079 182 231 173 9 216/ 15/ 95.05%| 92.02%)
1638 20791624 1412074 5 99.15%]| 99.69%
b) T=200
Ngi liéu/Sé email hoc  [S6 email kiém thiiS->S|S->NIN->NIN->S|SR SP
SpamNon-spamiSpam [Non-spam
PU1 432 549 48 61 45 3 58 3| 93.75%| 93.75%
432 549 432 0 549 0/100.00%]100.00%
PU2 126 513 14 57 13 1 57 0] 92.86%]100.00%
126 513 126 0 513 0/100.00%]100.00%
PUA 513 513 57 57| 53 4 45 12| 92.98%| 81.54%
513 513 513 513 513 0 512 1/100.00%| 99.81%,
PU3 1638 2079 182 231 172] 10| 217| 14| 94.51%| 92.47%
1638 20791596] 422062 17| 97.44%| 98.95%
c) T=100

Ngir lieu[Sé email hoc  |S6 email kiém thiiS->S|S->NN->NN->S|SR SP
SpamNon-spam|Spam [Non-spam
PU1 432 549 48 61 46| 2| 57
432 549 430] 2| 546

N

95.83%| 92.00%
99.54%| 99.31%

w
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PU2 126 513 14 57 120 2 57| 0] 85.71%[100.00%
126 513 126| 0 513 0]100.00%/100.00%
PUA 513 513 57 57 54 3 45 12 94.74%]| 81.82%
513 513 513 513 507] 6| 505 8 98.83%| 98.45%
PU3 1638 2079 182 231 173 9| 214 17| 95.05%| 91.05%
1638 20791580 582035/ 44| 96.46%)| 97.29%,
d) T=50
Ngir liéu[Sé email hoc  |S6 email kiém thiS->S|S->NN->NN->S|SR SP
SpamNon-spam|Spam [Non-spam
PU1 432 549 48 61 46/ 2| 54 7 95.83%| 86.79%
432 549 422| 10| 5420  7|:97.69%| 98.37%
PU2 126 513 14 57 12| 2| 57| 0] 85.71%(100.00%
126 513 126] 0O 513  0/100.00%/100.00%
PUA 513 513 57 57| 56 1 44 13 98.25%| 81.16%
513 513 513 513 495 18| 488 25 96.49%| 95.19%
PU3 1638 2079 182 231 173] 9 218 13 95.05%]| 93.01%
1638 20791557 8112018 = 61 95.05%)| 96.23%
e T=10
Ngi lieuSé email hoc  [S6 email kiém thi§S=>S|S->NIN->N|N->SSR SP
SpamNon-spamSpam [Non-spam
PU1 432 549 48 61 47 1 404 28| 97.92%62.67%
432 549 432] 0 504 45/100.00%90.57%
PU2 126 513 14 57/ 11 3 56| 1 78.57%91.67%
126 513 97| 29 304 209 76.98%31.70%
PUA 513 513 57 57 53] 4 45 12 92.98%81.54%
513 513 513 513 470] 43 449 64 91.62%88.01%
PU3 1638 2079 182 231 173] 9 218 13| 95.05%93.01%
1638 207911557| 8112018 61| 95.05%96.23%
f) T=5
Ngr liéuSé email hoc  [S6 email kidm thiyS->S/S->NN->NN->S|SR ~ [SP
SpamNon-spam{Spam |[Non-spam Spam
PU1 432 549 48 61 39 9 56 581.25%|88.64%
432 549 360 72| 517| 3283.33%|91.84%
PU2 126 513 14 57 9 5 56 1164.29%90.00%
126 513 106] 20| 305 16384.13%|39.41%
PUA 513 513 57 57| 54 3 38 1994.74%[73.97%
513 513 513 513 484 29| 396| 117/94.35%80.53%
PU3 1638 2079 182 231 171 11 200] 31/93.96%|84.65%
1638 20791387 81]2018] 6194.48%)95.79%

106



